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1. OBIIASA XAPAKTEPUCTUKA PABOYEN IMPOI'PAMMBbI
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.01 BpinosiHeHHe padoT MO NPOEKTUPOBAHMUIO CETEBOIl MH(PPACTPYKTYPbI

1.1. Heab ¥ muiaHnpyemble pe3yJbTaThl 0CBOeHH S MPOdecCHOHAIBLHOT0 MOTYJIS

B pesynbrate m3zyueHus mpoecCHOHATBHOTO MOAYNS CTYAEHT JOJDKEH OCBOUTH OCHOBHOM
BUJ JEATENbHOCTH BpImomHeHne paboT MO NPOEKTUPOBAHUIO CETEBOW HHPPACTPYKTYPHI U
COOTBETCTBYIOIIME €My 00II1ie KOMIETEHIIUH U IPOPeCcCHOHATbHBIC KOMIETCHIIUH:

1.1.1. IlepeyeHp 0OIMUX KOMITETCHIIUI

OK 01. Beibupate  cmocoObl  pemieHuss  3aga4  npodeCcCHOHATBHON  ACSITEIBHOCTH,
MPUMEHHUTEIHHO K Pa3JIMYHbIM KOHTEKCTaM

OK 02. OcymiecTBIATh TOUCK, aHAIW3 W HUHTEpHpeTaruio uHbOpMaui, HEoOXO0IUMON st
BBINOJIHEHUS 33124 TPO(ECCUOHATILHON AEATEIbHOCTH

OK 03. [InanupoBaTh W peaau30BBIBATH COOCTBEHHOE MNPO(EeCcCHOHATBPHOE W JUYHOCTHOE
pa3BUTHE.

OK 04. PabGoTaTts B kKo/IekTHBE M KOoMaHzae, 3((HEKTUBHO B3aUMOACHCTBOBATH C KOJUIETAMU,
PYKOBOICTBOM, KIIUEHTAMH.

OK 05. OcCymecTBISITh YCTHYIO M TUCBbMEHHYI0O KOMMYHHUKAIIUIO HA TOCYJAPCTBEHHOM S3bIKE
C Y4eTOM 0COOCHHOCTEH COIMAIIBHOTO M KYJIbTYPHOTO KOHTEKCTA.

OK 06. [IposBIATE TpaXJaHCKO-MATPUOTHYECKYIO TMO3UIMIO, JEMOHCTPUPOBATH OCO3HAHHOE

MOBEJICHHE HAa OCHOBE OOIEYETOBEYECKUX IIEHHOCTEH, NPUMEHSTh CTaHIAPTHI
AHTUKOPPYINIIMOHHOI'O OBEJICHHUS.

OK 07. CopnelicTBOBaTh ~ COXpPAaHEHHUIO  OKPYXKAIOWIEH  cpelsl,  pecypcocOepexeHuIo,
3¢ (eKTHBHO AeCTBOBATH B UYPE3BBIYANHBIX CUTYAIIHSIX.
OK 08. Hcnonw3oBath cpenctBa (U3HYECKOW KYJIBTYPHI MJIsI COXPAHCHHS W YKPEIUICHUS

3I0pOBbsS B Tporecce MNpodecCHOHABHON  NEATENhbHOCTH H  MOJAJEpKaHUE
HEOOXOMMOTO YPOBHS (DM3NUECKON TOATOTOBICHHOCTH.

OK 09. Hcnonp30BaTh MHPOPMAIIMOHHBIE TEXHOJIOTHH B TPOPECCHOHATBHOMN NeSTETbHOCTH

OK 10. [Tonp3oBaTbest  mpodecCHOHATBPHOM — JTOKYMEHTAallMe Ha TOCyJapCTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. Hcnons3oBath 3HaHUS 110 (UHAHCOBOM TPaMOTHOCTH, TIJIAHUPOBAThH

IPEINPUHIMATENBCKYIO IEATEIbHOCTh B IPOeCcCHOHATIBHON cepe

1.1.2. Ilepeuenp npodeccnoHaTbHBIX KOMIIETEHIIHHA

I[IK 1.1. | BeImogHATH NPOEKTUPOBAHHE KaOEIbHOU CTPYKTYPbl KOMIBIOTEPHOW CETH.

IIK 1.2. OcymecTBiATh BBIOOP TEXHOJOTHUH, WHCTPYMEHTAIBHBIX CPEICTB U  CPEACTB
BBIYHCIUTEIILHON TEXHUKHU MPU OPTaHU3AIMH Tpolecca pa3paboTKU U HCCIeTOBAHUS
00BEKTOB MPO(hEeCCHOHATLHOM TSI TEIILHOCTH

I[NIK 1.3. | OGecrnieunBarh 3amUTy HWHPOPMALKMU B CETH C HCIOJIB30BAaHHEM IPOrPaAMMHO-
annapaTHbIX CPEe/ICTB.
I[IK 1.4. | IlpuHuMaTe y4yacTHE€ B NPUEMO-CHATOYHBIX HCIBITAHUAX KOMIIBIOTEPHBIX CETEH H

CETEeBOT0 00OPYAOBAaHUS PA3IMYHOTO YPOBHS M B OICHKE KAa4eCTBA M SKOHOMHUYECKOMH
3¢ (HEKTHBHOCTH CETEBOM TOIOJIOTHH.

[IK 1.5. | BemonusaTe TpeOoBaHUS HOPMATHBHO-TEXHUYECKOW JTOKYMEHTAIlMHW, WMEThb OIIBIT
o(opMIIeHHs TPOSKTHOHN TOKYMEHTAIINH.




1.1.3. B pe3ynpTare ocBoeHUs TPOPECCHOHATTEHOTO MOAYJIS CTYICHT JOJKEH:

NmMeTh pakTUYECKUi ONBIT

B npoexkTupoBaHUN apXUTEKTYpPBI JOKAJIBHOW CETH B COOTBETCTBUU
C IIOCTABJICHHOM 3aJadyel; YCTAHOBKE M HACTPOMKE CETEBBIX
IPOTOKOJIOB M CETEBOro O0OpYAOBaHUS B COOTBETCTBUM C
KOHKPETHOM 3aj1aueii; BBIOOpE TEXHOJIOTMH, HHCTPYMEHTAIBHBIX
CPEACTB TNpH OpraHu3alliy Ipolecca HUCCIEAO0BaHUS OOBEKTOB
CETeBOU MH(PPACTPYKTYPHI; oOecrieueHnr Oe30MacHOTO XPaHEHHsI 1
neperaud  HMHGOpPMAlMKM B JIOKAJbHOM CETH; MCIIOJIb30BAaHUU
CHELUAIBHOTO MPOTrPaMMHOTO O0ECHEUYEHUs Uil MOJICIUPOBAHUS,
IIPOCKTUPOBAHUS ¥ TECTUPOBAHMS KOMIIBIOTEPHBIX CETEH.

YMETH NPOEKTUPOBATh JIOKAJbHYIO CETh, BHIOMPATH CETEBBIC TOIOJIOTHUM;
WCIIOJIb30BaTh MHOTO()YHKITMOHATBHBIE TPUOOPHl MOHHMTOpPHHTA,
MpOrpaMMHO-aNmnapaTHble  CPEACTBA  TEXHUYECKOIO  KOHTPOJIS
JIOKAJILHOU CETH.

3HATH o0IMe TPHUHIUIBI TIOCTPOCHUSI CETeH, CeTEeBBIX TOIOJOTHH,

MHorocioiHoi Mozenn OSI, TpeboBaHMI K KOMITBIOTEPHBIM CETSIM;
ApPXUTEKTYpy MNPOTOKOJIOB, CTaHAApPTU3allMd  CETeil, JTaroB
MIPOEKTUPOBAHUS CETEBON MHPPACTPYKTYPHI; Oa30BbIe MPOTOKOJBI U
TEXHOJIOTMHU  JIOKAIbHBIX  CETed;  NPUHUUIBI  MOCTPOCHUS
BBICOKOCKOPOCTHBIX ~ JIOKAQJbHBIX CeTell; cTaHgapThl Kalenew,
OCHOBHBIE€ BHJbl KOMMYHHUKAIIMOHHBIX YCTPOMCTB, TEPMHUHOB,
MOHSATHM, CTaHAAapPTOB U TUIIOBBIX JIEMEHTOB CTPYKTYpPHUPOBAHHOM
KaOeIbHON CUCTEMBI.

1.2. Kotn4ecTBO 4acoB, 0TBOJAMMOE HA OCBOCHHE NMPO(eCCHOHAIBLHOI0 MOLYJISI

Bcero yacos - 854
N3 gux:
ocBoenne MJIK — 426

MpakTUKU — 288, B ToM uncie yueonyro — 108 u mpousBoacTBeHHYIO - 180

KOHCYJIbTAILNH - 2

pOMeXyTouHas arrectauus — 12, B ToMm uncie aquddepenmpoBannbie 3auetsl 1o MAK — 4 u

HK3aMEH M0 MOJYJIIO - 8

camocTosiTensHas padota — 126, B Tom uncie npu oceoeanu MJIK — 118 u npu noaroroske

HK3aMEHY MO MOAYJIIO - 8.




2. CTPYKTYPA U COJAEPKAHUE ITPOPECCUOHAJIBHOTO MOAYJISA
2.1. CrpykTypa npoecCHOHAJIBLHOI0 MOLYJIsI
IIM.01 BBIITIOJHEHUE PABOT 110 TPOEKTUPOBAHUIO CETEBOW MTH®PACTPYKTYPHI

Konpt O6beM pohecCHOHATBLHOI0 MOIYJIA, Yac.
npodeccHoHaNbH CymmapH O6yuenne no MJIK Camocr Tpomesx
BIX OOIIHX ) . b B To qicie IMpaxTuku osi- y-
KOMIIETEHIHI aMMEHOBaHMSI Pa3zesoB MPophecCHOHATBHOTO o6neM TenbHA Koncyns TouHas
MOAYJIs Beero | "@00PATOPH | KYPCOBEL | oo | 1 ononerne T.
Harpy3Ku BIX H X pabot y p | by aTTecTall
» 1ac. npaktideck | (mpoexr | HHad pabora i
WX 3aHITHHA OB)
K 1.1-ITIK 1.5 | Pa3men 1. KommbroTepHbIe CETH
OK 01-11 176 108 46 36 30 2
IIK 1.1-IIK 1.5 Pazgen 2. Opranuzanys, DpUHIIMITBI
OK 01-11 NOCTPOCHUS U (yHKIMOHUPOBAHUS 480 318 120 30 72 88 2
KOMIIBIOTEPHBIX CETeN
I[IK 1.1-IIK 1.5 | [Ipon3BoacTBeHHAS MPaKTHKA (TI0
OK 01-11 OpOQUITIO CTIEHUATBHOCTH), YaCOB 180 180
(KOHLICHTPUPOBAHHAs)
1(_)15 (1)'11_-11_1[K L5 DK3aMeH 10 MPoQPeCcCUOHATLHOMY MOIYITIO 18 8 2 8
Bcero: 854 426 166 30 108 180 126 2 12




2.2. TemaTnuyeckuii IJIaH U cojep:xanue npodeccuonaabHoro moayJas (IIM)

HaumenoBanue pa3jaeiioB
U TeM
npo¢ecCHOHATLHOI0
moayJs (ITM),
MEKINCHUNIIMHAPHBIX
KypcoB (MJIK)

Conep:xxanue y4ye0OHOro MaTepuaJa,

JJabopaTopHbIe padoThl M MPAKTHYECKHE 3aAHATHS, CAMOCTOSITeIbHAsA yueOHas padoTa

o0yuawuuxcsi, KypcoBasi pa6ora (poeKT) (eciu npedycmompersvt)

O0Lem
4acoB

YpoBenb
yCBOEHHS

1

Pasznea 1. KomnbrorepHbie ceTn

176

MJIK.01.01. KomnbroTepHblie ceTH

108

1Tema 1.1. BBeaenue B
ceTeBbIe TeXHOJIOTHH

Cone

KaHUC

1

Kommbrorepasie cetu. CoBMecTHas pabora, MHTEpHET W COBpEeMEHHBIC CETEBBIC
TEXHOJIOTUM — 00JacTh NPUMEHEHHUS W Ha3zHaueHue. BHIbI KOMIBIOTEPHBIX CETeH.
['moGanbHbIe U JOKaNbHbIE ceTH. OJHOPAHTOBbIE U KIUEHT-CEPBEPHBIC apXUTEKTYPHI.
OcHOBHBIE KOMIIOHEHTBI CETEH, CETEBasi Cpella U CETEBbIE YCTpoMcTBa. TexHoyoruu
noakioyeHusa Kk Murepuer. KouBeprentHeie cetu. KauecTBo M HAaIEKHOCTh CETEH.
OCHOBHBIE IOHATHS ceTeBON 0e30nacHOCTH. TeHeHIIMU pa3BUTHS CETEH.

KoHconpHBIM 10CTYM, yaalleHHbIH qocTyn ¢ momombio Telnet u SSH, ncnonp3oBanue
nopra AUX.

CereBble NPOTOKOJIBI U KOMMyHUKanuu. KoaupoBaHue M mapaMeTpbl COOOILICHHMS.
CereBble mpoToKOibl. B3aumoneiicteue nporokonoB. Habop nporokonos TCP/IP u
nporecc oomena aaHHeiMH. Opranusamuu no ctangaptuzamuu: [SOC, 1AB, IETF,
IEEE, ISO. MmuoroypoBHeBbsle Monenu OSI u TCP/IP. Wukancynsuusi TaHHBIX.
[Iporokoneubie O6moku maHHBIX (PDU). Jloctyn k jokampHBIM pecypcam. CeTeBas
aapecaiuss. MAC- u IP- agpeca. Jloctyn k ynan€HHsIM pecypcam. llmo3 mo
YMOJIYaHHUIO.

CereBoil nocTym.

[TpoTokonel u crangapTel (uU3HUEcKOro ypoBHsA. CrocoObl MOAKIIOYEHHS K CETH.
CereBbie uHTep(eticapie miatel (NIC). Cpempl mepemaym JaHHBIX M HX
XapaKTePUCTUKHU: IMPOIYCKHAsl CIIOCOOHOCTb, MPOU3BOAUTEIBHOCTh. BUIBI MenHBIX
cereBoix kaOeneii: UTP, STP, koakcuanbHbIA. Pa3sHOBUIHOCTH, OCOOEHHOCTH
NPOKJIAIKU W TecTupoBaHus Kabened. CTpykTypa M OCOOCHHOCTH MPOKIIAJIKU
ONTOBOJIOKOHHBIX Kabeneil. becipoBogubie cpencTBa mepeaaun aaHHbiX. CtaHgapt

30




Wi-Fi IEEE 802.11

KananbHbIi ypoBeHb U €ro MOAYpOBHU: YmpasieHue joruueckum kanaiom (LLC) u
Vnpasnenue poctynoMm K cpene nepenaun gaHHbix MAC. CrpykTypa Kaapa
KaHaJbHOTO YPOBHS W TPUHIUIBE ero ¢opmupoBanus. CTaHIapThl KaHAIBHOTO
ypoBHs. dusmueckass U JIOruyeckas TOMOJOTUSI CeTH. TOMOJOTHH «TOYKA-TOUYKA»,
«3BE3/1a», IOJHOCBA3aHHAS», «KOJIbLEeBas». [lomyaymiekcHas U MOJHOAYIUIEKCHAs
nepemayda ganubix. Ocobennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

Ceresble TexHonoruu Ethernet

CemeiictBo  ceteBbix TexHonoruii  Ethernet. Ilpunnunm  paGoter  Ethernet.
B3aumopeiicteue Ha moaypoBHsix LLC u MAC. VYmpaBieHue AOCTynoM K cpele
neperaun maHHbBIX (CSMA). MAC-anpec: unentudukanus Ethernet. ATpuOyTb
kagpa Ethernet. IlpencraBnenuss MAC-aapecoB. OmHO- ¥  MHOT0aJIPECHOMH,
HIMPOKOBEIIATENbHOM pacchuiok. CkBo3HOE noakiatouenne, MAC- u [P-aapeca.
[Ipotokon paspemenus aapecoB (ARP): mpuHuunsl paGoTbl, poib B mpolecce
ynanieHHoro oomeHa nanHbiMU. Tabmuielr ARP Ha ceteBbix ycrpoiicTBax. OCHOBHBIC
HepocTaTku mporokosna ARP - Harpyska Ha cpeny mnepepaudm JaHHBIX U
0€30MacHOCTb.

OcHoBHas wuH(popMamust o0 mopTax Kommyrtaropa. Tabmmuma MAC-aapecos
koMmmyTaTopa. Oynkums Auto-MDIX. CriocoOsl mepechbUIKH Kajpa Ha KOMMYTaTopax
Cisco. bydepuszauus namsatu Ha KoMmyraTopax. DUKcHpOBaHHAs W MOIYJbHas
KoH(purypanmun koMmyTtatopoB. CpaBHEHHE KOMMYTALlMH YPOBHS 2 W YypOBHSL.
Texnonorust Cisco Express Forwarding. Bupryanbubiii uHTEpdeiic kKommyTaTtopa
(SVI), Mapmpyrusupyemsbiii mopt, EtherChannel ypoas 3. Kondurypamus
MapHIPyTU3UPYEMOTO OPTA.

CeteBoli ypOBEHD

CereBoil ypoBeHb B Mpolecce mnepenaud JaHHbIX. [IpOTOKOJIBI CETEBOTO YpPOBHS.
OcHoBHble xapakTepuctuku I[P-mpotokoma. Ctpykrypa mnakeroB IPv4 u IPv6.
Oco0eHHOCTH U TIPEeUMYIIeCTBa MPOTOKoia Pv6. Meroapl mMapiipyTH3aliu y3J0B.
Tabnuia MapmpyTu3anuy y3J0B U MapIipyTuzaropa st npoTtokonos IPv4 u IPv6.
VYerpoiictBo Mapupytuszaropa — lIpomeccop, mamsaTh, oOnepanMOHHash CHCTEMA.
[TogkiroueHrne K MapuipyTU3aTOpy udepe3 pasiinuHble mopThl. HacTpoiika MCXOIHBIX
nmapaMeTpoB, HHTEpPQECcOB, NUIFO3a MO YMOJYAHUIO M JIPYTHX XapaKTEPUCTHUK
MapIIpyTH3aTopa.




TpaHcOpPTHBIN YpOBEHB

Ha3nauenue u 3a1a4 TpaHCIIOPTHOI'O YPOBHSI.

MynbTUILUIEKCUPOBAHUE CEaHCOB CBsI3U. Omnucanue U cpaBHeHUE NMPoTOoKkojaoB TCP u
UDP — HangexHOCTh M HPOU3BOAUTENFHOCTh, 00JAacTh NMpPUMEHEHHUs. Ajpecanus
noptoB u cermentanus TCP u UDP. O6men manubimu mo TCP. IIponeccst TCP
cepeepa. YcraHoBineHue TCP-coenuHenuns U ero 3asepuieHue. [IpuHIMIBI
«rpé€xcroponHero pykonoxatus» TCP. Hanéxnocts u ynpasienue notokom TCP -
[loaTBepxkneHnEe MOMyYEHUs] CETMEHTOB, NOTEPsl AAHHBIX U IOBTOpHAs Iepenada,
yrnpasieHre motokoM. OOMeH maHHBIMH ¢ ucnosib3oBanueM UDP. Ilpouecchr u
3anpocsl UDP-cepsepa, UDP-gararpammsl, npoueccsl UDP-knnenra. [Ipunoxenus,
ucnoas3yronme UDP u TCP.

10

[P-anpecanus

Crpykrypa IPv4-anpecoB. CereBas u y3noBas 4dactb [P-agpeca. IIpeoOpazoBanue
aJIpecoB MEXKy JBOMYHBIM U JIECATEPUUHBIM ITpecTaBieHueM. Macka noaceru [Pv4.
CereBoli azapec, aapec y3ia U MHUpOKoBewarenbHblid aapec cetu [Pv4. IIpucBoenne
y3]1y cTathdeckoro M auHamuueckoro IPv4-agpeca. MHoroagpecHas nepenada.
[Iybnmuunabie w yactHble [Pv4-ampeca. [Pv4-ampeca crnenuanbHOTO Ha3zHAYCHUS.
IIpucsoenue IP-agpecos.

CoBMecTHOE  HCIONb30BaHUWE MpoTokosioB [Pv4 wu  [Pv6: 1BOMHONM  CTeK,
TyHHEJIMpOBaHUe, mpeoOpasoBanue. IlpeacraBnenue [Pv6-agpecos. IlpaBuia
cokpaiienust 3anucu I[Pv6-anpecos. UuauBuayanbHbId, TPYNIOBOM, MPOU3BOJIBHBIN
tunsl [Pv6-anpecoB. CTpyKTYpbI JIOKAJIBHOTO U TII00abHOTO WHAWBUAYAIBHBIX [PV6-
agpecoB.  Craruyeckas M JUHAMHUYecKas  KOH(QUIypaluu  IJ100aJbHOTO
uHauBUAyanbHoro azapeca. Ilponecc EUI-64 u cioyuyailHO creHepupOBaHHBII
uneHTudukaTop narepderica.

11

ICMP-cepBucel. Otanuust s nporokoioB IPv4 u IPv6. Coobmenuss ICMPvI6
«3ampoc k wmapmpyTtusaropy», «OOBSBICHHE OT MapHIpyTH3aTOpay, «3ampoc
coceHero y3na» u «OO0bSBICHHE COCETHEr0 y3ay. TecTupoBaHUE CETH C MTOMOILBIO
9X0-3ammpocoB. TpaccupoBKa MapuipyTa. Bpemsi IpoXokJIeHus CUTHAIA B IPSIMOM U
obparaoM HampasieHusix (RTT). Bpems xusuu (TTL) IPv4 u mpenen mepexomos
IPvo6.

12

Pa3nenenne IP-ceTeit Ha moaceTu
Cermenranms [P-cereit. OOMEH maHHBIMH MeEXay mojaceTsmu. [lranupoBanme
aZipecariuy B moJiceTsX. PacueTHrie GopMyIbl i cerMeHTauu cetu. PasOuenue Ha




MOJICETH Ha OCHOBE TPeOOBaHMIl Yy3JI0B U CeTeil, B COOTBETCTBUU C TPeOOBaHUSIMU
cereil. OmpeneneHre Macku mnojceru. Pa3OueHne Ha TMOACETH C HCIOIb30BaHHEM
Macku nepemeHHoi auHbl (VLSM). bazoBas Mmozaens 1 HazHaueHHEe OJI0KOB aipecoB
VLSM. IlnanupoBanue anpecanuu cetn. OcobeHHoctu npoektupoBanus [Pvo-cern.
Pa30uenne Ha moJceTH ¢ UCNOJb30BaHUEM UACHTHhHKaTOpa HHTEpdeEiica.
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YpoBeHb IPUIIOKEHUN

YpoBeHb NPUIIOKEHUN, YPOBEHBb MPEICTABICHUS U CEAHCOBBIN ypoBeHb. [Iprumepsl
pacnpoCTpaHEeHHBIX MpUI0KeHUH. IIpoToKOIIBl YpOBHS NpuiioxeHuid. OJTHOpaHTOBbIE
cetu (P2P). Monens tuna «kmuent-cepsepy». O0630p mporokomoB HTTP, HTTPS,
SMTP, POP u IMAP. Cnyx6a nomenubix umMén (DNS). ®opmar coobuienuii u
uepapxus DNS. VTumura «nslookupy». Ciy:x6a DHCP. [IpoTtokon nepenauu aition
(FTP). IIporokon obOmeHa Omokamu cepBepHbIX cooOmieHuit (SMB). Konmenmuu
«Bceoobemmmommii  Uatepner» BYOD. JloctaBka OaHHBIX TIO KOHBEPTCHTHBIM
CETSIM.

14

Co3nanne u HacTpoiika HeOOJIBIION KOMITBIOTEPHON CEeTH

[MnanupoBanue W co3JMaHHe HEOONBIONW KOMIIBIOTEPHOW CETH: ONpeelieHHe
KJIFOUEBBIX (hPaKTOPOB, BHIOOP TOTOJIOTUM U CETEBBIX YCTPONCTB, BHIOOP M HACTpOIKa
MPOTOKOJIOB, CHUCTEMBI ajpecanuu. Mepsl M0 00eCrneYeHHI0 Oe30MacHOCTH CEeTH.
Va3BUMOCTH U ceTeBble aTaku. Pa3BenpiBaTenbHble ataku, ATaku aocryna, OTkas B
oOcnyxxuBanuu (DoS-ataku). PezepBHOe KomupoBaHHE, OOHOBJIEHHWE M YCTaHOBKA
ucrpaBiaeHud. MexKceTeBble SKpaHbl. AyTeHTHU(UKAIUSA, aBTOpHU3AIUsi W YUET.
Bxrouenne nporokona SSH.

15

@DaiiJIoBbIE CUCTEMBI MAPUIPYTU3ATOPOB U KOMMYTAaTOPOB. Pe3epBHOE KONTUPOBAHUE U
BOCCTAaHOBJICHHE C IIOMOINBIO TEKCTOBBIX (aiinoB, mporokona TFTP, USB-
HakonuTens. BcTpoeHHble cimykObl Mapuipytusauuu. [lognepikka OGecrpoBOIHBIX
noAxJroueHu. Hacrpolika BCTpOEHHOr0 MapipyTu3aropa.

Jlado

paTopHbie padoThI

CocraBnenue KapThl ceTi HTEpHET ¢ TOMOIIBIO YTHIIUT «ping» U «traceroute»

Co3zpnanue npocToit ceTu:

* VYcraHOBKa ceaHca KOHCOJIH C CETEBBIM 000pYI0OBaHUEM TP ITOMOLIH
nporpammel TeraTerm;

* Co3pgaHue ceTu;

Hactpolika OCHOBHBIX ITapaMeTPOB KOMMYTaTOpa.

30
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[TpocmoTtp ceTeBoro Tpaduka ¢ moMoIibio mporpammer Wireshark.

[MoaxrodeHrne KOMIBIOTEPOB K CETH C MOMOIIBI0 Kabemnei u OecpoBOTHBIX
a/1afTepoB:

* OmnpeneneHne CETEBbIX YCTPOMCTB U KaHAJIOB CBSI3H;

*  OO0XHM ceTeBOro Kabdens;

* IIpocMOTp AaHHBIX O OECTTPOBOJIHBIX U IPOBOJHBIX CETEBBIX AAANTEPaAX.

Nzyuenune Ethernet-rexHomormii:

* IIpocMorp MAC-aapecoB CeTeBBIX YCTPOMCTB;

* Uzyuenwue kagpoB Ethernet ¢ momompto mporpammsr Wireshark;

* IIpocmotp ARP ¢ momomnipto nporpammsl Wireshark, nuarepdeiicoB koMmaHaHOM
crpoku Windows u 10S;

* Hcnonp3oBanue unrepdeiica komanauou ctpoku [0S ¢ tabmunamu MAC-
a/IpecoB KOMMYTATopa.

[Moctpoenue cetn Ha Oaze MapHIpyTHU3aTOpa:

* TIpocMoTp TabIUIl MapIIPYTU3ALUU Y3IIOB;

* l3yuenue Qpuanyeckux XapakTepUCTHK MapLIPyTH3aTOPa;

* Co3paHue CeTH, COCTOSALIEH U3 KOMMYTaTOpa U MaplIpyTHU3aTopa.

W3ydeHne TpaHCIIOPTHOTO YPOBHS:

* HaOGmroaenue 3a mporeccoM TpEXCTOPOHHETO «pykomnoxkatus» TCP ¢ momMoripio

nporpammbl Wireshark;
* UN3yuenue 3axBaueHHbIX AaHHBIX DNS UDP ¢ nomoiibto nporpammel
Wireshark;

* Usydyenue 3axBayeHHbiXx nakeroB FTP u TFTP ¢ nomompsio mnporpamMmsl

Wireshark.

Hacrpoiika [P-agpecanuu:

* Hcnonp3oBanue kabkynsaropa Windows B paboTe ¢ CETEBBIMH aIpeCcaMu;

* Konseprauus [Pv4-anpecoB B ABONYHYIO CUCTEMY CUUCIICHUS;

*  Omnpenenenue [Pv4/IPv6-anpecos;

* Hacrpoiika IPv6-anpecoB Ha ceTeBBIX yCTPOHCTBAX;

* TectupoBaHue CETEBOrO MOAKIIOUEHUS C TOMOIIBIO KOMaH «ping» u
«traceroutey.

Cermenranus IP-cereit:
* H3ydeHune KaIbKYISTOPOB MOJACETEN;




*  Pacuér noxcereit IPv4;

* Pasnenenue cerell ¢ pa3TMYHBIMU TOTIONIOTUSIMHU Ha TTOJICETH;

* Pa3paboTka u BHeJIpEHUE CXEMBI aJjpecariu pa3aenéHnoi Ha nojacetu [Pv4-ceru;
Pa3zpaboTka u BHenpeHue cxemsbl aapecaruu VLSM.

10 [P-anpecanus:
* aHanu3 TpaduKa OJHOATPECHON Mepeaayu, MUPOKOBEIIATEILHON U
MHOT0aJpECHOI PaCChUIKH;
* HacTpolka agpecanuu [Pvo;
* nposepka agpecauuu [Pv4 u IPv6;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTUUYECKUX HABBIKOB.
11 Cermenrauus [P-cereii:
*  Opra’u3zanus MoJICETH MO PA3IMYHBIM CLICHAPUSIM;
* pa3paboTka U BHEAPEHUE CTPYKTYpHI anpecanuu VLSM;
* BHEAPEHUE CXEMBbI aJpecalluy pa3aeieéHHon Ha noacetu [Pvo-cery;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
12 | 3ydeHne OCHOBHBIX CETEBBIX CITYXkO:
. W3zyuenne pyHximn ooMeHa aiinamMu MeXIy OJHOPAHTOBBIMH
yCTpOHCTBaMH ompeseneHue npeoopasopanuii PAT; «M3yuenue nmpaBui paboTh
DNS;
. N3yuenue nportokona FTP.
13 | OGecnieueHne 6€30MaCHOCTH CETH:
* H3zydeHue yrpo3 ceTeBoil 0€30MacHOCTH;
+ Jloctyn K ceTeBbIM ycTpoiicTBaM 1o npotokoiry SSH;
» (OOecnieueHre 0€30MACHOCTH CETEBBIX YCTPOMCTB;
14 | AHann3 KOMIBIOTEPHOM CETU M HACTPOMKa MaplIpyTU3aTOpa:

« TIpoBepka 3amepkeKk B epeaaun CETEBBIX MAKETOB C MOMOUIbIO YTUIIUT «ping» U
«traceroute,

* Hcnonp3oBanue nunrepdeiica komanauou ctpoku (CLI) mist cOopa cBeaeHuit o
CETEBBbIX YCTPOUCTBAX;

*  VYmpasnenue (aiizamu KOHQUTyparuyu MapuIpyTH3aTOPa C MOMOIIBIO TPOrPaMMBI
AMYJIALNY TePMUHAJIA

*  Vnpasnenue ¢aiinamu KOHGUTYpAIIUA YCTPOUCTB ¢ ucnoiab3oBanrem TFTP,
dnem-namsitu u USB-Hakonurenei

12




* HM3ydenue nmpoueayp BOCCTAHOBJICHHS MTapOJICil.
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HpOGKTI/IpOBaHI/IG " CO3JaHUC CCTHU AJId MAJIOTO MPCANPUATUA — HUTOTOBBIM IMPOCKT

Tema 1.2. IlpuHIMNIBI
MapIIPYTH3AIUH U
KOMMYTAalUU

Cone

KaHUC

BBeneHue B KOMMyTUPYEMBIE CETH

O6wvenunénnbie cetu. Mepapxust B KoMMyTHpyeMoil ceTd. Ponb KOMMYTHpYEMBIX
cereii. Kommyrupyemas cpena. JluHamudeckoe 3amnonHeHue Tadauisi MAC-anpecoB
KoMMyTaropa. Mertonpl nepecbUlkM  Ha  Kommyrtarope. Kommyramus ¢
IIPOMEKYTOUYHBIM XpaHeHHueM. CKBO3Hass KOMMYTAIIMS.

Kommyrannonssie joMeHbl. CHUXKEHHE EPErPy30K CETH.

OCHOBHBIE KOHIIENIIUA U HACTPOMKAa KOMMYTAllUX

OcHOBHBIE KOHLENIMU U HAacTpolka Kommyrauuu. [lepBoHauasnbHas HacTpoiika
KOMMYTaTopa U BOCCTAHOBJICHME IOcie cucTeMHoro c6os. Hacrpoiika noctyna amns
6a3oBoro ynpasieHus kommyratopom ¢ IPv4. Jlymuiekchas cBs3b. Hactpoiika mopToB
KOMMYyTaTtopa Ha (Qu3u4eckoM ypoBHe. (DyHKIMsS aBTOMATUYECKOTO OIpPEIeIICHUS
tuna kabens (Auto-MDIX). IlpoBepka HacTpoek mopTa kommyrtaropa. llouck u
yCTpaHEHHUe Npo0JieM Ha YPOBHE AOCTyNA K CETH.

be3onacHocts koMMyTaTopa. 3amuMmEHHbIN ynan€HHslid noctyn. Hacrpoiika SSH.
PacnipocTpanénnbie yrpo3sl 6e30macHOCTH: nepenosHenne tadauisl MAC-aapecos,
DHCP-cny¢unr, ucnons3oBanue yszsumocteil npotokosna CDP, Ataku Telnet u np.
AyIuT W TpaKTUYECKUE PEKOMEHJALUU M0 00ecreueHHto Oe30MacCHOCTH CEeTH.
Bbezonacnocts mopra kommyratopa. Otcnexuanne DHCP cooOmenuit. @yHkuus
O6e3onacHocTy mopTta. Buabl 3ammtel MAC-ampecoB. Pexxumbl pearupoBaHusi Ha

HapymeHue Oe3omacHocTu. IIpoBepka m Hactpoiika moptoB. IIpoTokom cereBoro
Bpemenu (NTP).

Bupryaneshneie nokanbnblie cetu (VLAN)

Bupryanpasie nokanpHble cetd (VLAN) — kmaccudukamuss W OCHOBHBIC
XapakTepucTUKu. TpaHku BUpTyanbHbIX ceTeld. KOHTpoJIb HIMPOKOBEIIATEIbHBIX
nomeHoB B ceTssx VLAN. TerupoBanue kagpos Ethernet mist uaeHTHGUKAIMN CETH
VLAN. Ceru native VLAN wu terupoBanue crangapra 802.1Q. Terupopanue
rosnocoBoid VLAN. Peanuzanuu BUpTyanbHOH JIoOKanbHOM ceTh. HazHaduenune mopros
cetaMm VLAN. Hactpoiika TpaHKOBbIX KaHaimoB. IIpoTokon IuHaMHYECKOIO
co3manus TpankoBoro kaHajga (DTP). Ilomck wu ycTpaHeHHWEe HEMOJATO0K B
BUPTYaJIbHBIX JIOKAIBHBIX CETAX M TPAHKOBHIX KaHanax. [Ipobnems ¢ [P-anpecanueit
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cetu VLAN. HecoBnageHusi pexuMoB TpaHKOBOW cBsizu. [IpoekTupoBanue u
obecrieyenne Oe3omacHoctd VLAN: hopping, cnyduHr komMMmyrtaropa, araka c
nBoiHBIM TerupoBanueMm, Cetb PVLAN nepumertpa. [Ipaktudeckre pekoMeHaauu
10 IPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJIbHON CETH.

KoHuenuus mapupyrusanuu

Hacrpoiika mapupyrusaropa. MexaHusMbl nepecbulkd nakeToB. [logkimroueHue u
HacTporka ycTpoucTB. CBETOOUMOAHBIE HHAMKATOPHI HAa  MapLIPyTH3ATOPE.
AxtuBanus u Hactpoiika I[P-agpecanuu. IlpoBepka cBs3HOCTH ceTell € NPSMBIM
nonkitoueHueM. [Iposepka Hactpoek nnrepdeiica. unpTpanns BHIXOAHBIX JaHHBIX
komaHJ «showy». Komwmyramus makeTtoB Mexay ceTsmMu. DYHKIUS KOMMYTAIHH
Mapuipytu3aropa. Mapmpyruzauuss naketoB. Omnpexaenenue nytu. [Ipomecc
NPUHATHS PEIICHUs O MepechlIKe nakeToB. BeiOop ontumansHoro mytu. IIpoTokossl
RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AJIMHUHUCTPUPOBAHUE PACCTOSHHUE
(AD) m nHanmexxHocTh MapuipyTa. AHanmM3 TaOMUI] MapLIPYTU3alUUd — HCTOYHUK
JMAHHBIX, MPUHLUIB (GOPMUPOBAHUE BO3MOXXKHOCTH HACTPOMKHU. 3amucu TaOJIMIIbI
MapLIpyTHU3alUUd [ CeTel ¢ NpAMBIM IOAKIIOYEHUEM. 3aJlaHue CTaTUYECKUX
MapuipyToB. [IpoTokosbl nuHamuyeckoit mapiipyrtuzanuu ceteit [Pv4 u [Pv6.

Mapupyruzanusa mexny VLAN

[Tpuntumner padoTel MmapuipyTuszanuu Mexay VLAN. Hactpoiika mapmpyTu3anuu Ha
0ase MapuIpyTH3aTOpPOB C HECKOJNbKUMH (pusmueckumu uHTepdeiicamu, ¢
WCIIONIb30BaHUEeM KOH(purypamuu router-on-a-stick, depe3 MHOTOypOBHEBBIH
kommyTarop. [Ipobnemsr Mmapmpyruzanun Mexay VLAN. IlpoBepka koHbUTyparuu
KOMMYTaTopa M HacTpoek Mapiipytuzaropa. Hemonanku B pabore uHTepdeiica.
Ommnbxku B [P-anpecax n mackax noxacetu. Hactpoiika u paboTa KOMMyTaIuu Ha 3-M
ypoBHe. Mapmpyrtuzanus wMexay VLAN depes BupryanbHble HWHTEpGhEHCH
KOMMYTaTopa, MaplpyTusupyemsle noptel. Hemonanku B HacTpolikax KOMMyTaTopa
3-ro ypoBHs.

Craruyeckas MmapupyTH3anus

[IpenumyiiecTBa W 3aaud  CTATUYECKOM MapuIpyTU3alMud. THUIBI CTaTUYECKUX
MapILIpyTOB: CTAHAAPTHBIM, 10 YMOJIYAHWIO, CYMMAapHBIH, IuaBaromuil. Hacrpoiika
cratudeckux mapmpytoB [Pv4 u IPv6. Komanaa «iproute». Mapuipyr ciemyromero
nepexoga. Hampsmyroo mnoakarOYEHHBIM craTudeckuid Mapupyrt. IlosHOCTBIO
3aJlaHHBIA  cTaThyeckuid Mapupyt. HacTpoiika cratudyeckoro wapupyra o
ymonuanuo. KnaccoBas aapecanus. KnaccoBble mackum mnopacetu. beckiaccoas
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mexaomenHas mapmpytu3anus CIDR. O0wvenunenne mapiipyTtoB. OpraHuzammus
cynepcereil. Mcmonp3oBanue Macok mozcetu ¢ukcupoBanHoi bl (FLSM).
Macka mnonacern mnepemennodt mmnbel (VLSM). Hactpoiika cyMMmapHBIX |
MJIaBAIOIIUX  CTAaTMYECKUMX  MapuipytoB. Pacu€ér cymmapHoro mMapuipyra.
OO0nenuHeHue ceteBbix anapecoB IPv4 u IPv6. [louck m ycTpaHeHue HEMOJIAIOK B
HACTPOMKAX CTAaTMUYECKOr0 MaplIpyTa U MapuipyTa o yMOJIYAHHUIO.

JluHamMuueckass MapIIpyTH3anus

[IpoTOKOIBI AMHAMUYECKON MapIIpyTH3allMM — HAa3HAUYE€HUE, MPUHIUIIBI paboThl U
uctopusa pa3BuTusi. CpaBHEHHE AUHAMHUYECKOW M CTAaTUYECKOW MapHIpyTH3allMH.
[TpuHUMIBl pabOTH MPOTOKOJIOB MAPIIPYTH3AIMHU: ITYCK [TOCIIE BKIIOYCHUS TUTAHUS,
CereBoe oOHapyxeHue, OOMeH mJaHHBIMH MapiipyTusanuu, OOecrieueHue
cxoaumoctu. Kiaccudukanus mnpoTokosnoB MapumpyTtuzanuu. Ilporoxonst IGP u
EGP.  [ucranumumonHo-BekTOpHble  npoTokoiasl  RIP,  IGRP.  IIpoTokossl
Mapuipytuzanuu no cocrosiHuio kanana OSPF u IS-IS. KnaccoBeie u GeckiaccoBbie
IIPOTOKOJIbI MAPHIPYTU3AIUU. XaPAKTEPUCTUKNA U METPUKH ITPOTOKOJIOB.

JluHaMuueckass ~ IMCTAaHLMOHHO-BEKTOpHAs  Mapuipyrusauus. JMCTaHIMOHHO-
BEKTOPDHBI  @JIrOpuTM. MexaHu3sMbpl  OTIPaBKM W IOJy4YEHUS  JAHHBIX
MapIIpyTU3allud, pacyéTa ONTHUMAIbHBIX IyTed M J00aBICHHS MapIIpyTOB B
TAaOMUIy MaplIpyTH3alluMd, OOHApy)KEHUS M pearupoBaHUs Ha MH3MEHEHHUS B
tononoruu. Hacrtpoiika mnporokona RIP: Bkmtouenne RIPv2, otkmrouenue
aBTOMAaTHUYECKOro OOBEIMHEHMs, HACTpOIKa MacCUBHBIX HHTepQeiicoB, nepenaya
MaplIpyTa o ymosdaHuto 1o ceru. Hacrpoiika nporokona RIPng.

10

[Tponiecc MapuipyTH3anuu 1o coctosiHuto kanana. Hello mpoTokos. maker coctosiHus
kanana (LSP). JlaBuHHas pacchuiKa MakeTOB COCTOSHUS KaHaa. JIaBUHHAs pacchlika
MakeToB cocTtosiHus KaHana. Co3nanue nepesa kparvaimux myrei SPF. JloGaBnenue
mapuipyroB  OSPF B rtabmuiy wMapmpyrusanud. HenocTtaTkd  mpOTOKOJIOB
MapUIpyTU3allMy 110 COCTOSHHUIO KaHana. TaOnuuma MapmipyTusanuu. 3alucu ¢
IIPSIMBIM MTOJKIIIOUEHUEM U YAAIEHHOU CeTH. [IMHAMUYECKH I10JIy4acMble MapIIPyThI
IPv4/6. TIponiecc moncka Mapuipyra.

11

OSPF nyst ognol 06nactu

CewmeiicTBo potokoioB OSPF. XapakTepucTuku, MpUHIMIIBI pa0OTHl 1 KOMIIOHEHTHI
OSPF. Oco6ennoctu OSPF anst omHOM M HeckoNbKkUX obOiacted. MaructpanbHas
obmacte. Mukancymsumst coobmennit OSPF. Tumbr mnakeroB OSPF: maker
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npuBerctBus (hello), maker omnwmcanmst 0a3er ganHbIX (DBD), maker 3ampoca
cocrossHusi kaHana (LSR), maker oOHoBinenus cocrosHus kanana (LSU). maker
noaTBepkaeHus coctossHus kaHanma (LSAck). OOHoOBIeHHs COCTOsSHHS KaHala.
Paboune coctosnuss OSPF. Beinenennsiii (DR) u  pe3epBHBINM  BbIIEIEHHBIN
mapmpytuzarop (BDR). Cuaxponuzanust 6a3 nanaerx OSPF.

12

Hacrtpoiika OSPFv2 nnst onHolt obnactu. Pexxum koHuUrypamuu uaeHTH(GUKaTopsI
MapmpyTtuzaropa. Mcmons3oBanue uHTepdeiica loopback. Brxmouenne OSPF na
unrepdeiicax. lllabmonnas macka. Komanma «network». Hactpoiika maccuBHBIX
untepdericoB. @opmyna pacuéra merpuku croumoctu OSPF. Hactpoiika 3naueHuii
NPOMYCKHOW crocoOHOCTH uHTepdeiica. [IpoBepka coceqHUX YCTPOMCTB, HACTPOEK
MPOTOKOJIA, TaHHBIX Tporecca u napyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2
u OSPFv3. Anpeca tuma link-local. Tomomormst ceru OSPFv3. Hacrpoiika
unentudukaropa mapmpyruzaropa OSPFv3. Bxkimrouenne OSPFv3 na unTepdeiicax.

13

Criucku xonTpons gocrymna (ACL)

Crucku xoHTposas poctyna (ACL). Ipunmun pa6orst ACLcmuckoB. Tunbr ACL-
cinuckoB Cisco mist IPv4. [IpucBauBanue HomepoB u uMEH ACL-cruckam. Pacuér
mabmonHoit Macku B ACL-crimckax. PekoMeHmanuu mo CO3MaHHI0 U Pa3MEIICHUIO
ACL-cnuckoB. Pasmemenue crangaptHbeix U pacmupeHHblx  ACL-crmckos.
Hacrtpoiika crangaptHoro ACL-cnincka. IIpumenenue cranmgaptasix ACL-cnuckoB
Ha uHTepdeiicax. Kommenrapun k ACL-cnuckam. IIpoBepka u penakTUpoBaHHE
cranaapTHbIX HyMepoBaHHbIX ACLcnuckoB. ACL-ctatuctuka. 3amura noptoB VI'Y
¢ nomo1pto cranaaptioro ACL-criucka [Pv4.

14

CtpykTypa u HacTpoiika pacmupeHHblXx ACL-crmckoB nnsa IPv4. @unbrpanus
Tpaduka ¢ ucronp3oBaHueM pacmupeHHbix ACL-cnuckos.

[Touck u ycrpanenue Henonanok ACL-cnuckoB. Pacipoctpanénnsie ommboku ACL-
cinuckoB. CpaBHenue ACL-cnuckoB it IPv4 u IPv6. Hactpoiika u nposepka ACL-
CIIUCKOB U1t IPV6.

15

IIporokosn DHCP

[Tporokon DHCP. DHCPv4: 6a3oBas omeparus, GopmMaT COOOIICHHH, COOOIICHHS
oOHapyXeHHsI U TpeioxkeHus. Hacrpoiika, mpoBepka M peTpaHCISIIUS POCTOTO
DHCPv4-cepeepa. Hactpoiika mapmpytuzaropa B kadectBe DHCPv4-knuenra.
Hactpoiika mapupyruzaropa kiaacca SOHO. Ilouck u ycTpaHeHHE HEINOJIAJOK B
pabore wmapmpyrtuzaropa DHCPv4. Tlporokon DHCPv6. Apromaruueckas
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HacTpoiika anpeca 6e3 otciexxuBaHusi coctosiHus (SLAAC). Ilpuniun paboThl
SLAAC c¢ DHCPv6. DHCPv6 ¢ u 06e3 orciexuBaHus cocTostHus. [Iporecchb
DHCPv6. Hacrpoiika mapuipytu3aropa B kauectee DHCPv6-cepBepa u DHCPv6-
kauenTa. [lonck u ycrpanenue Henosianok B pabore DHCPv6.

16

[IpeoOpazoBanue ceTeBbIX aapecos [Pv4

[IpeobpazoBanue cereBrix aapecoB IPv4. KonuenTyanbHoe npeodpazoBaHne CETEBBIX
anpecoB (NAT). Tepmunonorust u npuHuuibsl padotel NAT. TIpocTpaHCTBO YaCTHBIX
[Pv4-anpecoB. CraTtudeckoe M JAWHAMHYECKOE NPEOOpPa3OBaHHE CETEBBIX aJPECOB
(NAT). IIpeobpazoBanme anpecoB moptoB (PAT). CpaBuenne NAT u PAT.
[IpeumymiectBa u Henoctatku NAT. Ananu3 cratuueckoro npeodpazoBanust NAT.
[Tpuatun paboter auHamudeckoro NAT Hactpoiika um mpoBepka NAT, PAT.
[lepeanpecauns nopros. Hactpoiika NAT u npotokona IPvé.

[Touck u yctpanenue Henoiagok B padbore NAT.

Jlado

aTopHbIe padoThI
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Hacrpolika kommyTtaTopa:
* ba3zoBas HacTpoiika KOMMYTaTopa;
* Hactpoiika mapamMeTpoB 6€30MaCHOCTH KOMMYTaTOpa.

Hacrpoiika 6e30macHOCTH KOMMYTaTopa:

* Hacrpoiika npotokona SSH;

* Hactpotikabyakuun Switch Port Security;

* Tlouck u ycTpaHeHHE HEMOJAO0K B cUCTeMe 0€30MacHOCTH MOPTOB KOMMYTATOPa;
OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

Kondurypanus cereit VLAN:

* Konduryparmus cereit VLAN u TpaHKOBBIX KaHAJIOB;

* Tlouck u ycrpaneHue Hemoaaaok B kKoHdurypauun VLAN;

* Peanmm3zanus cucremsl 0e3onacHocT ceTd VLAN;

e Peanuzaunusa cereit VLAN 11 cerMeHTaluu ceTeil NpeanpusTUil Majloro u
cpenHero om3Heca.

Hacrpoiika Mmapuipyrtuzaropa:

* Hcnonp3oBaHre KOMaH/IbI traceroute Jisi OOHAPYKEHUS CETH;
*  JIOKyMEHTUPOBAHHUE CETH;

* Hacrpoiika untepdeiico IPv4 u IPv6;

* Hacrpoiika u npoBepka HeOOJIBILIOH CETH;
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VccnenoBanyie MapiipyToB € NPSIMbIM MOAKIIOYEHHEM.

5 Hacrpoiika MapipyTuszanuu:

* CocraBnenue cxemsl cetu MHTepHET;

* Hactpotiika 6a30BBIX ITapaMeTPOB MapUIPyTHU3aTOPa C TOMOIIBIO HHTEpdeiica
komauaHo# cTpoku (CLI) cucremsr Cisco 10S;

* Hacrpoiika 6a30BbIX TapamMeTpoB MapuipyTusaropa c nomoipio CCP.

6 Mapupyruzanus Mmexay VLAN:

* Hacrpoiika mapupytusanuu mexxay VLAN it kaxxaoro uarepdeiica;

* Hacrpoiika mapmpytuszanuu mexay VLAN Ha ocHoBe ctanaapta 802.1Q u
TPaHKOBOI'O KaHAJa;

* Ilouck u ycTpaHeHHe HENOJAA0K B MapuIpyTu3anuu Mexay cerssmu VLAN.

7 Hacrtpolika craTnueckoi MapupyTHU3aiuu:

* Hactpoiika crarnaeckux MmapupytoB [Pv4/IPv6 mo ymonuanuro;

* Pa3zpabotka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM;
* Pacuér cymmapusix mapuipytoB [Pv4 u IPv6;

* [louck u ycTpaHeHHne HENoyaJoK cTaTudeckux MapupytoB [Pv4 u IPv6.

8 Hacrpoiika nuHaMu4ecKoi MapIIpyTU3aluu:
. HccnegoBanue CXOQUMOCTH;
. CpaBHEHHE METOJIOB BEIOOpa MyTH B mpoTokosiax RIP.

CamocrosiTesibHast ydeOHast padoTa npu M3y4eHuu pasaena 1

1. Cucrematnyeckas npopaboTKa KOHCTIEKTOB 3aHATHH, YICOHOU U CIIEMAILHON TEXHHYECKOU JTUTEpaTyphl (110
BOIpOcaM K maparpacdam, riiaBaM yueOHBIX MTOCOOUH, COCTABICHHBIM MPEIO1aBaTEIeM).

2. TloaroToBka K J1abopaTOpHBIM paboTaM ¢ UCIOJIB30BaHUEM METOUUYECKUX PEKOMEH AU MpernoiaBaTes,
odopmiieHHE Ta00paTOPHBIX U MPAKTUYECKUX PAOOT, OTYETOB U MOJATOTOBKA K X 3aIUTE.

PaboTa ¢ TexHUYECKOW JTUTEPATyPO, CTaHIAPTaAMH.

30

Y4yeOHas NpaKTHKA

Buabl pador

Hactpoiika npotokonoB RIPv2 u RIPng.

Hactpoiika nporokosnoB OSPF:

. Hacrpoiika 6a3zoBoro nporokona OSPFv2 nns ogHoli obnactw;
. bazosas nactpoiika nmporokona OSPFv3 ans ogHoit o6mactu.
N3ydyenne MexaHU3MOB paOOThI CO CIIUCKAaMK KOHTPOJIS IOCTYTIA:

* Harnmsannaoe npencrasinenne padotrsl ACL-cnmcka;

* Hacrpoiika crangaptaeix ACL-cniuckos;
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* Hactpoiika crangapTHbIX UMEHOBaHHBIX ACL-CIIMCKOB;

» Hactpoiika ACL-cniucka anst auauit VTY;

* Hactpoiika pacuimpenabix ACL-CiucKoB Jy1sl pa3IMuHbIX CIIEHAPUEB;

» Tlouck u ycrpanenue Henonanaok B pabore ACL-crmckos;

* Hacrpoiika ACL-cniuckoB IPv6;

*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

Hacrtpoiika ACL-criuckoB:

* Hacrpoiika u npoBepka ctangapTHbIX ACL-CIMCKOB;

* Hactpoiika u nposepka orpanuueHuid VTY;

* Hacrpoiika u npoBepka pacupeHHbIX ACL-cnuckos;

* [louck u ycTpaHeHHE HEMOJIAIOK B HacTpolke u pazmemienun ACL-
CIIMCKOB;

* Hacrpoiika u npoBepka ACL-cniuckoB mist [Pv6.

N3yuenne nporokosoB DHCP:

* basosas nactpoiika DHCPv4 na mapuipytuszarope;

* bazosas nactpoitka DHCPv4 na kommyTtatope;

* Tlouck u yctpaneHnue Henomiaaok B padore DHCPv4;

* Hacrpoiika cepsepa DHCPv6 6e3 oTcne:xuBaHUs COCTOSIHUS U C OTCIICKUBAaHUEM

COCTOSIHHUS;
* Tlowuck u yctpanenue Hernonanok B pabore DHCPv6.
N3yuenue npotokona DHCP:

» Hacrpoiika nmpotokona DHCP ¢ nomorsio komann Cisco 10S;

*  OtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
ITpeoOpa3oBaHue CETEBBIX aIPECOB:

»  Hzyuenue npunimna padbotel NAT;

* Hacrpoiika ctatndeckoro u auHamuieckoro NAT;

e Peammzanusa cratmueckoro u auHamMuueckoro NAT;

+ Hacrpoiika nepeaapecannu nopToB Ha Mapuipytusarope Linksys;
» IlpoBepka, MOUCK M yCTpaHEHHE HEMOIAI0K KoHpuTyparuit NAT;
*  OtpaboTKa KOMIJICKCHBIX MPAKTUYECKUX HABBIKOB.

Nzyuenune pabotel ¢ NAT u PAT:

* Hacrpoiika quHamudeckoro u ctatuueckoro NAT;

* Hacrpoiika NAT-niyna ¢ neperpyskoii u PAT;

* Ilouck u yctpaneHue Henonagok koHpuryparmii NAT.
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IIpomeskyTounas arrecrauus B gopme 1udepeHupoBaHHOIO 3a4eTa 2
Pa3nes 2. Opranusanusi, NPUHIUIBI IOCTPOCHNUS U (PYHKIMOHHMPOBAHUSI KOMIIBIOTEPHBIX ceTeil 480
MJIK.01.02. Opranu3anusi, (PUMHIMIBI NOCTPOeHUsSI 1 QYHKIMOHUPOBAHUS KOMIIBIOTEPHBIX ceTeil 318
Tema 2.1. Coaepxanue
Mapupyruzanus u 1 Beenenue B macmrabupoBanue cerei 46
KOMMYTaIus. Peanuzanus npoekra cetu. [Ipoekt uepapxuueckoit cetu. Pacumpenue ceru. Boioop
MacmirabupoBanue cereit CETEBBIX YCTPOMCTB.
2 KoMmmyTarnmonnoe o0opyaoBanue. MapmpyTu3aTopbl. Y IPaBIISIONINE YCTPOMCTBRA.
3 N36prTouHocTh LAN
[TonsrTust mpotokona spanning-tree. [Ipennasnauenue nporokona spanning-tree.
4 [Tpunnun pa6otsl STP. Tunel mpotokonoB STP. Hactpoiika npotokona STP.
5 Hacrpoiika PVST+. Hactpoiika Rapid PVST+. [Ipo6nemsr HacTpoiiku STP.
6 ArperupoBaHue KaHaJlIOB
OCHOBHBIE MOHATHS arperupoBaHUs KaHaJoB. ArperupoBaHue KaHayoB. [IpuHImn
pabotsl EtherChannel. Hactpoiika arperupoBanus KaHaJIoB.
7 Hacrpoiika EtherChannel. IIpoBepka, mouck W ycTpaHEHHE HEMOJAI0K B paboTe
EtherChannel
8 becnipoBoHbIE JIOKAJIBHBIE CETH
Konnenuu 6ecnipoBoHO# cBsi3u. Beenenue B OGecnipoBoaHyt0 CBsi3b. KOMIIOHEHTHI
cereil WLAN.
9 Tomonmorun cereit WLAN 802.11. Ilpuniuner paboThl O0eCIpOBOAHON JOKAIHHOU
cetu. Ctpykrypa kazapa 802.11.
10 | ®yaknuoHMpOBaHUE OECIPOBOTHOM CBSI3M. YTpaBieHHE KaHanamu. be3zomacHOCTh
0eCIIPOBOIHBIX JIOKAJIbHBIX CETEH.
11 Yrpossl st cereit WLAN. O6ecnieuenue 6e3onacHoctt WLAN.
12 | Hactpoiika OecnpoBOAHBIX JIOKaNbHBIX ceredl. HacTpoiika GecripoBOAHOTO
MapIIpyTU3aTopa.
13 Hacrpoiika OecnpoBogHBIX KIHEHTOB. [IOMCK M ycTpaHeHue HEmoiagok B paboTe
cereil WLAN.
14 | Hactpoiika u yctpanenue Hernoia ok B padore OSPF nns ogHoit obnactu

Pacmupennsie mapamerpsl npotokosia OSPF nnst ogHoM obnactu. MapmpyTtuszanus
Ha YPOBHAX pacHpeieIcHus U siapa.
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15

OSPF B ceTsix ¢ MHOXECTBEHHBIM JIOCTYNOM. PacnpocTpaHeHne Mapuipyra IO
ymonyanuio. Touynas Hactpoiika unrepdeiicoB OSPF. 3ammra OSPF.

16 VYcerpanenue Hemonanok peanusanuu  npotokona OSPF  mius omHoit oGnacTw.
Cocrapmsomue mporeaypsl Moucka U ycTpaHeHus: Heronanok B padore OSPF s
OJIHOM 00JIacTH.

17 | Houck u ycrpanenue Henonanok B Mapmpyruzanuu OSPFv2 nist ogHoit obnactu.

18 ITouck u ycrpanenne Henosagok B OSPFv3 mist ogHoit o0nacTu

19 | OSPF nyist HeckonbKuX 00MacTei
[Tpuntun pa6otsl OSPF nmns Heckompkux obOnacreir. Hasmauenme OSPF  nms
HECKOJIbKUX 00JIaCTe.

20 [Tpunnun pabotel maketoB LSA B OSPF myst Heckonpkux obacTtei.

21 Tabmmia mapipyrusanuu 1 TUnsl MapipytoB OSPF.

22 Hactpoiika OSPF mns meckonmpkux obnacteit. Hactpoitka OSPF s HeCKONIbKUX
oOyacTel.

23 | O6benunenue mapuipytoB OSPF. ITpoeepka OSPF s Heckonpkux oOnacTeit.

JlaboparopHblie padoThI 68

1 Pa3BepThIBaHNE KOMMYTHUPYEMOH CETH C pe3epBHBIMU KaHAJIaMH (4 1)

2 Hactpoiika Rapid PVST+, PortFastu BPDU Guard (4 4)

3 Hacrpoiika nmporokona GLBP (4 1)

4 Omnpenenenne TUIOBBIX omHO0OK KoHpurypauuu STP (4 )

5 Hactpoiika EtherChannel (4 )

6 [Touck u ycrpanenue Henonaaok B pabote EtherChannel (4 )

7 ArperupoBanue kaHayioB (4 1)

8 Hactpoiika 6ecripoBoIHOT0 MapuIpyTH3aTopa U KIUEeHTa (4 1)

9 Hactpoiika 6a3zoBoro nporokona OSPFv2 nns ogHoli obnactu (4 4)

10 | Hacrpoiika OSPFv2 B ceTn MHOKECTBEHHOTO J0CTyma (4 1)

11 Hacrpoiika pactumpenssix pyakiuii OSPFv2(4 )

12 | Ilouck u ycTpaHeHHE HEMOJIAIOK B paboTe OCHOBHBIX MPoTOK0J0B OSPFV2 n
OSPFv3 nns ogHoii obnactu (4 1)

13 [Touck u ycTpaHeHHE HETOJA0K B paboTe yCOBEPIIEHCTBOBAHHOTO MPOTOKOJIA
OSPFv2 nns ogHoii obnactu (4 1)

14 | Bnanenue HaBbIKaMU MTOMCKA U YCTpaHEeHHs Henoaok B padore OSPF (4 u)

15 | Hacrpoiika OSPFv2 mist Heckonbkux obnacteit (4 1)
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16 | Hacrpoitka OSPFv3 nns Heckonpkux obsacreit (4 1)
17 | Ilouck u ycrpanenue Hernonaaok B padore OSPFv2 u OSPFv3 ais HECKOMBKIX
obmacreit (4 4)
Tema 2.2. CoequHeHnue Conepxanue 122
ceTeid. 1. [MoxkiroyeHue K T100aILHON CETH 1
00630p TEXHOJIOTHIA TJI00ATHLHOM CETH.
2. Ilenb co3ganus ri100aIbHBIX CETEH. 1
3. [Tpuntun paboThl r100aTEHON CETH. 1
4. Br16op TexHomoruu rno0anbHON CeTH. 1
5. CepBHCHI TJI00ATHHOM CETH. 1
6. WHppacTpyKTypsl YaCTHBIX INI00ATBHBIX CETEH. 1
7. NudpactpykTypa 001me10CTyMHON TII00aThHOM CETH. 1
8. Br160p cepBUCOB rI100aIbHON CETH. 1
9. CoennHeHne «TOYKa-TOUKay 1
0O0630p 1oce10BaTeILHOI0 COSAMHEHHS «TOUYKA-TOUKa.
10. | CBs3b 110 OCIIEIOBATEILHOMY KaHaly. 1
11. | Uakancymsmua HDLC. 1
12. | Ilpunnun padotel npotokona PPP. 1
13. | IlpenmymiectBa nporokosna PPP. 1
14. | LCP u NCP. Ceancsl PPP 1
15. | Hactpoiika nporokosia PPP. 1
16. | Ayrenrudukarms PPP. 1
17. | Ornanka coenunenniit WAN. 1
18. | Otnanka PPP. 1
19. | Pemenus mmpoKoInoioCHOro 40CTyma 1
Vnanéunas pabdora.
20. | [IpenmymiecTBa yaau€HHON paOOTHI. 1
21. | busnec-tpeboBaHus s yaaI€HHBIX pAOOTHUKOB. 1
22. | CpaBHEHHE peLIEHUI HUPOKOIIOJIOCHOTO JOCTYIA. 1
23. | Kabens. 1
24. | DSL. 1
25. | becnipoBoiHBIE HIMPOKONOJOCHBIE CETH. 1
26. | Beibop penieHnii mupoKOIOI0CHOTO TOCTYIIA. 1
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27.

Hacrporika nogxitoyenuid xDSL.

1
28. | O630p PPPoE. 1
29. | Hactpoiika PPPoE. 1
30. | 3amuTa MeX(QUINAIEHON CBS3U 1
31. | Ceru VPN. 1
32. | OcHoBsl cereit VPN. 1
33. | Tunsi cereit VPN. 1
34. | Tynnenu GRE mexny oObekTamu. 1
35. | OcnoBsl GRE. 1
36. | Hactpoiika tynneneit GRE. 1
37. | O6mue cenenus 06 IPsec. 1
38. | 3amura nporokoJa IP. 1
39. | Crtpykrypa npotokosa IPsec. 1
40. | Ynanéuuslil JOCTYIIL. 1
41. | Pemennst VPN it ynan€HHoro aocryma. 1
42. | Cern VPN ynanénnoro gocryna ¢ ucnoiyib3oBanueM IPsec 1
43. | Monutopunr Cetun 1
44. | Syslog. [Ipuanun pa6otsr Syslog 1
45. | Hacrpoiika Syslog. 1
46. | SNMP. 1
47. | llpunnun pabotsr SNMP. 1
48. | Hactpoiika SNMP. 1
49. | NetFlow. 1
50. | Ipuamun padoter NetFlow. 1
51. | Hactpotika NetFlow. 1
52. | IlpoBepka mozenei Tpaduka. 1
53. | Otnanka cetu 1
54. | Ilouck u ycTpaHEHHE HEMONaJI0K C UCTOJIb30BAHUEM CUCTEMHOTO MOJIX0/1a. 1
55. | JlokyMeHTanus no CeTH. 1
56. | Ilpouenypa noucka v yCTpaHEHHs] HEMOJIAJIOK. 1
57. | U3omnsimust mpoOaeMBbl ¢ TOMOIIIBI0 MHOTOYPOBHEBBIX MOJICIICH. 1
58. | Otnanka ceTu. 1
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59. | CpeacTBa MoucKa U YCTPAHEHUS HETOJIAIOK.
60. | CuMOTOMBI U IPUYUHBI OTIATKU CETH.
61. | Ilouck u ycTpaneHue HENmonaao0kK CBsi3u B ceTsax IP.
JlabopaTopHbie paboThl 52
1 Hacrpoiika 6a3oBoro PPP ¢ ayrentudukanueii
2 Ortnanka 6a3zoBoro PPP c ayrentudukanmeit
3 [Iposepka PPP
4 Hacrtpoiika mapuipyruzaropa B kauectse kiaueHta PPPoE mis monkmrouenust DSL
5 Hacrpoiika tyanenst VPN GRE no cxeme «rouka-Touka
6 Pa3paboTka TeXHUYECKOTO 00CITYy)KHBAHUS CETH
7 Hactpoiika Syslog u NTP
8 W3ydeHue nporpaMMHOro obecrneueHus i MOHUTOPHUHTA CETH
9 Hacrtpoiika SNMP
10 | Coop u ananu3 nanubix NetFlow
11 NHcTpymMeHTapuii CETEBOr0 aJIMUHUCTPATOPA JIJIsl HAOIIOACHUS
12 | C6oii B paboTte cetn
13 Pa3zpaboTka mokymeHTanuu
Kypcoeoe npoexkmuposanue KypcoBoe npoektrpoBanue 30
Y4yeOHas NpaKTHKA Buasbl pador
1 YyacTue B IpOCKTUPOBAHUH CETEBON HHPPACTPYKTYPHI
2 YyacTue B opraHu3aliii CeTeBOro aIMUHUCTPUPOBAHUS
3 DKcmyaranus 00beKTOB ceTeBON HHPPACTPYKTYPHI 72
4 YyacTue B ynpaBJIeHUH CETEBbIMU CEPBUCAMU
5 YyacTue B MOJICpHU3AIIMHN CETEBON HHOPACTPYKTYPHI
CamocrosiTesbHast padora npu uzydyennu Pasznena 2 IIM.01
1. Cucremarnueckasi mpopaboTKa KOHCIEKTOB 3aHATHH, y4eOHOM U CrielMalIbHOW TEXHUYECKOH JTUTEPaTypHI.
2. KoHcnektupoBaHue TeKCTa, paboTa co CIIOBapsIMH U CIIPABOYHUKAMU, O3HAKOMIICHUE C HOPMATUBHBIMH IOKYMEHTAMH,
y4deOHO-HUCCleIoBaTeNbcKas padboTa Mpyu caMoOM IITUPOKOMUCTIONb30BaHUU MHTepHEeTa M pyrux IT-TexHomornid.
3. IIpoekTHbIe (hOpMBI PaOOTHI, OATOTOBKA COOOLICHUH K BBICTYIUICHUIO HAa CEMUHAapaxX U KOH(EpEeHUUIX; MOArOTOBKA 88

pedepaToB, TOKIATOB.

4. TloaroTroBka K JIaOOpaTOPHBIM U MPAKTHYECKUM pabOTaM ¢ UCTIOIb30BAHUEM METOJMYECKIX PEKOMEH AU
npenoaasarens, opopmiieHue 1ad0opaTOPHO-MPAKTHUECKUX pabOT, OTYETOBU MOATOTOBKA K UX 3aIIUTE.
CamocrosiTesibHasi padoTa 00y4YarOIMXCS:
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#9.2.3

MPHU MOATOTOBKE KYPCOBOI'0 MPOEKTAa

1-p1it 3TAM BBIOOP TEMBI;

2-0i1 9TaIm coriiacoBaHue M (eciu HeoOX0IuMO!) KOPPEKTUPOBKA BBIOPAHHOM TEMBI ¢ PYKOBOAHUTENEM, OOCYXKICHHE
MPUHIMITHATEHON JTOTHYECKON CTPYKTYPBI pabOTHI U MPEIBAPUTEIHLHOTO CIIMCKA HEOOXO0IMMOM TUTEPaTyPHI;

3-uii oTan cocTaBieHUE NMPEABAPUTEIHHOIO CITUCKA JIUTEPATYPhl U IEPBOHAYATILHOTO BapHuaHTa IJlaHa KypCOBOW paboThI
4-ii 3Tan - mpecTaBiIeHUE IEPBOHAYAILHOTO BapUaHTa IUIaHa U 0JJ00peHHEe ero PyKOBOAUTETIEM,

5-1 aTam - paboTta ¢ moAoOpaHHOM JIUTEPaTypPOM, COCTABIICHHUE BBHITTHUCOK U KOHCIIEKTOB TPOYNTAHHOTO, YTOYHCHHUE TUTaHA
KYPCOBOM pabOTHI;

6-1 aTarn- HamMcaHue BBEJICHUS: yKa3aHUE aKTyaTbHOCTH MPOOJIEMAaTHKH, TIOCTYIMPOBAHUE TIeJIel U 3a]1a9 UCCIICIOBAHMSI,
0003HaYeHHE MTPEIMETa, METOI0JIOTHH H 00BEKTOB UCCIICOBAHUS, OTPAKECHHIE TPOPAOOTAHHOCTH TEMATUKH B HAYIHOMN
auTEepaType M T.10.

7-# 3Tan - HaNKMCcaHHe OCHOBHOT'O TEKCTa KypCOBOM paboTHI;

8-1 ATam - HalMCAaHKEe 3aKJIFOUYEHHUs], IPOBEPKA aJI€KBATHO MOCTYJINPOBAHHBIM BO BBEJCHNUH;

9-if aTarm - pa3paboTka MPUII0KECHHUIA,

10-# sTan- ohopmiieHHE KypCcOBOi paOOTHI B 1I€JIOM B COOTBETCTBUU C TPEOOBAHUSIMH, U Clladya PYKOBOIUTEIIO;

11-ii 3Tan - aHAJIN3 MTOJTYYEHHOTO OT3bIBA PYKOBOAMUTENS, TOATOTOBKA K 3alIUTE.

IIpomeskyTounas arrectauus B gopme 1udPpepeHIUPOBAHHOIO 3a4eTa 2
IIpousBoacrBeHHas Buasb1 pator
NpakTHKa (110 npoduiio 1 VYuactue B pa3paboOTKe METOJIOB, CPEJICTB M TEXHOJIOTHH TpPUMEHEHHS OOBEKTOB
CTenHATLHOCTH) Ipo(heCCHOHATBHOMN eITSIbHOCTH
2 [IpoBenenne npoduiakTHUeCKuX padoT Ha OOBEKTaX CETEBOM MHPPACTPYKTYPHI U 180
paboumXx CTaHIHIX
3 YyacTue B WHBEHTApU3AIMH TEXHUYECKUX CPEICTB CETEBON HHQOPACTPYKTYPHI,
OCYHICCTBJICHUC KOHTPOJI MOCTYIMUBIICTO U3 PCMOHTA OGOpyI[OBaHI/IH
CamocrosiTesibHasi pad0Ta NPU NOATOTOBKE K IK3aMeHY M0 NPo(ecCHOHATILHOMY MOIYJII0 8
Koncyabpranumn 2
IIpomeskyTouHas arrectauus B gopme IK3aMeHa M0 NMPOPecCHOHATILHOMY MOAYJII0 8
Bcero 854
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3. YCJIOBUs PEAJIM3AIUU ITPOI'PAMMBI IIPO®ECCHOHAJIBHOI'O MOAYJIA

3.1. s peanu3anu nporpaMmbl npogeccMOHAIBHOI0 MOAYJSA NPeaIyCMOTPEHbI
cjleylolue crenuaabHble MOMeIleHus :

Crymus «IIpoexTupoBaHus U AM3aiiHa CETEBBIX apXUTEKTYp U MHXKEHEPHOU TpaduKu» »,
ocHalieHHas obopyaoBanueM: pabodee mecto npemnogasarens — [IK (Intel Core 15, 3.0 GHz,
RAM 16 Gb, HDDSSD 240 Gb, monutop 23,6"-2 mr) 1 mT., paboune mecrta 00ydarouuxcs
(25), IIK (Intel Core 15, 3.0 GHz, RAM 16 Gb, HDDSSD 240 Gb, monuTop 23,6"-2 wt) 12 wr.,
cepsep naboparopun HPE Proliant ML110 Genl0. IntelXeonSilver 4110 2,1-3,0 GHz, RAM 32
GB, HDD 2 GB; oducublii MOIK0EpT; yueOHast TOCKA, MHTEPAKTUBHAS JIOCKA; JIOKAJIbHAS CETh C
BBIXOZIOM B VHTEpHET; TMeYaTHBIE/IIEKTPOHHBIE JIEMOHCTPAIMOHHBIE TOCOOMs, Y4eOHO-
METOJMYECKHE TTOCOOUS B AJIEKTpOHHOM/TIeuaTHOM Bujie; MDY nBetHOM A3.

Jlaboparopust «OpraHuzaliiud ¥ TMPUHIUIIOB IOCTPOCHHS] KOMITBIOTEPHBIX CHCTEM),
OCHallleHHas o0OopyaoBaHueM: pabouee Mecto mpemnomaBarens - [IK 1 mrT., paboune mecra
obyuaromuxcs (25), [IK 14 mr., komnerotep (Core 13, 8I'b O3Y, HDD 500I'b, monutop Philips
PHL nmmaronams 21.5 mroiima) ydeOHast mocka, cepBep jnabopatopum HPE Proliant ML110
Genl0. IntelXeonSilver 4110 2,1-3,0 GHz, RAM 32 GB, HDD 2 GB, unTepakTHBHas A0CKa,
MeYaTHBIC/AJIEKTPOHHBIC JEMOHCTPAIIMOHHBIE TIOCOOMs, Y4eOHO-METOAMYECKHE IocoOusl B
AIIEKTPOHHOM/TIEYATHOM BUJE, MIEKTPOHHBIC 00pa30BaTEIbHBIC PECYPCHI, CEpBEpHasl CTOika 42
U; kommytarop Cisco Catalyst 2960;- 6 mt., mapmpytuzatop Cisco 2801 - 6 mT., HHCTpYMEHT
JUTSE pabOThI C BUTOM Mapoi, TeCTephl KaOelnbHbIe, Kabenb BUTAas Mapa, COSAMHUTEIbHBIC MaTd-
KOpABI, yUpexacHuecKkas TenedoHHas cTaHius, moaeMm aHaioroBeli DFMS62E — 10 mmr.,
TeneOHHBIN anmapar aHainoroBbiii KHOMOYHBIH — 5 mT., DSLAM DAS3224, ADSL mMoaemsi,
mesxcereBoit akpad DLINK DFL; WIFI Touku noctynma DLINK AP-2100; IP-tenedonst Cisco.

OcHamenaple 0a3bpl TPaKTHKH: ydeOHas TPAaKTHKAa pPEATN3yeTcsl B MacCTEPCKHX
npodeccuOHaIbHONM 00pa30oBaTeIbHON OpraHu3alMd W TpedyeT Hanmuyus 000pyIOBaHMS,
MHCTPYMEHTOB, PAacXOJIHBIX MaTepHajoB, 00ECIICUYMBAIOIIMX BBINIOJIHEHHE BCEX BHUIOB PadoT,
OTIPENICICHHBIX ~COJCpKAHUEM TPOrpaMM MpOo(EeCCHOHANBHBIX MOJYJe, B TOM YHCIE
000pyI0BaHUS U WHCTPYMEHTOB, UCIIOJIB3YEMBIX MPU IpoBeneHun yemnuoHaTtoB WorldSkills u
yKa3aHHBIX B HWHQPACTPYKTYPHBIX JIMCTaX KOHKYpcHOM nokymeHtanuu WorldSkills mo
KomrieTeHH «CeTeBoe U CHCTEMHOE aIMHHUCTPHPOBAHKE» (MIIH UX aHAJIOTOB).

OOopynoBaHue TPEANPUATHA W  TEXHOJOTHMYECKOE OCHAIIEHHWE pabodux MecT
HPOU3BOACTBCHHON NMPAKTUKU COOTBETCTBYET COJEPKAHUIO NESTEIBHOCTH M JaeT BO3MOXKHOCTD
oOyyaromemMycs OBJIaJAeTh NPOPECCHOHATBHBIMA KOMIIETCHLIMSMH ITI0 BCEM OCBAaWBAaEMbIM
OCHOBHBIM BHJIaM JIEITEILHOCTH, IPETyCMOTPEHHBIM ITPOTPaMMOii.

3.2. UnpopMannoHHOe oOecniedeHre peaju3anuu NPOorpaMmMbl

bubnuoreunsiii  ¢oHag 00pazoBaTeNbHONW OpraHM3allMd  MMEET I[eYaTHbIe W/WIH
AIIEKTPOHHBIE O00Opa3oBaTeNbHBIE U HMH(OPMAIIMOHHBIE PECYpPCHl, PEKOMEHAYyeMbIe IS
UCIIOJIb30BaHUS B 00pa30BaTEIbHOM MPOLIECCE.

OcCHOBHBIC HCTOYHHUKH:

Bepnun, A.H. OcuoBuble nmpoTtokoisl MuaTeprer / A.H. bepnun. - M.: IHTepHET-YHUBEPCUTET
Nudopmanmonnsix Texnomornit (MHTYUT), 2016.

Bynasinauna, H.B. CereBble TEXHOIOTHM BBICOKOCKOPOCTHOW Tiepeladd JaHHBIX: YdeOHOe
nocobue st By30B / H.B.bynsuinuna, B.I1.1yBanos. - M.: I'opsiuas nunus-Tenexom, 2016.
Bacun, H.H. IToctpoenue cereit Ha 6a3e komMmyTaTopoB U Mapuipytuzaropos/H.H.Bacun. - M.:
WNurtepuer-Yuausepcuter Muadopmarmonnsix Texnonorut (MHTYUT), 2016.
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10.

10.

11.

12.

13.
14.

15.

I'ypukos, C.P. Untepuer-texnonoruu: ydeOHoe mnocobue / C.P. I'ypukoB. — M.: ®OPYM:
NHOPA-M, 2019.

Kowmmerotepusie certu: ywueOHuk s crya. yupexn. CIIO/ B.B.bapunos, U.B.bapunoB,
A.B.Ilponerapckuii, A.H.Ilpuibkun. - M.: Akagemus, 2018.

Kysun, A.B. Kommnberotepusie cetu: yueOHOe mocobue mns cryd. yupexna. CIIO/A.B.Ky3uH. -
M.: ®opym: UHOPA-M, 2019.

Ky3pmuu, P.J. BeruncnurenbHble CUCTEMBbI, CETH U TEIEKOMMYHHKAIMH: yueOHOe mocodue /
P.U. Ky3pmuu, A.H. [1ynkos, JI.H. Kopnauesa. - Kpacnosipck: Cu6. ¢penep. yu-t, 2018.
MakcumoB, H.B. Komnbiorepable cetu: ydebHoe mocobue nmns cryn. yupexa. CIIO
/H.B.Maxkcumos, 1.1.ITonos. - M.: ®OPYM, 2019.

OcHOBBI MTOCTpOEHUSI 00BbETUHEHHBIX ceTel mo TexHonorusaM CISCO: yuebHOe mocobue. - 2-¢
u3n. - M.: UHTYUT, 2016.

[TocTtpoenne koMMyTUpyeMbIX KoMmIbloTepHbIX cetell /E.A.CmupHoBa u [ap.].- M.: UnaTepHer-
VYuusepcuretr Mapopmannonnsix Texunonoruit (MHTYUT), 2016.

I[OIIOJIHP[TCJILHLIC HCTOYHMUKMU:

. Anieenc, K. Buenpenue, ymnpaBieHue U TOAJEpKKA CETEBOW HHPPacTpyKTypbsl MS

WindowsServer 2003 / K. AiiBenc. - M.: HHrepuer-YuuBepcuter HWHpOpMannoHHBIX
Texnonoruit (MHTYUT), 2016.

bapanuukoB, A.M. Opranuzaiusi CETEBOTO aJMHUHUCTPUPOBAHUS: YICOHHUK IS CTYI. YUPEK]I.
CIIO/ A.M.bapanuukos, I1.A.bapanunkos, A.}O.I'pomos. - M.: KYPC: UHOPA-M, 2018.
Brnacos, 10.B. AagmunucrpupoBanue cereir Ha miatdopme MS WindowsServer/ 10.B.Bnacos,
T.M. PunkoBa. - M.: Unrtepuer-Yuusepcuter Wupopmannonusix Texnomoruit (MHTYUT),
2016.

3auka, A.A. JlokanpHble cetu u HuTepHer / A.A. 3amka. - M.: UHTepHET-YHUBEpCHUTET
Nudopmanmonnsix Texnomoruit (MHTYUT), 2016.

3aneunnkoB, C. B. OCHOBBI MOCTPOEHUS BUPTYaJIbHBIX YaCTHBIX CeTei: ydeOHoe mocobue s
By30B/C.B.3aneunukoB, H.I'.Munocnasckas, A.W.Toncroit. - 2-e usn., crepeorur.- M.: ['opsuas
muHus -Tenekom, 2011.

Komucunuenko, JI.H. Komanmmnas crtpoka Linux ©®  aBTOMaTu3amusi  PYTHHHBIX
3anay/J[.H.Komucanuenxko. - CI16: BXB-IletepOypr, 2012.

Kypstamiti, I'.B. Omnepammonnas cucrema Linux: yde6Hoe mocobue /I'.B.Kypsunii,
K.A.Macnunckuii. — M.: Marepuer-YHuuepcuter Mudopmarmonnsix Texnonoruit (MHTYUT),
2016.

Horukos, F0.B. OcHoBbl nokaneHbix cereli/ HO.B. Hoeuxos, C.C.B. Kougparenko. - M.:
WNurtepuer-Yuausepcuter Muadopmarnmonnsix Texnonoruit (MHTYUT), 2016.

Omucdep, B. Komnbiorepusie cetu. [IpuHIMIBI, TEXHOJOTHH, IMPOTOKOJbBI: YYEOHUK JUIs
By30B/B.Omudep. - CII6.: [Tutep, 2018.

Omucdep, B.I'. OcHoBbl cerell mepenauu AaHHBIX: yyeOHoe mocobue / B.I. Omudep, H.A.
Onudep. - 2-e uzn. - M.: UHTYUT, 2016.

CemenoB, A.b. CTpyKTypupoBaHHBIE KaOENbHBIE CHCTEMBI JIJIsi I[EHTPOB OOpaOOTKH NaHHBIX:
yaeonoe mocodue / A.b. Cemenos. - M.: JIMK Ilpecc, 2014.

Cemenos, FO.A. IIporokomns! u anroputMel MapupyTtusanuu B Matepuet / FO.A. CemeHoB. - M.
WNurtepuer-Yuausepcuter Muadopmarmonnsix Texnonorut (MHTYUT), 2016.

Tanenbaym, O. Komnwtorepnsie cetn/D.Tanenbaym, J1.Yazepomn. - CII6.: [Turep, 2014.
TexHomorun 3ammThl MHPOpMAMK B KOMIbIOTEpHBIX ceTsx / H.A. PynenkoB [u mp.]. - M.:
Wntepuer-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.

[[Tanprun, B.®. UHdopmanmonHas 6e30mMacHOCTh KOMITBIOTEPHBIX CHCTEM M CETeH: ydeOHOe
nocobue st cryn. yupexa. CI10/ B.®. [llanerun. - M.: @OPYM: UHOPA-M, 2018.
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HNuTepHeT-pecypcen:

Caiit xomnanun Cisco [DnekTpoHHBIH pecypc]. - Pexum pgocryma: http:// www.cisco.ru/,
CBOOOTHBI.

Caiit xommanmu D-Link [Dnektponnbiii pecypc]. - Pexum nocryma: http:/www.dlink.ru,
CBOOOTHBI.

Momnoukos, B. Pabota B mporpamme CiscoPacketTracer [DnexTponnsiii pecypc]/ B.Momoukos. —
M.: Untepuer-YHuBepcutrer uHpopmanmonHsix texHonoruit (MHTYUWUT) - HanumonanbHbIHA
OTKPBITHIN YHUBEPCHUTET, 2016. - Pexum JOCTyMa:
https://www.intuit.ru/studies/courses/3549/791/info, cBoGOTHBIA.

[TnatynoBa, C.M. MeTtobl poeKTHpOBaHUsI GParMEHTOB KOMITBIOTEPHON CETH [ DIEKTPOHHBIN
pecypc] / C.M. Ilnarynoma. - CII6.: VYaumBepcuter UTMO, 2012. - Pexum pgocryma:
https://books.ifmo.ru/file/pdf/982.pdf, cBoG0aHBIIA.

[InatrynoBa, C.M. IlocTpoeHue KOpPHIOPAaTUBHOM CETH C IHNPUMEHEHHEM KOMMYTAIMOHHOIO
000pyI0OBaHUS U HACTPOWKOHN Oe30macHOCTH [DIEKTpOHHBIN pecypc]: yuebHoe mocodue / C.M.

[Inarynosa. - CII6.: YHuBepcurer UTMO, 2012. - Pexum
noctymna:https://books.ifmo.ru/file/pdf/983.pdf, cBoOO1HBIII.
4. KOHTPOJIb n OLIEHKA PE3YJIbTATOB OCBOEHUA

MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon u HaumeHoBaHne

mpo(ecCUOHATBHBIX U

001X KOMIIETEHIINH,
(hopMHUPYEMBIX B paMKax

Kpurepuu onenku

MeTobI OIIEHKHA

MOZYJIS
IIK 1.1. BeimoausaTh OlneHKa «OTJAMYHOY» - TEXHUYECKOE Dk3ameH/3a4et B hopme
MIPOEKTHPOBAaHUE 3aJlaHNe MPOAHATM3UPOBAHO, aAJITOPUTM co0eceToBaHUS:

KaOebpHOM CTPYKTYpHI
KOMIIBIOTEPHOM CceTH.

pa3paboTaH, COOTBETCTBYET TEXHUIECKOMY
3aJaHMI0 U 0(OPMIICH B COOTBETCTBUH CO
CTaHJapPTaMH, ITOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBHI.

O1eHKa «X0poII0Y -aJrOpUTM pa3paboTaH,
0(OpMJIEH B COOTBETCTBUH CO
CTaHAapTaMU U COOTBETCTBYET 3aJ[aHHIO,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
OneHKa «y10BJIETBOPUTEIbHOY -
aNrOpUTM pa3paboTaH U COOTBETCTBYET
3aJITaHUIO.

IMPAKTHYCCKOEC 3alaHUC T10
IMOCTPOCHUIO AJITOpUTMA B
COOTBECTCTBUH C
TEXHUYCCKHUM 3aJaHNuECM

3ammra OT4ETOB 0
HPaKTHIECKUM U
nabopaTtopHbIM paboTam

[IK 1. 2. OcymecTBnaTh
BBIOOD TEXHOJIOTUH,
WHCTPYMEHTATBHBIX
CPEJICTB U CPEICTB
BBIYHCITUTEIIHHON TEXHUKH
NPY OpraHU3aluH
mporiecca pa3paboTKu U
uccie0BaHus 00bEKTOB
npodeccHoHaTBEHOM
JIeSITeIHOCTH.

O1eHKa «OTIHYIHOY - TEXHUYECKOE
3aJlaHue MPOAHATH3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUIECKOMY
3aJIlaHuI0 U O()OPMIICH B COOTBETCTBHU CO
CTaHJIaPTaMH, MTOSICHEHBI €T0 OCHOBHEIC
CTPYKTYPBHI.

O1ieHKa «XOPOIII0Y -aJTOPUTM pa3padoTaH,
0o OopMIICH B COOTBETCTBUH CO
CTaHJAPTaMHU ¥ COOTBETCTBYET 3aJ[aHUIO,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
Or1eHKa «y10BJIE€TBOPUTEIBHO) -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3aJJaHHIO.

Ok3amen/3aueT B hopme
cobece10BaHMUS:
HPaKTHIECKOE 3aJaHne I10
MOCTPOCHUIO allTOPUTMa B
COOTBETCTBHH C
TEeXHUYECKUM 33/IaHHEM

3amura OT4eTOB 110
HPaKTHIECKUM U
nabopaTtopHbIM paboTam
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IIK 1. 3. OGecneunBaTh
3aIATy THPOPMAIIHH B
CETH C UCTIOIH30BAHUEM
MPOrpaMMHO-aNIapaTHBIX
CpPEJICTB.

O1eHKa «OTIMYHOY - TEXHUUECKOE
3aJlaHue MMPOAHATM3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUIECKOMY
3aJaHMI0 U 0(OPMIICH B COOTBETCTBUH CO
CTaHIApPTaMH, ITOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBI.

O1eHKa «X0poII0Y -aJrOpUTM pa3paboTaH,
0(OpMJIICH B COOTBETCTBUH CO
CTaHAapTaMU U COOTBETCTBYET 3aJaHHUIO,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBI.
O1ueHKka «y10BJIETBOPUTEIbHO) -
ITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJJaHHIO.

Ok3amen/3aueT B hopme
cobeceI0BaHMS:
NPaKTUIECKOE 3aaHue 10
MOCTPOCHUIO allTOpPUTMa B
COOTBETCTBHU C
TEeXHUYIECKUM 33/IaHHEM

3amura OT4eTOB 110
NPaKTUIECKUM U
nabopaTtopHbIM paboTam

IIK 1. 4. [IpuaumMaTs
y4acTue B MPUEMO-
CIATOYHBIX UCTIBITAHHSIX
KOMIIBIOTEPHBIX CETEN U
CETEeBOT0 000PYIOBAHMS
Pa3IUYHOTO YPOBHS U B
OIIEHKE KauecTBa U
9KOHOMHUYECKOU

3¢ hekTUBHOCTH CceTeBOM
TOTIOJIOTHH.

O1ieHKa «OTJIMYHOY - TEXHUUECKOE
3aJlaHue MPOAHATH3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUYCCKOMY
3aJJaHUI0 U O(OPMIICH B COOTBETCTBUU CO
CTaHJapTaMH, MTOSICHEHBI €T0 OCHOBHBIC
CTPYKTYPBL.

O1ieHKa «XOPOIII0Y -aJTOPUTM pa3padoTaH,
0(hOpMIIEH B COOTBETCTBHH CO
CTaH/IapTaMU U COOTBETCTBYET 3aJ[aHHIO,
MOSICHEHBI €70 OCHOBHBIC CTPYKTYPBHI.
O1eHKa «y10BJIETBOPUTEIbHO) -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Dk3aMen/3a4et B hopMme
cobeceToBaHUS:
MPaKTHYECKOE 3a[aHue 0
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYCCKUM 33JJaHUEM

3arura OTYETOB 10
MPaKTHUCCKUM U
71a00paTOpHBIM paboTaM

TIK 1. 5. BeImmosiHATE
TpeOOBaHYSI HOPMATHUBHO-
TEXHHUYICCKOU
JIOKyMEHTAIlUU, UMETh
OTIBIT O(hOPMIICHHUS
MPOEKTHOU
JIOKYMEHTAITHH.

O1eHKa «OTIHYIHOY - TEXHUYECKOE
3aJlaHue MPOAHATH3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUIECKOMY
3aJIlaHUI0 U O()OPMIICH B COOTBETCTBHU CO
CTaHJIaPTaMH, MOSICHEHBI €T0 OCHOBHEIC
CTPYKTYPBHI.

O1ieHKa «XOPOIII0Y -aJTOPUTM pa3padoTaH,
0o OopMIICH B COOTBETCTBUH CO
CTaHJAPTaMHU ¥ COOTBETCTBYET 3aJ[aHUIO,
MOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
Or1eHKa «y10BIE€TBOPUTEIBHO) -
QITOPUTM pa3paboTaH U COOTBETCTBYET
3aJJaHHIO.

Ok3amen/3aueT B hopme
cobece10BaHMUS:
HPaKTHIECKOE 3aJaHue T10
MOCTPOCHUIO allTOpPUTMa B
COOTBETCTBHH C
TEeXHUYECKUM 33/IaHHEM

3amura OT4eTOB 110
NPaKTHIECKUM U
nabopaTopHBIM paboTam

OK 01. Bribupats
CITOCOOBI perieHus 3a1ad
npoheCCUOHANTBHOMN
JIESATEIILHOCTH,
MPUMEHUTENHHO K
Pa3TMYHBIM KOHTEKCTaM.

— 00OCHOBaHHOCTh ~ ITOCTAHOBKH  IIEITH,
BbIOOpa ¥ TPUMEHEHUS METOIOB H
Croco0OB  pelieHusi MpodecCHOHATbHBIX
3ajau;

- aJicKBaTHAs OIICHKA U CaMOOIICHKA

3¢ (HEKTUBHOCTH U Ka4eCTBA BBIMOJHECHUS
MpodheCCHOHANBHBIX 33a4

DKCIEePTHOE HAOIIIOICHHE 3a
BEITIOJTHEHUEM paboT

OK 02.Ocy1iecTBasTh
TIOWCK, aHAIN3 U
UHTEPIIPETAIHIO
UHQOPMAIH,
HEOOXOUMOH st
BBITIOJTHEHHUS 33124
npoheCCUOHANTBHOMN
JIESITETIbHOCTH.

- UCTIONIb30BaHKE PA3THYHBIX UCTOUHHKOB,
BKJTFOUAst JJICKTPOHHBIC PECYPCHI,
Menuapecypesl, IHTepHET-pecypceHl,
MEPUOTUUECKUE U3IAHUS 10
CTHECIUATLHOCTH JJTsl PEIICHHSI
mpo(heCCHOHAIBHBIX 331a4
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OK 03. IInanupoBaTh 1
pean30BhIBATh
coOCTBEHHOE
po(heCCUOHANBHOE U
JUYHOCTHOE Pa3BUTHE.

- ICMOHCTpAIUsl OTBETCTBEHHOCTH 3a
MPUHSTHIE PEIICHUS

- 000CHOBaHHOCTH CAMOAHAIH3a U
KOPPEKIHUS Pe3yIbTaTOB COOCTBEHHOM
paboTHI;

OK 04. PabortaTh B
KOJUIEKTHBE Y KOMaHJIE,
3¢ PEeKTHBHO
B3aMOJCHCTBOBATE C
KOJUIETaMH,
PYKOBOJACTBOM,
KJIMEHTaMH.

- B3aMMOJICHCTBOBAThH ¢ 00YUaIOLUMHUCS,
MpernoAaBaTeIsIMA U MacTepaMH B X0/
00y4YeHUs, C PYKOBOJIUTEISIMU YU4EOHOH 1
MIPOM3BOCTBEHHOM MTPAKTHK;

- 000CHOBAaHHOCTh aHAJIM3a PadOTHI WICHOB
KOMaH 16! (TTOTYMHCHHBIX )

OK 05. OcymecTBIsTh
YCTHYIO ¥ INCbMEHHYIO
KOMMYHHUKAIIUIO HA
TrOCYJJAPCTBEHHOM SI3bIKE C
Y4eTOM 0COOEHHOCTEH
COIUAIBHOTO U
KYJIBTYPHOTO KOHTEKCTA.

JleMoHCTpHUpOBaTh TPaMOTHOCTh YCTHOM U
MUCHMEHHOU peYH, - ACHOCTh
(hopMyITUPOBAHUS U U3JIOKEHUS MBICIICH

OK 06. IIposBisaTh
rpaXKIaHCKO-
MaTPUOTHYECKYFO
ITO3MITHIO,
JIEMOHCTPHPOBAThH
OCO3HAHHOE MOBEICHUE HA
OCHOBE TPaJUIIMOHHBIX
0011[eUeIOBEYECKUX
LICHHOCTEH.

- coOI0ZIeHNe HOPM TTOBEICHUS BO BpeMs
Y4eOHBIX 3aHITHNA U POXOXKICHUS
y4eOHOM U POU3BOJICTBEHHON MPAKTHK,

OK 07. ConelicTBOBaThH
COXPaHEHUIO
OKpYKaroIeH cpepl,
pecypcocOepekeHtIo,

3¢ PeKTUBHO ACHCTBOBATH
B UpE3BbIYANHBIX
CUTYyaIUsX.

- a¢ppexTrBHOE BBITTONMHEHME TIpaBwi Th BoO
BpeMsl YU€OHBIX 3aHATHIA, TIPU
MPOXOXICHUU YUeOHOH 1
MTPOU3BOCTBEHHON MTPAKTHK;

- IEMOHCTpaIs 3HAaHUI U UCTIOJIB30BaHHE
pecypcocOeperaronux TeEXHOJIOTHH B
poecCHOHaTbHOMN JCATEITbHOCTH

OK 08. Ucnons3oBath
cpencTBa PU3NIECKON
KYJBTYPBI IS
COXpaHCHUS U
YKPETUICHUSI 3I0POBbS B
nporiecce
npoheCCUOHANTBHOMN
JIESITETIbHOCTH U
TOJIePIKAHMS
HEOO0XOIUMOTO YPOBHS
(huzmueckoit
IOJITOTOBJIEHHOCTH.

- 3¢pEKTUBHOCTD UCIIONB30BATH CPENICTB
(m3HYeCKON KyNbTYpHI ISl COXPAaHEHUS U
YKPETUIEHUS 340POBbs MPH BBITIOTHEHUN
npodecCHOHANBHON AEATENBHOCTH.

OK 09. Mcnionp30Bath
HHGOPMAIIMOHHBIC
TEXHOJIOTHH B
npodecCHoHaATBEHOM
JIeSITETIbHOCTH.

- 3(ppeKTUBHOCTD HUCIIOJIH30BAHMS
WHPOPMALTUOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B IpohecCHOHaIBHOM
TEATeIILHOCTH COTTIACHO ()OPMHUPYEMbIM
YMEHUSIM U TI0Iy4aeMOMY IPaKTHUECKOMY
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OTIBITY;

OK 10. ITons30BaThCs
npodeccHoHaTLHOM
JIOKyMEHTAIIHEH Ha
TOCY/IapCTBCHHOM H

MHOCTPAHHOM A3BbIKaX.

- 3(ppeKTUBHOCTH MUCTIOIH30BAHIS B
mpohecCHOHAIBHOMN JeSITEIbHOCTH
HEOOXOIMMON TEXHUYECKOHU
JIOKYMEHTAIINH, B TOM YHCJIC Ha
AHTITUHCKOM SI3BIKE.
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