OEJEPAJIBHOE ATEHTCTBO CBA3U

OEJNEPAJIBHOE 'OCYJAPCTBEHHOE BIO)KETHOE OBPA3OBATEJIBHOE
YYUYPEKJIEHHUE BBICHIET'O OBPA3OBAHUSA
«CAHKT-IETEPBYPI'CKHI T'OCYJAPCTBEHHBIA YHUBEPCUTET
TEJJEKOMMYHUKAIIMA
M. TPO®. M. A. BOHY-BPYEBHUYA»

(CIII'yYT)

Cankr-IlerepOyprekuii KoJ/LIeI:K TeJIeKOMMYHUKANMA

y YTBEPXJAIO
CH6 JoKymeHT noanucaH npoctoun .
3NEeKTPOHHOM NoANUCbIO HepBI)II/I IMPOPCKTOP — IHIPOPCKTOP
CepTudukaT: 00fd759708fFd39703 10 y4eOHoi padote
Bnapgenewu: BauyeBckuit Cepreit BukTopoeuy
NenctButened ¢ 15.03.2021 no 14.03.2026 FM MaHIKOB
« » 2020 r.

Perucrparnmonnsrit Ne_11.04.20/128

PABOYAA ITPO'PAMMA

BBINIOJJHEHUE PABOT IO OJJHOM WX HECKOJIBKUM MPO®ECCHUSIM

PABOYUX, JOJIZKHOCTAM CJYKAIINX

(HammMeHOBaHUE TPO(HECCHOHATBHOTO MOTYJIS)
IporpaMma MOArOTOBKH CIIELIUATIMCTOB CPEIHETO 3BEHA

09.02.02 KoMIiploTepHBIE CETU
(K01 ¥ HANMEHOBAHHE CITCITUATHFHOCTH)

KBaJTM(pUKAIUST
TEXHHK 110 KOMIBIOTEPHBIM CETSIM

Cankrt-IletepOypr

2020



Pabouas mporpamma cocraBneHa B coorBerctBun ¢ @I'OC cpenHero mpogeccHoHaIbHOTO
o0pa3oBaHusl U Y4eOHBIM IUTAHOM MPOTPaMMbl TMOATOTOBKH CIEIUAINCTOB CPEIHEro 3BEHa
(ungexc — IIM.04) cpennero npodeccuoHaabHOro odpazoBanus 1o crenuansHoctd 09.02.02
Kommbrorepasie cetu, yrBepkaéHHbIM pektopom DI'BOY BO «Cankr-IlerepOyprekuit
rOCYJapCTBEHHBIN YHMBEPCHTET TeJIeKOMMYyHUKauuid uM. mpod. M.A. bonu-BpyeBnua» 25
utoHs 2020 r., mpotokoit Ne 6.

CocraBurens:

[IpenonaBarens H.B. KpuBonocoBa
(moamuck)

COT'JTACOBAHO

I'maBneiii cnenuanuct HTh YUOP P.X. AxTpeeBa
(monmucek)

OBCYXJIEHO

HA 3aCelaHuU MPeaIMETHON (IUKIOBOH) Komuccur Ne 4 (KOMIBIOTEPHBIX CETEH U MPOrpaMMHO-
amnmapaTHBIX CPE/ICTB)
«08» anpens 2020 r., mpotokosn Ne 8

[Ipencenarens mpeaAMETHOM (IIMKJIOBOM) KOMUCCHU:
K.B. JlebeneBa

(moamucek)

OJJOBPEHO
Mertonudeckum coBetoMm CaHkT-IleTepOyprekoro Kouiemka TeIeKOMMYHUKAIIHIA
«17» anpens 2020 r., npotokos Ne 4

3am. nupektopa o YP xomnemka CII6 I'YT
O.B. Konbauésa

(moamuck)
COI'JTACOBAHO
Hupexrop xomtemka CII6 I'YT
T.H. Cupotckas
(moamuck)
COT'JTACOBAHO
Hupektop nenmapramenta OKO/|
C.1. UBacumun
(moamucek)
COI'JTACOBAHO COI'JTACOBAHO




COJEPKAHUE

cTp.
1. IMMACITIOPT PABOYEN IMPOI'PAMMBbI 4
MNPO®ECCHUOHAJIBHOI'O MO YJIA

2. PE3VJIBTAT OCBOEHHMSI HPO®ECCHOHAJIBHOIO 7
MOIYJISA
3. CTPYKTYPA U COJEPKAHUE NMPO®ECCHOHAJIBHOTO 8
MOIYJISA
4. VCJOBUSA PEAJM3AIIMA PABOYEIl ITPOTPAMMBI 29
IMPO®ECCUOHAJIBLHOTO MOTYJIS
5. KOHTPOJIb W OIEHKA PE3VJBLTATOB OCBOEHMSI 34
MMPO®ECCHOHAJBLHOTO MOTYJISI
MPUJIOKEHUE 1. KOHKPETM3ALIMSI PE3YJBTATOB 37
OCBOEHHUS M

IMPUJIOKEHUE 2. HNHPOPMAILMOHHBIE PECYPCBHI,
WCIOJIb3YEMBIE ITPH BBIITIOJTHEHUM CAMOCTOSATEJBHOM
PABOTbI

47



1. MACHOPT PABOYEM ITPOT'PAMMBI TIPO®ECCHUOHAJIBHOI'O MOIYJIA

1.1. Ob6sacTh NPUMEHEHHUS TPOTrPAMMBI

PaGouass mporpamma mnpodeccuoHaTbHOTO MOyJis BrImosHeHne padoT MO OJHON WM
HECKOJIBKUM TpodeccusiM pabodmx, JODKHOCTAM ciyxkamux «Hajlagumk TeXHOJ0rnyecKoro
oGopyaoBaHusi» (Jajee mporpamMma) SIBISETCS YacThl0O OCHOBHOW 0O0pa3oBaTeIbHON IMPOTPaMMBI:
IIPOrpaMMbl TOATOTOBKH clienuanucToB cpeaHero 3seHa (IIIICC3).

[Iporpamma B cootBercTBUU ¢ PI'OC no cneunanbHocTu CIIO 09.02.02 «KomnbroTepHbIe
ceT» (6a30BOI MOATOTOBKHU) CIIOCOOCTBYET OCBOCHHIO BU/IA ACATEIBHOCTU: «BhINo/HeHne padoT no
OHOH WJIM HeCKOJbKHMM MpodeccusiM padovyux, JOKHOCTAM CJIYKAIUX» U COOTBETCTBYIOLIMX
npodeccronanbHbix komnerenuii (I1K):

[1K 4.1. OcymiecTBasATh MOHTAX KaOCIHHOM CETH U 000PYI0BaHHUS JTOKAIBHBIX CETEeH pa3IuIHON
TEXHOJIOTUH;

[1K 4.2. OcymiecTBasTh HACTPOMKY CETEBBIX MTPOTOKOJIOB CEPBEPOB U PaOOUNX CTAHIIHIA;

[1K 4.3. BeImonHATh paboThI IO AKCIUTyaTallMd U 00CITYKHUBAaHHUIO CETEBOT0 000PYI0BaHUS;

IIK 4.4. YcranaBnuBaTh M HAacTpaWBaTh MOAKIIOYECHHUS K CeTH MHTEpHET ¢ MOMONIIBIO Pa3IMYHbBIX
TEXHOJIOTUH U CHELUATU3UPOBAHHOTO 000PYIOBAHNUS;

[1IK 4.5. YcranaBnuBaTh ¥ HACTpawBaTh MIPOrpaMMHOE 0OeCTiedeHIE CEPBEPOB B ceTH MIHTEpHET;

[1K 4.6. O6ecnieunBaTh pe3epBHOE KOMUPOBAHUE TAHHBIX;

I1K 4.7. OcyiecTBisTh MEPHI MO 3AIUTE KOMITBIOTEPHBIX CETEW OT HECAHKIIMOHUPOBAHHOTO I0CTYIIA;
[IK 4.8. [IpuMeHATH crienaaTu3upoBaHHbIe CPEACTBA Ui OOPHOBI C BUpyCaMH,
HECaHKIIMOHUPOBAHHBIMU PACCHUTKAMHU 3JIEKTPOHHON MOYTHI, BPEAOHOCHBIMH MPOTpaMMaMH.

Pabouas mporpamma siBisiercst enuHod s Bcex (opm oOyuenus. PabGowas mporpamma
CIIY’)KMT OCHOBOM Ui pPa3pabOTKH KaJleHIapHO-TEMaTHYECKOro IIaHa M KOHTPOJIbHO-OLIEHOYHBIX
cpeacts (KOC) npodeccnonanbHOro Moayiisi 00pa3oBaTeIbHBIM YUPEKICHHEM.

[Tporpamma npogecCuOHaTBEHOTO MOAYJISI MOXKET ObITh HCIIOJIb30BAHA:

e B JONOJHHUTEIHHOM MPOPECCHOHATHLHOM 00pa3oBaHUU U NMPO(ECCHOHAIBHOW MOATOTOBKE B
00JacTu TeIEKOMMYHUKAIMKA MPU HAIMYUHU CPEIHETO (IIOJHOTO) OOIIero 00pa3oBaHUs, OTBIT
paboTsl HE TpeOyeTcs;

® [IpU OpPraHU3alMM KYpPCOB IMOBBIIMIEHUS KBATH(PHUKALNN U NEPENOArOoTOBKE PaOOTHUKOB CBSI3U
MIPU HATMYWU TPOPECCHOHATBHOTO 00pa30BaHUS.

1.2. lean u 3aga4n MoayJisi — TPeOOBAHHA K pPe3yJIbTaTaM OCBOCHHS MOLYJIsI
C nenpl0 OBIAJEHUS  YKa3aHHbIM  BHJIOM  JESITEIbHOCTM U COOTBETCTBYIOLIMMHU
npo¢eCCHOHATLHBIMU KOMITETCHIUAMU 00yJaroIUNCs B X0JIe OCBOCHUS MPOPECCHOHATIBHOTO MO
JIOJKEH:
HMeTh NPAKTUYECKHIl ONbIT:
® MOHTaXa, FKCIUTyaTallui U 00CITy>KHUBaHUS JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH;
® YCTAaHOBKM M HACTPOHKH CETEBOrO U CEPBEPHOrO OOOPYAOBaHMS JUIsl TMOAKIIOYEHHS K
r100aTbHBIM KOMIIBIOTEPHBIM ceTsiM (HTepHeT);
® YCTaHOBKHU M HACTPOMKH ITPOrpaMMHOTO obecrieueHus 1t paboThl ¢ pecypcaMy U CEpBUCAMU;
® YCTaHOBKHM M HAaCTPOMKHU NMPOTrPaMMHOI0 oOecredeHus Uisi paboThl C pecypcaMi U cepBUCAMU
HNHurepHera;
® MarHOCTUKHM U MOHUTOPHHIA MApaMETPOB CETEBBIX MOAKIIOUCHHUH, YCTPaHEHHs MPOCTEHIINX
HEHCIIpaBHOCTEH U cOOEB B paboTeE;
e oOecrieueHus: MH(MOPMAIIMOHHONW  OE€30MaCHOCTH  KOMIBIOTEPHBIX  CETEH, pPe3epBHOTO
KOTMMPOBAHUS M BOCCTAHOBIICHHSI JTAaHHBIX;
® YCTaHOBKHU HACTPOMKHU IKCILTyaTallud aHTUBUPYCHBIX IPOrPaMM;
® TPOTUBOJEHCTBHS BO3MOKHBIM yrpo3aM HH(OPMAIIMOHHON 6€30acHOCTH.
yMeThb:
®  I[POEKTUPOBATH JIOKAJIBHYIO CETh;
e  BBHIOMpATH CETEBBIC TOMOIOTUH;



3HaATb:

paccuuThIBaTh OCHOBHBIE ITAPAMETPHI JIOKAIbHOMU CETH;

YUTATh TEXHUYECKYIO U MPOCKTHYIO JOKYMEHTALNIO 10 OPTaHNU3alMNA CETMEHTOB CETH;
IIPUMEHSTH AJITOPUTMBI IIOMCKA KpAaTYalIero MyTH;

IUTAHUPOBATh CTPYKTYPY CETH C MOMOUIBIO rpad)a ¢ ONTUMAaIbHBIM PACIIOIOKEHUEM Y3JI0B;
UCIOJIb30BAaTh MAaTEMaTHUECKUII annapaT Teopuu rpados;

KOHTPOJIMPOBAaTh COOTBETCTBHE pa3pabaThIBAEMOIO IPOEKTa HOPMATHBHO-TEXHUYECKOH
JOKYMEHTAIUH;

HactpauBath mnpoTtokon TCP/IP u wucmonp30BaTh BCTPOCHHBIE YTHIWTBHI ONEPAIIMOHHON
CUCTEMBI JIJISl MATHOCTUKHU pabOTOCITIOCOOHOCTH CETH;

MCIOJIb30BaTh MHOTO(YHKIIMOHATIbHBIE PHOOPHI U IPOTPaMMHBIE CPECTBa MOHUTOPHHT A,
IIPOrpaMMHO-AINapaTHbIE CPEACTBA TEXHUYECKOTO KOHTPOJIS;

UCIIOJIb30BAaTh TEXHUYECKYIO JMTEPaTypy H HWH(POPMAIMOHHO-CIPABOYHBIC CHUCTEMBI JUIS
3aMeHbI (TIOMCKa aHAJIOTOB) YCTApPEBIIET0 000PYI0BaHMS;

aIMIHHACTPUPOBATH JIOKATHHBIEC BRIYHUCINTEIIBHBIEC CETH;

IPUHUMATh MEPHI TI0 YCTPAHEHHIO BO3MOXKHBIX COOEB;

YCTaHABIMBATh HH()OPMALTMOHHYIO CUCTEMY;

co3aBaTh ¥ KOH(UIYpHUpOBaTh y4YeTHBIC 3allCH  OTHCIBHBIX MOJb30BaTeNeH W
M0JIb30BATEIBCKUX TPYIII;

PETHCTPUPOBATh NOAKIIOYEHHE K JOMEHY, BECTH OTYETHYIO JOKYMEHTAIHIO;

paccuMThIBaTh  CTOMMOCTH  JIMIIEH3MOHHOTO  NPOrPAaMMHOTO  OOECIICUeHHsS  CETEBOM
UH(PPACTPYKTYPHI;

YCTaHABJIMBATh U KOH(PUTYPUPOBATH AHTUBUPYCHOE MPOrPAMMHOE 00ECIICUeHUE, TPOTPAMMHOE
obecrieyeHre 6a3 JaHHBIX, IPOrPaMMHOE 00ecTIeYeHne MOHUTOPUHTA,

o0ecneunBaTh 3alUTy NP NOAKII0YeHUN K HTEpHET CpeIcTBaMU ONEPallMOHHON CHCTEMBI.

00I1I1e MPUHIIMIIBI TOCTPOSHUS CETei;

CeTeBbIE TOIOJIOTHH;

MHOTOCH0HYI0 Moaens OSI;

TpeOOBaHUS K KOMITBIOTEPHBIM CETSIM;

aApPXUTEKTYPy MPOTOKOJIOB;

CTaHJIapTU3ALIUIO CETEH;

3Tanbl IPOEKTUPOBAHUS CETEBOU MHDPACTPYKTYPHI;

TpeOOBaHUS K CETEBOM OE30MaCHOCTH;

OpraHu3aIMio paboT M0 BBOAY B 3KCILIyaTallMi0 OOBEKTOB U CETMEHTOB KOMITBIOTEPHBIX CETEH;
BCPOATHOCTHBIC U CTOXACTHYCCKUC ITPOLECCHI, 3JICMCHTHI TCOPUU MACCOBOI0 OGCHy)KI/IBaHI/IH,
OCHOBHBIE COOTHOIIICHUSI TECOPUU OYepeIeii, OCHOBHBIE MOHSATHUS TEOPUH rpadoB;

QJITOPUTMBI MTOMCKA KpaTyaiiero nyTu;

OCHOBHBIE MTPOOJIEMBbI CHHTE3a TpaoB aTak;

MIOCTPOCHUE aJIeKBaTHOU MOJIENH;

CUCTEMBI TOMOJIOTUYECKOTO aHATN3a 3alUIIIEHHOCTH KOMITBIOTEPHOU CETH;

aApXUTEKTYpy CKaHepa 0e30MacHOCTH;

9KCIICPTHBIC CUCTCMBI,

63.30BI:I€ MPOTOKOJIBI U TCXHOJIOTHUH JIOKAJIbHBIX ceTeﬁ;

MPUHIHIIBI TOCTPOCHHA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CGTGP'I;

OCHOBELI ITPOCKTUPOBAHUSA JIOKAJIbHBIX ceTeﬁ, 6€CHpOBO,Z[HBIe JJOKAJIBHBIC CCTH,

CTaHIapThl Kaleseil, OCHOBHbIE BHJIbI KOMMYHUKAIIMOHHBIX YCTPOMCTB, TEPMHUHBI, MOHSITHS,
CTaHIApPThl M THIIOBBIE 3JEMEHTHl CTPYKTYpPUPOBAHHON KaOelbHON CHCTEMBI: MOHTAX,
TECTUPOBAHUE;

CpeICTBa TECTUPOBAHMSI U aHAJIM3A;

MIPOrpaMMHO-AIIapaTHbIE CPEACTBA TEXHUUECKOTO KOHTPOJIS;



JUArHOCTUKY >KECTKUX JIUCKOB;

pesepBHOE KonnpoBanue nHpopmaiun, RAID TexHomornu, XpaHuiniia JaHHbIX;

apXUTEKTYPy U QYHKIUU CUCTEM YIPABICHUS CETSIMH, CTAaHAAPTHI CUCTEM YIIPABIICHUS;

3aJlayd  yOpaBleHUS: aHalW3  [POU3BOJUTENBHOCTH M HAJEKHOCTH,  YIpaBJICHHE

0€30macHOCThIO, yueT Tpaduka, yIpaBieHHEe KOHUTypaIIUEH;

CpelicTBa MOHUTOPUHTA U aHAJNIM3a JIOKAJIbHBIX CETEH;

e  KIAacCH(PUKAIMIO  PErJIaMEHTOB, TMOPSJAOK  TEXHMYECKUX  OCMOTPOB, TMPOBEPOK W
npodunakTudeckux pador;

e  [paBHJIa HKCIUTyaTallMM TEXHUYECKHUX CPEJCTB CETEBOM MHPPACTPYKTYPHI;

®  pacUIMpEHHE CTPYKTYpPbl, METOJbl M CPEJACTBAa JUArHOCTUKU HEUCIPABHOCTEM TEXHUUYECKHUX
CPEICTB U CETEBOU CTPYKTYPBI;

e  METOJbl YCTPAHEHHS HEHCIPABHOCTEW B TEXHUYECKUX CPEICTBAX, CXEMbl IMOCIE€aBAPUITHOTO

BOCCTAHOBJICHHSI PabOTOCIIOCOOHOCTH CETH, TEXHUYECKYI0 U MPOEKTHYIO JOKYMEHTAIHIO,

CHOCOOBI pe3epBHOTO KOMMPOBAHUS JAHHBIX, TPUHITUIBI PAOOTHI XPAaHUIIHII] TaHHBIX.

1.3. Kosin4ecTBO 4acoB HA 0CBOeHME MPOrpaMMbl PO ecCHOHATBLHOT0 MOTYJIA::
Bcero — 429 gacos, B TOM YHCIIE:

00s13aTeNIbHON ayTUTOPHOM yueOHO# Harpy3ku oOyuaronmxcs — 142 yaca;

y4eOHOM W TPOU3BOACTBEHHOM MpakTuku— 2 + 144 gaca
caMOoCTOSITeNIbHON paboThl o0yyaromerocs — 71 yac



2. PE3YJIBTATBI OCBOEHUS TPOPECCUOHAJIBHOT'O MOAYJIA

PesynmbTatoM OCBOCHHS MpOrpaMMbl TPOPECCHOHATBLHOTO MOJIYJS SIBJISETCS OBJIAJICHUE
00y4JarOIUMHUCS BHIIOM JIEATEIHHOCTH BhIoMHEHNE padoT MO OJHOM WM HECKOIBKUM Mpodeccusm
pabouux, IOJDKHOCTSM CIyXKaluX, pabdodeir mpodeccun «Hamagumk TEXHOJIOTHYECKOTO
obopynoBanus» B ToM uncie npodeccunonanbubivu (I1K) u o6mmmu (OK) koMmeTeHIusIMu:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUust

OK 1 [ToHMMAaTh CYIIHOCTD U COLMATBHYIO 3HAUUMOCTh CBOeH Oymymiel mpodeccuu, mposBIATh K
HEW yCTOMYMBBIA UHTEPEC.

OK 2 OpraHu3oBbIBaTh COOCTBEHHYIO JIESITEIBHOCTb, BBIOMPATh THUIOBBIE METOABI M CIOCOOBI
BBINOJTHEHHUS TPO(ECCHOHAIBHBIX 33/1a4, OLIEHUBATh UX APPEKTUBHOCTH U KAYECTBO.

OK 3 [IpuHuMatre pelieHus B CTAHAAPTHBIX M HECTAHJAPTHBIX CUTYalMsAX M HECTH 3a HUX
OTBETCTBEHHOCTb.

OK 4 OcymiecTBIATh MOMCK M UCIONBb30BaHUE HMH(OpMauH, HeoOXoauMon i 3(deKTHBHOTO
BBINOJTHEHUS TPO(ECCUOHANBHBIX 3371a4, TPO(EeCCHOHATBHOTO U IMYHOCTHOTO PA3BUTHSL.

OK 5 Hcnonw3oBare MHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTHH B MPO(EeCcCHOHATBHON
JEATENbHOCTH.

OK 6 Paborate B KoJUIeKTHBE U KOoMaHze, 3(pdeKTUBHO 00IAThCS C KOJJIEraMH, PYKOBOJICTBOM,
MOTPEOUTEISIMHU.

OK 7 Bpath Ha ce0si OTBETCTBEHHOCTh 3a PabOTy WIEHOB KOMaH/bI (ITOJYMHEHHBIX), PE3yJIbTaT
BBITIOJTHECHUS 3alaHU.

OK 8 CaMOCTOATENbHO OIPEACNATh 337a4d NPO(ECCHOHATBHOIO M JMYHOCTHOTO Pa3BUTHS,
3aHMMAThCsl CaMOOOpa30BaHNEM, OCO3HAHHO TIAHUPOBATh MOBBIILICHUE KBATU(PHUKALINY.

OK9 OpueHTHpOBAaThCS B YCIOBUSAX YacTOM CMEHBI TEXHOJOTMA B MPO(eCcCHOHATLHON
JEATENIbHOCTH.

K 4.1 OcymiecTBISITh MOHTaX KaOEIbHOM CEeTH W 000PYI0OBaHUS JIOKAJTBHBIX CETEH pa3IudHOU
TEXHOJIOTHH;

IIK 4.2 | OcymecTBIATh HACTPONKY CETEBBIX MPOTOKOJIOB CEPBEPOB M PAOOUNX CTAHITUN;

1K 4.3 | BomonHaTh paboThl O SKCIUTYaTAIMH U OOCITY>KUBAHUIO CETEBOr0 000PYIOBAHHUS;

K 4.4 VYcranaBnuBaTh U HaCTpauBaTh MOJKIIOYEHHS K ceTH MIHTepHET ¢ MOMOIIbI0 Pa3IuYHbIX
TEXHOJIOTUH U CHENUATU3UPOBAHHOTO 000PYIOBAHUS;

I1K 4.5 YcraHaBnuBaTh M HACTPaWBaTh MPOrPAMMHOE 0OECIICUCHHE CEPBEPOB B ceTu MHTEpHET;

I[IK 4.6 | ObGecieunBaTh pe3epBHOE KOMUPOBAHUE JTAHHBIX;

K 4.7 OcyecTBIATh Mephbl 10 3aIIUTE KOMIIBIOTEPHBIX CETEH OT HECAHKLHOHUPOBAHHOIO
JIOCTYTIA,
[IpumensTy  cnenManu3MpOBaHHbIE  CpeAcTBA i OOppOBI € BHpycamy,

I1K 4.8 HECAHKIIMOHUPOBAHHBIMU  PACCBUIKAMU  DJICKTPOHHOM  MOYTHI,  BPEJOHOCHBIMHU
IporpaMMaMu.




3. CTPYKTYPA U COAEPKXAHHUE ITPOPECCHUOHAJIBHOT'O MOAYJIA
3.1. TemaTu4eckuii miaH NpogecCHOHAIBLHOI0 MOAYJIsi BrimonHenue paboT Mo 01HOM MM HECKOJIBKUM IpodeccusiM padouux, TOHKHOCTAM CIY)KalIX

pabdoueii mpodeccuu «Hagaauyuk TEXHOJOTHYECKOT0 000PY10BAHUS)

O0bem BpeMeHH, OTBeIeHHbIH HA OCBOEHUE

IIpakTnka
MEKIMCHUIIIHHAPHOT0 Kypca (KypcoB)
Oo0s13aTennbHAsA ayIMTOPHAS CamocrosiTesbHA
yueOHasi HArpy3Ka s1 padora
Beer 0y4aromerocs o0y4yaruerocst
Kon HaumeHoBaHus pa3ieioB 0 o0y m Y m I[Ipou3BoacTBEeHHAsI
NnpogecCHOHATbHBI npo¢eccHOHATLHOI0 4aco B 1A B 1.4, BT | yyegua (mo mpoguiro
X KOMIIeTeHIuii MOYJIsl B 1abopaTopH | Kypcosa Kypcoea o, CHenuaJIbHOCTH),**
Bcero | bie paGoThI 1 | |
Bcero, 4acoB 4acoB
s NMPAKTU4eCcKHu | padora HaCOB pabora
4acoB e 3aHATUA, | (MPOEKT) (mpoekT)
4acoB R ,
4acoB 4acoB
1 2 3 4 5 6 7 8 9 10
IIK 4.1-4.6 Paznen IIM 1. 180 72 36 36 36
IIpoexTupoBaHue, MOHTaX 36
CETH M HACTPOHKa CETEBOTO
o0opynoBaHus
IIK 4.6-4.8 Paszpen [IM 2. 249 70 36\34 35 36 108
Ocy1ecTBiieHrE MEp 110
3aIUTE KOMITBIOTEPHBIX
ceTen oT
HECaHKITMOHUPOBAHHOTO
JocTymna
IIK 4.1, I1K4.2, IIpousBoacTBeHHast 144
I1K4.3, 11K4.4, NPaKTHKA, (110 NPo(uIII0
I1K4.5, 11K 4.6, CNenuaJIbHOCTH), YaCOB
11K4.7, 11K4.8
Bcero: | 429 142 72 71 72 144




3.2. Conep:xxkanue oOydeHusi mo mnpodeccuonaibHomy moayao (IIM) BrmonHenue paboT 1Mo OAHOW WIJIM HECKOJBKAM MpodeccrusM padodmx,
JOJKHOCTSIM CITyKamux pabodeit npodeccun «Hanagunk TeXHOJIOTHYECKOT0 000PY/I0BAHMS

HaunmeHnoBaHue pa3ieiioB Coaeprxanue yueOHOro MaTepuada, Oo0bem Yposennb
npogeccuoHAJIbLHOI0 BH/IbI PA0OT HA MPAKTHKE 4acoB YCBOCHUSA
moayJst (IIM) u tem
Pazgen IIM 1. 180
IIpoexTHpOoBaHuEe, MOHTAK
CeTH U HACTPOMKA CeTEeBOro
00opynoBaHNs
Tema 1.1. Copep:xxaHue y4eOHOro Mmarepuaja
IIpoextupoBanue CKC 1 | 3ansaTue Ne 1. [lepcnektuBbl npumeHennst CKC Ha cersix 3sekrpocBsizu Poccnu
(T-12, JIP-12, CP-12) 1. TIpeumymiecTBa ceTeBOi pabOTHl TEXHUUECKUX CPEACTB IEKTPOHHONH 00paOOTKHU JTaHHBIX.
2. JlokanbHble U TT00ATbHBIE CETU CBA3H. 2
3. BapuanTsl noctpoeHHs (HU3NYECKOTO YPOBHS HH(POPMALMOHHO-BBIYUCIUTEIBHBIX CUCTEM. 12
4. MecTO CTpYKTYpUPOBAaHHBIX KaOECIBbHBIX CUCTEM B CETSIX AJIEKTPOCBsi3u Poccun.
2 | 3ansaTue Ne 2. Ctpykrypa CKC u ee 0CHOBHbIE KOMILTIEKCHBIE 00bEKThI
1. OcHOBHbIE BapuaHThI TOMOJIOTHYECKOI0 NOCTPOEHUS HH(OPMALIMOHHO- BHIYUCIUTEIbHBIX
CHUCTEM. )
2. Ctpykrypa uepapxudeckoi 38e31bl 1 pazaenenne CKC Ha oTienbHbIE TOJICUCTEMBI.
OrpanudeHust Ha IpeiebHbIE MPOTSHKEHHOCTH TPAKTOB MEpEAayn.
3. TloHsTue TpakTa nepeaadyu U CTallMOHAPHBIX JIMHUH.
3 | 3anaTue Ne 3.Tumbl kaleneil, paspemeHHbIX A8 mnocTtpoeHuss CKC. O6aactum mux
NPUMEHEHH S
1. Twunsl kabeneii, pazpemeHHbIx 11 noctpoenus CKC.
2. B03MOXXHOCTH CHMMETPHUYHBIX U ONTUYECKUX Kalenel /i rnepeiadu pa3aIuvHbIX BUJIOB
uHpOpMaLIKH. 2

3. OO6mactu NpUMEHEHHS] CAMMETPHYHBIX Kabesei, MHOTOMOIOBBIX U OAHOMOOBBIX OB.
[ToHsiTHE KaTETOPUU AIIEMEHTHOM 0a3bl U KJIacca TPAKTOB Mepeadu.

4. CocraBiieHHE PUMEPHOI CXEMbI TPOKIAIKH TPACC, PACTIONOKEHHS 000PYI0BaHUS U
[OJKJIFOUEHUS KaOele.




HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHATBHOT0 BU/IbI PA0OT HA NPAKTHKE 4acoB YCBOEHHS
monyJas (IIM) u Ttem
4 | 3ansaTue Ne 4. KommyTannoHHoe 00opy/10BaHue
1. Pa3zpembl MOAYIBHOTO U psiaHOTO THA. O0JaCTH IPUMEHEHUS COSTMHUTENCH U UX OCHOBHBIC
cBoiicTBa. [loHsaTne 0OpaTHON COBMECTUMOCTH. )
2. TpeOGoBaHMsI CTaHIAPTOB B OTHOIIIEHUH MTAPaMETPOB PA3bEMOB CHMMETPHYHBIX KaOEIIei.
3. BapuaHThI UCTIOIHEHUSI KOMMYTAIIMOHHBIX MMaHeIe U HH(POPMAIIMOHHBIX PO3ETOK.
4. Bri6op HeoOoxoaumoro obopynoanus u [10. MonTax JIBC n mapkupoBka kabenen.
5 | 3ansaTue Ne 5. TexHnueckne nNoMeleHUs U KadeJabHbIe TPACCHI
1. Pa3sHOBHIHOCTH TEXHUYECKUX ITOMEIICHUN.
2. TpeboBaHus K TEXHHYECKUM MOMeIIeHUsIM. OTeuecTBEHHAs U 3apyOekHass HOpMaTHBHAS )
6asza.
3. PasHOBUAHOCTH KaOeIbHBIX KAHAIOB U MX KIACCH(UKAIHUSI.
4. Metoapl pacyeTa EMKOCTH KaHAJIOB.
6 | 3ansaTue Ne 6. OcHoBHbIe MPpUHIUNBI MpoekTHPOoBaHUs1 CKC
1. Cxema mporuecca NpOEKTUPOBaHUS.
2. TlpaBuna pacyera pacxo/a TOPHU30HTAILHOTO Kabes.
3. TlpaBuia pacuera pacxojia MarucCTpajJbHOTO Kabess U MPUHIUIIBI ONPEe/eNIeHUs] KOJTMYEeCTBa 2
nap 1 BOJIOKOH.
4. IlpuHUHUNBI MOCTPOEHUS] KOMMYTAIIMOHHOTO 101, [IpaBuiia pacuera Koim4ecTBa
KOMMYTAIlMOHHBIX LTHYPOB.
JlabopaTopHblie padoThl 12

1.1

3ausitue Ne 7. Mzydyenue kabeneit, paspemennbix st nocrpoenus CKC.

1.2

3ansaTue Ne 8. I3yueHue cMMMETPUYHBIX TPAKTOB NEpEIaYn

1.3

3ansaTue Ne 9. M3yuenue npasui rectupoBanus TpaktoB CKC

1.4

3anstue Ne 10. V3ydyenue ontuueckux kadenei

1.5

3ansitue Ne 11. CO60pka MOHT@KHBIX KOHCTPYKTHBOB

1.6

3ausitue Ne 12. Coopka ¢pparmenra CKC
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHATBHOT0 BU/IbI PA0OT HA NPAKTHKE 4acoB YCBOEHHS
moayJsa (ITM) u tem
CamocrosiTesbHast paboTa 00y4aOIIUXCH: 12
1. Cucremarudeckas mpopabOTKa KOHCIIEKTOB 3aHATHM, yUeOHOHN U CHICIMaTIbHOM TEXHUYECKOH JTUTEpaTyphl (TI0 BOIIPOCaM K
naparpadgam, riaaBaM yueOHBIX TOCOOUH, COCTaBICHHBIM IIPETIOIaBaTENIEM).
2. KoHcnekTupoBaHUE TEKCTa, paboTa co CIOBapsSMU U CIPABOYHUKAMHU, O3HAKOMJIEHHE C HOPMATHUBHBIMU JTOKYMEHTaMu, y4eOHO-
UccienoBaTenbcKas padoTa Mpu caMoM IUPOKOM HCIoIb30BaHuK MHTepHeTa u apyrux IT-rexHomoruii.
3. TIpoexTtHbie GopMBI pabOTHI, TOATOTOBKA COOOIICHUI K BHICTYINICHUIO HAa CEMHUHApaxX U KOH(EpEeHIMAX; MOATr0TOBKa pedepaTos,
JIOKJIa0B.
4. BeInongHeHHe YyepTexeil, CXeM; BBIIOJHEHUE pacu€THO-Tpadudeckux paboT; ONMbITHO-3KCIIEpUMEHTalIbHAas padoTa.
5. TlogrotoBka K IJlabopaTOpHBIM paboTaM C WCIOJIb30BAHHEM METOAMYECKUX PEKOMEHIAIUN mpernoaaBaTelns, 0oGOpMIICHHE
1a00paTOPHO-NPAKTUYECKUX PAOOT, OTYETOB U MOATOTOBKA K MX 3alIUTE.
6. IloaroroBka mpe3eHTAIUM U KOHCIEKTA BHICTYIICHUS 110 TeMaM:
e Pacuer KoakCHAIBHBIX U CAMMETPUYHBIX KaOesei.
e Pacuer xapakTepHCTHK ONTHYECKUX BOJIOKOH U Ka0eseil.
e Bsaumnoe BnusiHue nuHuil. OneHka uckaxenuit curianos B JIIL.
e [IpoextupoBanne CKC npu 3a1aHHBIX YCIOBHSIX.
Tema 1.2. Komnbrotepusie | Conep:kanue yueOHOro MaTepuaJjia 24
CeTH: HACTPOIKa 1 | 3ansTie Ne 13. [IpyHIUNBI NOCTPOEHUSI U APXUTEKTYPAa KOMIILIOTEPHbIX ceTei
000py/10BaHNS H CETEBBIX 1. Knaccudukanuu ceteil.
NMPOTOKO0JI0B 2. Opranuzanus ceTu. DTaJoOHHAs MOJIEIb B3aUMOACHCTBHUS OTKPHITHIX cucTeM (OSI). )
(T-24, JIP-24, CP-24) Ocobennoctu ypoBHeit atanonHoit moaenu OSI. Oco6eHHOCTH KaHAIBHOTO YPOBHSI.
3. OnHopaHroBas MoOJielb B3auMoAeCTBUS. HKaNCyTMpoBaHUe TaHHBIX.
4. OcHOBHOE 000pyI0BaHUE IPUMEHAEMOE JJIsl IOCTPOCHUs ceTell. Tumbl cepBepoB
2 | BansaTue Ne 14, CtanaapTu3anusi KOMIbIOTEPHBIX ceTeil
1. Crpykrypa nmakera. Crangapt Ethernet u ero pazsutue. Metoa paszieneHus cpebl nepeaadn
nanabix CSMA/CD. Bpems nBoiiHOoro 060poTta. OnpeeneHune mporu3BOIUTEILHOCTH CETH
Ethernet (KTLJ). 2

(98]

dopmaThl KaIpoB.
Texnonorust Token Ring.
Texnonorust FDDI.
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHATBHOT0 BU/IbI PA0OT HA NPAKTHKE 4acoB YCBOEHHS
moayJsa (ITM) u tem
3anstue Ne 15. MeToabl KOMMYTalluu
1. MeToabl KOMMyTaIlUU KaHAJIOB, COOOIICHUH, makeToB. Mapmpytu3arus. Kommyrarus. )
2. MynbTUIIIEKCUPOBAHUE U IEMYJIbTUILIEKCUPOBAHUE.
3. Paznensemas cpena nepenaun gaHHbix. Kommyranus kananoB. Kommyranus nakeToB
3ansaTue Ne 16. JlokanabHble BbluncauTeabubie cetu (JIBC)
1. Crpykrypa u npunuunsl nocrpoenus JIBC. Jleiitarpammuas nepenayda. Jloruueckoe
COeIMHEHUE. BUpTyanbHbBIN KaHAIL )
2. CpaBHeHHE ceTell ¢ KOMMYTallMel TaKeTOB U KaHaJIoB. Pa3nenenue cpepl.
3. ®usnueckas CTpYKTypU3alUs JIOKAIbHON CETH.
4. Jlormyeckasi CTpyKTypHU3alys CETH Ha pa3lieNseMoi cpeie
3ansaTue Ne 17. Ilepenaya unopManuu B KOMIbIOTEPHBIX CETAX
1. CranpapTsl CETEBBIX Cpe IEPEAAYN TAHHBIX.
2. T'opusonTtanbpHas kabenbHas cuctema. [ He310BbIE pa3beMbl TEJICKOMMYHUKAITMOHHOTO )
BbIxoJ1a. PazBojka. JJokyMEeHTHpOBaHUE U MAPKUPOBKA. DIIEKTPONUTAHKE. 3a3eMIICHUE.
3. BiusiHHE 3IEKTPUYECKOTO ITyMa Ha UG POBHIEC CUTHAHI.
4. Tlepebou snexTponuTanus. TUNOBBIE TEXHUYECKUE PEIICHHIS
3ansiTie Ne 18. CeTeBble NPOTOKOJIBI
1. TIpoToko:bl, HepapXus MPOTOKOJIOB M PEXKUMBI MX PaOOTHI: COSTUHEHHE, MTepeiadya JaHHBIX,
pasbenunenue. [Iporokonm ARP. ARP-3anmpockl. ARP-otBeThl. ARP-TaGuier. [Ipotokon
RARP. RARP-3anpocsl. RARP-otBeTsI. Mapmpytuzatops! 1 ARP-Tabnuuer. o3 mo
YMOITYaHUIO. )
2. YpoBeHb NpUIIOKEHUI. YPOBEHb NpencTaBicHui. CeaHcoBblld ypoBeHb. TpaHCHIOPTHBIN
ypoBeHb. PaboTa ¢ okHamu.
3. Omnucanue nporokona TCP/IP. Otkpsitoe TCP coeaunenue kButupoBanuem. Pabota ¢
okHamu B poTokosie TCP. TCP/IP u MexcereBol ypOBEHbD.
4. IlIporokon ICMP
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npogeccnoHaIbHOIO BH/bI padOT HA PAKTHKeE 4acoB YCBOEHHS
moayJsa (ITM) u tem
3ansaTue Ne 19. MoHMTOpPHHT ceTell A0CTyIa
1. MeToapl TEXHHUECKOTO OOCITYKUBAaHH CeTel nocTyma. TpeboBaHus, IPeIbsBIIeMbIE K
cersam aoctyna. [Tokazatenu paboTocnocoOHOCTH ceTeit qoctymna. Ponb TeXxHH4Yeckoro
nepcoHala B polecce YIpaBiIeHUs U KOHTPoJIs paboThl cetei nocryna. Lenu, 3anaun u )
CHOCOOBI TEXHUYECKOH aKcIuTyaTanuu. CTpyKTypa 3KCILTyaTallMOHHON JTOKyMEHTAluN
2. Ha3nadenwme u cocTtaB, mpaBuja pabOThI C JOKyMEHTAIUEH
3. OmnucarenbHasi JOKyMEHTaLKs, €€ HA3HAYEHUE U COACPKAHUE.
4. TlponemypHas JOKyMEHTAIUsI, HA3HAYEHUE U COCTAB, MPaBIIa paOOTHI C HEMl.
3ansaTue Ne 20. AnnapatrHoe odecrnedeHue TeIeKOMMYHUKAIMOHHON CHCTEMbI
1. CrpykTypa noctpoeHue cerei qocrymna. [lakeTHas CTpykTypa, pacronokeHue 000py10BaHUs
cTa"iuu. Mara3uHsl U Ha0OpkI meyaTHbIX 1aT. KabenpHas moaBoaka.
2. Kowmmekranus annapatHbix cpeacTB. OyHKIIMOHATBEHOE U TPOU3BOJCTBEHHOE 0003HAYCHHE 2
niar.
3. Pacnonokenue miaT y3ina KOMMYyTallud U TOCTyIA.
4. AnmnaparHas yacTh y3ia yrpasiaeHus. Cuctema nuTaHusi KOMMYTAallMOHHOM CTaHITNH.
3ansTie Ne 21. IIporpammHoe o0ecnieyeHre CTAHIIUU
1. IlpuknagHsle mporpamMmsl y3ia ynpasieHus. Onepanuonsas cuctema, qucku C, D, T.
[TakeTtsl mporpammuoro odecneuenus. CTpyKkTypa nporpaMMHOIr0 00ecredeHHs CTaHIUH.
[TepBoHauanbHas 3arpy3ka nporpamMmmHoro obecreuenus. [IpukiaaHpie mporpaMmel y3iia
yIpaBIeHUSI.
2. HWurepdeiicer u mpotokonsl ISDN, cozmanue aHamoroBsix u MU(PPOBBIX aOOHEHTCKUX 5
noctynoB [Ipotokon V 5.2, xapaktepuctuku nporokona. Co3zganue V 5.2 unarepdeiica Ha
y3ie goctyna. Csi3piBaHue HU(PPOBBIX aDOHEHTCKUX JOCTYIIOB ¢ HOMEPOM Jioruueckoro C-
KaHaJja.
3. Coznanue aDOHEHTCKUX JOCTYIOB: aHAIIOTOBBIX U ITU(PPOBBIX.
4. JloxkanmpHas MapiipyTusamnus. MHCTamsamus mporpaMMHOTo ooecrieueHus (0a3 TaHHBIX ) HA

CTaHIIUIO.
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npogeccnoHaIbHOIO BH/bI padOT HA PAKTHKeE 4acoB YCBOCHHS
monyJas (IIM) u Ttem
10 | 3ansTHe Ne 22. YcTaHOBKA H HCNOJIb30BAHME aNIIAPATHBIX CPEACTB
1. TexHomorusi NOIKIIOYEHUS U KOH(PUTYPOBAHUS CETEBOTO 3JIEMEHTA Ha CETH.
2. MecTo ceTeBOro 1eMeHTa B CETH, HHTEP(EHChl U MPOTOKOJIBI C MPEACTABICHUEM
MIPOTOKOJILHBIX CTeKOB B ceTH Ethernet. 5
3. TexHuueckue JaHHBIE CETEBOIO AIEMEHTA, BUBI 2JIEMEHTOB KOPIIYCOB, X YCTaHOBKA,
MPOKJIa/IKa Kabemei.
4. Ionkmrouenue anexrponurtanus. [logknrouenne I1K gokanbHOro ynpasiieHus y3/10M K
kopnycy dyepe3 untepdeiic Ethernet, uepes uarepdeiic RS232
11 | 3ansTHe Ne 23. YnpaBieHue ceTeBbIM 3J1eMEHTOM Ha y3je ynpapiaenust (MN) uiau Ha
TepmuHaJe ynpasjenus (MT)
1. Opranusainys JOKaJIbHOTO U YIAJIEHHOTO JOCTYMa K HHTepdercy KOMaHIHOW CTPOKH
cucteMHOM koHcon. CBoiicTBa nHTepderica komanauoi ctpoku (CLI) 1 KOHCOTBPHOTO OKHA.
Hocrym k uaTepdeiicy komanaaon ctpoku (CLI). TepMuHBI 1 CHHTaKCUC KOMaHTHOM P
CTPOKHU.
2. TIpouenypsl paboThI ¢ (HaitIOBOM CUCTEMOM.
3. OCHOBHOE aMUHUCTPUPOBAHNE B MHCTAJUISILIMOHHOM KOHCOJIH.
4. AnmuHHCTpHpOBaHHE 0€30MACHOCTHU U 3alUTHI. AJMUHUACTPUPOBAHNE BUPTYaIbHON
nokanbHOM cetn VLAN.
12 | 3ansaTue Ne 24. Iloanepxka nocryna WiMax
1. Ilnardpopma MEA, MexaHndeckoe MOCTpOEHHE, THTHYHBIC KOHPUTYpAITUH.
2. TIlnara 6ecripoBogHOM cBsi3u WiMax. 2
3. OCHOBBI MPOTPAMMHOTO OOECIICUCHHUSI.
4. AnmunuctpupoBanue paauonnrepderica, VLAN, QoS.
JlaGopaTtopHble padoThI: 24
1.7 | 3ansaTue Ne 25, Cozianue OJHOPAHTOBOM CeTH B pabouel rpymnie.
1.8 | 3ansaaTue Ne 26. Co3nanue u HacTpoiika cepBepa DNS.
1.9 | 3ansiTue Ne 27. Opranuzanus CTaTHYECKOTO pa3peieHus UMEH.
1.10 | 3ansitne Ne 28. YcranoBka u HacTpoiika ciyx06s1 DHCP.
1.11 | 3anstue Ne 29. Co3nanue U HaCTpoOHKa KOHTPOJUIEpa JOMEHA.
1.12 | 3anstue Ne 30. Co3anue JJIOKaJIbHBIX YYETHBIX 3alucel.
1.13 | Baustue Ne 31. Co3nanue ydeTHBIX 3amuced ¢ momoripio 1) rpadudeckoro mHTEpdeiica, 2)

nraboHa U 3) U3 KOMaHJIHON CTPOKH.
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HaumenoBanme pa3jaesioB
npo¢ecCHOHATLHOI0
moayJsa (ITM) u tem

Conep:xanue y4ye0HOro MmarepuaJa,
BH/bI padOT HA PAKTHKeE

O0BbeM
4acoB

YpoBeHb
YCBOEHHS

1.14

3anaTue Ne 32. Hacrtpoiika mpaB JocTyna K JIOKaIbHBIM pecypcaMm. OTKpBITHE CETEBOTO
JIOCTyIA K TMaIlKe.

1.15

3ansaTue Ne 33. Coznianue 1 ynpasjieHUe rpynnaMu N0JIb30BaTENEH.

1.16

3ansaTue Ne 34. Cozianue v UCIOJIb30BAHKE TIEPEMEIIAeMbIX MPOQIIICH.

1.17

3ansaTre Ne 35. YcranoBka u HacTpoiika cepepa Serv-U FTP.

1.18

3anaTue Ne 36. Hactpoiika mapupyTuzaropa M JEMOHCTpalUs NEPEJadyd IMAaKETOB MEXITY
pa3nMYHBIMU MOACETSIMH 0€3 MCII0JIb30BaHMsI CTATUUECKUX MapUIPYTOB.

CamocrosiTesbHast padoTa 00y4aKOIIUXCH:

1. Cucremarudeckas mpopabOTKa KOHCIIEKTOB 3aHATHN, yUeOHOHN U CIIEIUaTIbHOM TEXHUYECKOH JTUTEpaTyphl (TI0 BOIIPOCAM K
naparpadam, raaBaM yueOHBIX TOCOOUH, COCTaBICHHBIM IIPETIOIaBaTENIEM).

2. KoHcnekTupoBaHUE TEKCTa, paboTa co CIOBapsSMU U CIPABOYHUKAMU, O3HAKOMJIEHHE C HOPMAaTHUBHBIMU JOKYMEHTaMu, yueOHO-
UcclenoBaTenbcKas padoTa Mpu caMoOM IIUPOKOM HCIOIb30BaHNK MHTepHeTa u apyrux IT-rexHomoruii.

3. TIpoexTtHbie GpopMBI pabOTHI, TOATOTOBKA COOOIICHUI K BHICTYIICHUIO HAa CEMUHApaxX W KOH(EpEeHIUIX; MOr0TOBKa pedepaTos,

JOKJIagdOB.

4. BeInongHeHHe YepTexeil, CXeM; BBIIOIHEHHE Pacu€THO-Tpadudeckux paboT; OMbITHO-3KCIIEpUMEHTaIbHAs padoTa.

e

IMonroroBka k mabopaTopHbM paboTaM C HCHOJIB30BAHMEM METOAMYECKHX PEKOMEHAAIMi mpenojaBareis, ogpopMIcHHE

1a00paTOPHO-NPAKTUYECKUX PAOOT, OTYETOB U MOATOTOBKA K MX 3alUTE.
6. IloaroroBka mpe3eHTalUU U KOHCIIEKTA BBICTYILJICHUS 110 TEMaM:

PaspaboTtka mporpaMMHBIX MOJIENIEH Tepeiaun TaKeTOB B CETMEHTE CETH.
[IporpammupoBaHre COKETOB.

CeTeBble TEXHOJIOTHH B COBPEMEHHOM MHPE.

Oco6ennoctu texnosorun FastEthernet.

CereBoe obopynoBanue pupmsl Cisco.

MapipyTuzaTopsl, KOMMYTaTOPBI U Ipyroe 000pyaoBaHKE I MaJIbIX CETEH.
Ocob6ennoctu Texnonorun EoMPLS.

e VYnaneHHast HACTPOMKA CETEeBOr0 00OPYI0BaHUS

24

Y4yeOHas NpaKTHKA

Buasbl pador:

—

Pa6ora ¢ anementamu CKC

Jo6asnenne posim DNS u DHCP cepepa, HacTpoiika ciryx0

N3yyenwne mporecca ycraHoBKU Ciryk0b1 DNS, cozmanue 30H mpsMoro mpocMoTpa (OCHOBHASI U
JIOTIOJIHUTEIbHAS

36
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npogeccnoHaIbHOIO BH/bI padOT HA PAKTHKeE 4acoB YCBOCHHS
moayJsa (ITM) u tem
4. |Hacrpoiika mapamerpoB TCP/IP mist nuHaMudeckoil peructpanuu y3ioB Ha cepsepe DNS,
MpUMEHEHNE KOMaH bl ipconfig /uIsl MPUHYIUTENHHON perucTpanuu Ha cepsepe DNS
5. | Co3nanue 30H o6paTHOTO rpocMoTpa (reverse lookup zones). JlnHamuueckast perucTpaius y3jioB
Ha cepBepe DNS.
6. |Jnarnoctuyeckue yrunuthl 1 npotokosna TCP/IP: ipconfig, arp, ping, netstat
7. | AnarHoctuueckue yrunuThl ais nporokosa TCP/IP: nbtstat, tracert, pathping
8. | Ycranoska ciyx0b1 DHCP. Coznanue u Hactpoiika oogactu DHCP
9. |IIpoBepka pabotocnocobnoctu DHCP cepBepa. PesepBupoBanue aapecos oomnactu DHCP cepsepa
10. | OcBO€HME METOJJOB YCTAHOBKHM NIEPBOT0 KOHTPOJUIEPA B TOMEHE
11. | YpaBieHue nojp30BaTesIMUA U TPYIIAMHU; PEXUMBI QYHKIIMOHUPOBAHUS TOMEHA ITOJIHOMOYHN
12. | Opranuzanuonnsie noapazaenenus (OI1), nenernpoBanne agMIHUCTPATUBHBIX
13. | YnpaBneHre NpuiIoKEHUsIMH € TOMOIIBIO IPYNIOBBIX MOJIUTHK
14. | Konconp ynpasieHus rpynnoBsiMu nonutukamu - Group Policy Management Console.
MOJIKJIIOUYEHUE U HaCTPOMKA KIIMEHTa
15. | Yopasnenue o0bexTamu Active Directory yTuianuTaMu KOMaHIHON CTPOKU
16. | Beibop mpoBaiiiepa v BUpTyaibHasi OpraHu3alys B3auMOJICHCTBUS C HUM
17. | TloaxIiitoueHne K CeTH N0 OOBIYHON KOMMYTHPYEMOH Tele(OHHON JTMHUT
18. | [TouToBsIii cepBep. YnpaBieHHe MOYTOBBIM cepBepoM. Web-nHTepdeiic
IIpousBoacTBeHHAsN Bujbl pador: 36
NPaKTHKA (110 NPOPHUII0 1 MoHTaX, KCIUTyaTallui U 00CITyKUBaHHS JOKAJIbHBIX KOMITBIOTEPHBIX CETEH: ONpeieeHne
CHEeNHATbHOCTH) TOMOJIOTHH CETH, pa3pabOTKa TEXHUUECKOTO 3aJJaHHs
2 MoHTaX, KCIUTyaTallui U 00CITY>KUBaHHS JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH: BEIOOP
napametpoB CKC
3 MoHTaX, 3KCIUTyaTallud U 00CITyXKUBaHUS JOKAJIbHBIX KOMIIBIOTEPHBIX CETEH: OIpeIesieHUe TUIla
Ka0est
4 MoHTaX, KCITyaTallui U 00CITyKUBaHHS JOKAJIbHBIX KOMITBIOTEPHBIX CETEH: ONpeeeHne
HE0OXOAMMOT0 000PYAOBaHUS
5 MoHTaX, 3KCIUTyaTallui U 00CITYXKUBaHUS JOKAJIbHBIX KOMIIBIOTEPHBIX CETEH: MPOKIaIKa
KaOeIbHBIX TPACC, MOJKIIIOYCHHE 000PYT0BaHUS
6 VYcraHoBKa M HACTPOHKA CETEBOTO U CEPBEPHOTO 000PYIOBAHUS ISl TIOAKITFOYCHUS K

1J100aTbHBIM KOMITBIOTEPHBIM ceTsiM (MIHTepHET): BRIOTHEHUE HACTPOCK KOMMYTaTopa
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O0BbeM
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YpoBeHb
YCBOEHHS

YcTaHOBKa M HACTPOMKa CETEBOTO M CEPBEPHOT0 OOOPYIOBAHUS ISl TOAKIIOYCHUS K
17100aJIbHBIM KOMITBIOTEPHBIM ceTsiM (MIHTepHET): BhIOIHEHNE HACTPOEK MapIIpyTHU3aTOpa

YcTaHOBKa M HACTPOMKa CETEBOTO M CEPBEPHOT0 OOOPYIOBAHUS ISl TOAKIIOYCHUS K
IJ100aTbHBIM KOMITBIOTEPHBIM ceTsIM (MIHTepHeT): ocyIlecTBIeHuE TEXHOJIOTUYECKUX PacueTOB
apaMeTpPoOB CETU AOCTYIA

YcTaHOBKa M HACTPOMKA CETEBOTO M CEPBEPHOT0 00OPYIOBAHUS ISl TOAKIIIOYCHUS K
r100aTbHBIM KOMIIBIOTEPHBIM ceTsiM (MHTepHEeT): ycTaHOBKa M HacTpoiika Opay3epa u
6e3omacHoro gocryna B UHTepHeT

10

VYcraHOBKa M HAaCTpOiiKa MPOrpaMMHOTO o0ecTiedeH s Ui paboThl ¢ pecypcaMu M CepBUCAMHU:
BBIOOpP HEOOXOJUMOT0 MPOrPaMMHOT0 0OECTIEYeHHs] B COOTBETCTBHE C TIOCTaBJICHHON 3aaueii

11

YcTaHOBKa M HACTPOMKA MTPOTPAMMHOTO 00ecrieueHus sl paboThI ¢ pecypcaMu U CEPBUCAMMU:
YcTaHOBKa CIENUAIM3UPOBAHHOTO IPOTPAMMHOTO 00ECTICYSHHS

12

YcTaHOBKa M HACTPOMKA MTPOTPAMMHOTO 00ecrieueHus sl paboThI ¢ pecypcaMu U CEPBUCAMHU:
Hactpoiika cnenuain3upoBaHHOTO MPOrPaMMHOTO 00ecreueHus

13

YcraHOBKa M HAaCTpOiiKa MPOrpaMMHOTO o0ecTiedeH s Ui paboThl ¢ pecypcaMu M CepBUCAMHU:
Hacrpoiika Active Directory

14

VYcraHOBKa M HAaCTpOiiKa MPOrpaMMHOTO o0ecTiedeH st Ui paboThl ¢ pecypcaMu M CepBUCAMHU:
Omnpenenenus nomeHoB Active Directory

15

VYcTaHoBKa 1 HacCTpoHKa MPOrpaMMHOT0 o0ecrieueHus Ui paboThl C pecypcaMu U cepBUCaMU
WHTrepHeTa: HaCTpoiika pacumpeHuii opaysepa

16

JlnarsocTrka ¥ MOHUTOPUHT MapAMETPOB CETEBBIX MOAKIIOUEHUN, YCTPAHEHUS IIPOCTEUIINX
HEHCIIPaBHOCTEN U cOOEB B pabOTe: IMAarHOCTHUKA CETEBBIX NOJKIIOUYEHUI ¢ TOMOIIBIO
KOMAaHJIHOM CTPOKH

17

JlnarHoctrka 1 MOHUTOPHHT MTapaMETPOB CETEBBIX MOJKIIIOUEHHH, yCTpaHEHUS IPOCTEUIIINX
HEHCIIPaBHOCTEH U cO0EB B paboTe: TMAarHOCTHUKA CETEBBIX MOJKIIOUYEHUI ¢ TOMOIIBIO
CHEIMAIM3UPOBAHHOTO MTPOTPaMMHOT0 0OecreyeHus

18

JlnarsocTrka ¥ MOHUTOPUHT MapAMETPOB CETEBBIX MMOAKIIOUEHUN, YCTPAHEHUS IIPOCTEUIINX
HEHCIIPAaBHOCTEH U cOOEB B paboTe: ycTpaHEeHHEe COOCB B TOAKITIOYCHUH K CETH

17




HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npogeccnoHaIbHOIO BH/bI padOT HA PAKTHKeE 4acoB YCBOCHHS
moayJsa (ITM) u tem
Paznen IIM 2. 249
OcymecTBiaeHue Mep 1o
3alMTe KOMIBIOTEPHBIX
cereil oT
HEeCAHKIIHOHMPOBAHHOIO
aocTyna
Tema 2.1. Ilpuknagnoe Coaepxkanue yueOHOro MaTepuajia 34
NPOrpaMMHoOe o0ecreyeHue 1| 3ansarme Ne  37. Kuaaccupukanuss NPHKIAAHOTO NPOrPpaMMHOTO  odecreveHHs!
NEePCOHAIBHOIO NMEePCOHATBLHOI0 KOMINIBIOTEPA U cepBePOB.
KOMIIBIOTEPA U CepBEepoOB 1. OO6mee MoHATHE MPOrPAMMHOTO 00ECTIEYeHHS IEPCOHATBHOTO KOMITBIOTEPA. )
1Jis1 00ecnevyeHus 2. IIpo6aemuo—opuentupoBannsie [I1I1. I o6mero Ha3HaueHwUs.
0€30IaCHOCTH JAHHBIX 3. CepBepsl 6a3bl JAHHBIX.
(T-34, JIP-36, CP-35) 4. Tenepatopsl (CepBEPHI) OTUETOB.
2 | 3ansitue Ne 38. IloHsiTHE MPUKJIATHOTO MPOrPAMMHOIO OGecIeYeHusl.
1. OrnenbHas npuKiIaaHas IporpaMma.
2. bubnuoTexu NMpHUKIAIHBIX TPOTPAMM. 2
3. IlakeTbl NPUKIAAHBIX TPOTPAMM.
4. HHTEerpupoBaHHBIE NIPOIPAMMHBIE CUCTEMBI.
3 | 3ansaTue Ne 39. HaznaueHnune, pa3sHOBHIHOCTH M (PYHKIMOHAJIbHbIE BO3MOKHOCTH MPOrpaMMm
aAMHHHMCTPUPOBAHMS ONEPALMOHHOH CHCTEMBbI NEPCOHAJBHBIX KOMIILIOTEPOB M CepPBEPOB.
CpencrBa ynpasJjieHHsI CUCTEMOIA.
1. Koncons ynpasiaenus Microsoft (MMC): mnpeumymectBa MMC, koHpurypupoBaHue )
koHconeit MMC.
2. Ocnactkn Windows U X Ha3Ha4EeHHUE: YIPABICHUE KOMIIBIOTEPOM, CBEJICHUS O CUCTEME.
3. TumoBsle 3a1a4 aIMUHUCTPUPOBAHUS: YIPABIECHUE YIETHBIMU 3aITUCSIMHU.
4. CoxpaHeHHE U BOCCTAHOBJIEHHE MapoJIel MOIb30BaTENEH.
4 | 3ausTue Ne 40. YaajieHHBII 10CTYN K padoueMy CTOTY
1. Ynanenssiii noctyn uepe3 HTEpHET, yaleHHbIN TOMOIIHUK.
2. VYmpaiaenue paboueil cpemod Tmonb3oBarens: MPOGUIM  TOJIB30BATENICH, CO3/IaHHE 2

JIOKaJIBHOTO MPO(UIIS TOIB30BATENS.
3. HMcnonp3oBaHue rpyNnoBbIX MOJIUTUK HA aBTOHOMHOM KOMITBIOTEPE.
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHAIBLHOIO BU/bI padOT HA MPAKTHKeE 4acoB yCBOEHHS
monyJas (IIM) u Ttem
5 | 3ansaTue Ne 41. YnpaieHue 0e30aCHOCTBIO KOMIIbIOTepA.
1. OO6bexThI rpynmoBoi nonutuku (GPO).
2. OcHnactka ['pynnosast monutuka.
3. MHCcTpyMeHTHI HACTPOWMKHU Oe30macHOCTH: ocHacTKa [11aGmoHbI 6€30macHOCTH, OCHACTKA 2
Amnanu3s u HacTpoiika 0e30macHOCTH.
4. CpenctBa MOHUTOPHHTA cUCcTeMBI: JlucieTdep 3amay, ocHacTka [IpocMoTp coOBITHIA,
CHUCTEeMHBII MOHUTOD.
6 | 3ansaTue Ne 42. [IpoduaakTuka cCHCTEMBbI H BCTPOEHHBIE CPEICTBA 3AIUThI
1. 3amuTa cucTeMHBIX (aiiioB UPPOBON NOANMHMCHIO, Oe30NacHbIN pekuM 3arpy3ku (Safe )
Mode), xoncosb Bocctanonenus (Recovery Console), BocctanoBieHHe cucTeMBI (System
Restory), aBTomarnueckoe BocctanoBnenue cucreMnl (ASR-Automated System Recovery).
7| 3ansiTHe Ne 43. /IlnarHocTHKa KOMNBIOTEPHOI CHCTEMBI
1. Jucneruep 3amay Windows. 5
2. Cnyx06a KOHTPOJIS 32 MPOU3BOAUTEIHLHOCTHIO CUCTEMBI.
3. CrannapTHble cpeAcTBa AUarHoctuku 1 Hanajaku [1K.
8 | 3ansiTHe Ne 44. OfecnieyeHue pe3ePBHOr0 KOMMPOBAHHUS JTAHHBIX
1. Tlporpammuble U MpOrpaMMHO-aNapaTHbIE METOABI U CPeACTBA 0OecIeUeH s
UH(POPMALIMOHHOM 0€30MacHOCTH. 2
2. TpeboBaHus K KOMIJIEKCHBIM CHCTEMaM 3aIlIUThl HHPOPMAIIUN
3. Tlonutuka nHGOpPMAIIMOHHON 0€30MaCHOCTH
9 | 3ansaTue Ne 45. MeToabl i cpecTBA 3aIIUTHI HHPOPMALUHM OT HECAHKIIMOHHPOBAHHOIO
AocTyna
1. AyrentuduKaIims moJib30BaTeNICH MPU yIaJIEHHOM JOCTYIIE. 2
2. 3amwuTa nHGOpPMAIMK OT HECAHKLIMOHUPOBAHHOTO JIOCTYIA B CETSIX
3. V43BUMOCTH KOMIIBIOTEPHBIX CHCTEM U MX KJIacCHpUKaIUs
10 | 3ansiTue Ne 46. IlporpaMMHbIe CpeICcTBA 3aUThI
1. 3amura nepumerpa HHHOPMAITMOHHONW CHCTEMBI. 2
2. 3ammrta nHGOpPMANIMK OT €€ YTeUKH TEXHUYECKUMHU KaHaJIaMH CBSI3U.
11 | 3ansitue Ne 47. IlporpaMMHbBI€e CPeACTBA 3aLUTHI
1. Xewm-¢pynkuusa. HludpoBanue «caBur no anpaBuTy». )

2. 3amura nepuMeTpa HHHOPMAITMOHHONW CHCTEMBI.
3. 3ammra nH(MOpPMAIINU OT €€ YTEUKU TEXHUICCKIMH KaHAJIAMU CBSI3H.
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHATBHOT0 BU/IbI PA0OT HA NPAKTHKE 4acoB YCBOEHHS
moayJsa (ITM) u tem
12 | 3anusaTue Ne 48. 3amuTa NepcoHAIbHBIX JAHHBIX
1. CoctaB u coaepkaHue MEPCOHAIBHBIX TAHHBIX.
2. HHdopMamoHHbIE CHCTEMBbI IEPCOHATBHBIX TaHHBIX. 2
3. CpenctBa 3alIMThl HHPOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JIaHHBIX.
4. Knaccudukaiiys TUIOBBIX HH()OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX JaHHBIX.
13 | 3ansitue Ne 49. AuTuBupycuoe I1O
1. Tlonsarue BpenoHocHoro 110
2. Omnpenenenne u ooHapyx)eHue BpeaonocHoro I[10 2
3. VYcrpaneHus nocieacTBuil paboTel BpenoHocHoro 110
4. Tlpodunaktuka paboThl ¢ BpeOHOCHBIM [10
14 | 3ansitne Ne 50. ABTOMaTHYeCKHI cOOP CBeeHHIT 0 KOMIIbIOTEPHOI cHCTEMe
1. JlnanoroBblii HOUCK HEUCITPABHOCTEH. 2
2. Hcnonb3oBaHWE YAAIEHHOTO MOMOIIHHKA.
15| 3ansaTue Ne 51. BoccranoBienue Windows mociie c6oeB
1. TIporpamma BoccTaHOBIIEHME CUCTEMBI.
2. BoccraHOBIIEHHE CUCTEMBI U3 KOHTPOJIBHON TOUKH. 2
3. Co3amaHue TOYEK BOCCTAHOBJIEHUS BPYUYHYIO.
4. Boccranoienue Windows u3 o0Opasa.
16 | 3ansTie Ne 52. OneHNBaHMe MPOU3BOAUTEILHOCTH BHIYHCIUTEILHOM CHCTEMBI.
1. BHeuiHue cpeAcTBa A JUarHOCTUKU U U3MEPEHUSI POU3BOIUTEILHOCTH. 2
2. OrneHka OBICTPOICHCTBHS KOMITBIOTEPA.
17| 3ansaTue Ne 53. lmarnocrupoBanue padorocnocoonoctu IK, ycrpaneHue Hemo1agok u
c00eB OnepaMOHHOM CHCTEeMbI U PUKJIATHOT0 IPOTPAMMHOI0 o0ecneYeHus .
1. Hcnons3oBanue BIOS qns nuarnoctuku u pemonra [1K. 2
2. 3BykoBble curHaibsl BIOS u mpuemMsl ycTpaHeHHs HEMONaA0K.
3. Copoc Hactpoek BIOS. 3amura nadopmarun: ycranoka naposeii B BIOS.
JlaGoparopHble padoThbI: 36

2.18 | 3ansitme Ne 54. [IporpamMMsl aJ1si pe3epBHOTO KONMPOBaHUsl. THUITBI pe3epBHOTO KOITUPOBAHUSL.
2.19 | 3anusitue Ne 55. Pe3epBHOE KOMUPOBAHUE.
2.21

3ansaTre Ne 56. XpaHeHue pe3epBHbIX Konuil. BoccTraHOBIEHNE TaHHBIX
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2.22 | 3ansiTue Ne 57. 3amura nHGOpMaNUU OT HECAHKIIMOHMPOBAHHOTO JJOCTYIIA B OTKPBITHIX BEPCUSIX
onepanronHoi cucteMbl Windows. JIMCKpeIIMOHHOE W MaHJaTHOE YITpaBJIeHUE JOCTYIIOM K
00BbEKTaM KOMIBIOTEPHBIX cUCTEeM. [lojicucTemMa 6€30MacHOCTH 3alUIIEHHBIX BEPCUI
onepanroHHon cucreMbl Windows.

2.23 | 3ansiTie Ne 58, Aynut coObITHIT O€30MACHOCTH B 3aIMIICHHBIX BEPCUAX OTMEPAIIMOHHOMN
cucrembl Windows

2.24 | 3anuarue Ne 59. 3ammra nHbOpMaIIUK OT HECAHKITMOHHPOBAHHOTO JJOCTYIIA B OTICPAIIHOHHBIX
cucremax cemericrea UNIX

2.25 | 3anusrue Ne 60. [TpuHiunel mocTpoeHus U Ucob3oBaHus CryptoAPI

2.26 | 3ansitme Ne 61. OOpaTHBIC IPOKCH M MTPO3padHOCTh. OOpaTHBIE IPOKCH C KEIIEM.

2.27 | 3ansitue Ne 62. OOpaTHBIE IPOKCH C JIOTIOJHUTEIBLHBIM 00€CIIeYCHHEM 0€30IaCHOCTH

2.28 | 3ansiTie Ne 63. AIMUHUCTPUPOBAHHE ONIEPAIIMOHHBIX CUCTEM Ha IIEPCOHATBHBIX KOMITBIOTEpaX
U cepBepax.

2.29 | 3ansite Ne 64. OrieHKa MPOU3BOIUTEIBHOCTH BHIYUCIUTEILHOW CHCTEMBI

2.30 | 3ansitue Ne 65. BiiokupoBaH#e JTOKAJIBHBIX YUETHBIX 3aITUCEH.

2.31 | 3ansrue Ne 66. Amunuctpupoanre OC. HazHaueHue crieHapus BXoa.

2.32 | 3anstue Ne 67. AnmunuctpupoBanrne OC Windows Server. Co3fianue U coxpaHeHHe KOHCOJer
MMC. Koncomns [TpocmoTtp coObITHs

2.33 | 3ansTue Ne 68. /loGaBiieHHuEe KOMITBIOTEPA JIJISl YIAJICHHOTO yIIpaBJIeHUs. Y JalieHHOE
MOJIKJIIoUeHne n3 koHcoiau MMC

2.34 | 3ansiTie Ne 69. YcTaHOBKA CITy’KO TEPMHHAIOB U yIaJICHHOE aIMUHUCTpUpoBanue. HacTpoiika
yJIAJICHHOTO TOJIKIIFOYEHUS K pabodeMy CTOITY

2.35 | 3ansirue Ne 70. [ToakimodeHre K CEpBEPY € TIOMOIIBIO KJIMEHTA YAAJCHHOTO MOAKIIOUCHHUS K
paboueMy CTOIy

2.36

3ansaTue Ne 71. PaGora c peectpom
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npogeccnoHaIbHOIO BH/IbI Pa0OT Ha MPAKTHKE
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CamocrosiTesbHast paboTa 00y4aOIIUXCH:

1.

CuctemaTudeckasi mpopad0TKa KOHCIIEKTOB 3aHATHM, YI€OHOH U CIIEIMaIbHOM TEXHUYECKOHN JTUTEpaTyphl (TI0 BOIIPOCaM K
naparpadam, riaaBaM yueOHBIX TOCOOUH, COCTAaBICHHBIM IpernoaaBaTeneM). [loaroroska k 1abopaTopHeiM paboTam ¢
MCIIOJIb30BaHNEM METOMYECKUX PEKOMEH Al penoiaBatesns, opopMieHne 1a00paTopHO-NPAKTUYECKUX paboT, OTYETOB U

IMOATOTOBKA K MX 3alllUTC.
HOI[FOTOBKa MpE3CHTAlU U KOHCIICKTA BBICTYIIJIICHUA 110 TEMAaM:

Metonbl 00prObI ¢ (GUITMHTOBBIMU aTaKaMH.
3aKOHOJIATETLCTBO O EPCOHATBHBIX JTaHHBIX.

3anuTa aBTOPCKUX TPaB.

Haznauenue, QyHKUIMY U TUIIBI CUCTEM BUICO3AIIUTHI.
[TpoGnemMbl BHEAPEHHS] TUCKOBOTO MM (PPOBAHMUS.

Bopnba co cmamom: OCHOBHBIE TIOJIXO/IbI, KJIacCCU(PHUKAIUs, IPUMEPDI, IPOTHO3bI Ha OyAyLIee.

Oco0EeHHOCTH MPOIIECCOB ayTEHTU(DUKAIIUKA B KOPIIOPATHBHOM Cpeie.
KBanToBas kpunrorpadus.

CoBpeMeHHbIE YTPO3bI U 3aLIUTA JIEKTPOHHOH IOYTHI.

IIporpaMMHBIE CpeICTBA aHAIN3A JIOKAJIBHBIX CETEH HA NPEAMET YA3BUMOCTEH.
bezonacHOCTh MpUMEHEHHS TUIATEXKHBIX CUCTEM - 3aKOHOAATENbCTBO U MPAKTUKA.
AyIuT IpOorpaMMHOr0 KoJia 1o TpeOoBaHHUSIM O€30MaCHOCTH.
Antummuonckoe [10 (antispyware).

Ob6ecneuenue 6e3omnacHoct Web-cepBucoB.

3amuTa OT BHYTPEHHHUX YIPO3.

Texnomoruu RFID.

YHuuroxeHue nHGopMaluyd Ha MAaTHUTHBIX HOCUTEIISAX.

BoTHeTs! - mnangapmM coBpeMeHHBIX KubepaTax.

[udposbie BOAsIHBIC 3HAKH B H300paKEHUSX.

DNEeKTPOHHBIN TOKYMEHTO000pOT. Moeny HapymuTeIsl.

Wnentuduxays mno rojaocy. CKpbITbie BO3SMOXHOCTH.

be3onacHOCTb CBS3H.

be3onacHOCTb pO3ZHUYHON TOPTOBIIH.

bankoBckas 6e30macHOCTb.

Nudopmartuzanus ynpapiieHHs TPaHCIIOPTHOM 0€3011aCHOCTHIO

35
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HaumenoBanme pa3jaesioB Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHATBHOT0 BU/IbI PA0OT HA NPAKTHKE 4acoB YCBOEHHS
moayJsa (ITM) u tem

YuyeOHasi npaKTHKa Buabl pa6or: 36

1

Hacrpoiika BIOS. YcranoBka OC Windows. Hactpoiika kondurypauuu JIBC 8 Windows XP.
CoBMeCTHOE HCIIOIb30BaHME ceTeBBIX pecypcoB. Hactpoiika TCP/IP anpecor

WucrammpoBanue onepanronHoi cuctemsl Windows XP Ha nBa kommbiotepa. HacTpoiika
IapaMEeTPOB CUCTEMBI TOAKIIIOUEHNUS K ceTH MHTepHeT.

BupryanbHast opranuzaius ¥ NOAKIIOYeHHE K ceTU MIHTEepHET MO BHIJCICHHONW JTUHUU
(HacTpolika ceTeBoi KapThl). BupTryanpHas opraHu3aius U MOJKIIOYCHUE K ceTH MHTepHeT mo
BBIJICJICHHOM JIMHUU.

Coznanne nmonws3oBarenel B domain. PegaktupoBanue nosp3oBateneit B domain. Co3ganue
napostst mob3oBareneM B domain. Co3mgaHue TPy U pacrpeesieHue MoIb30BaTeNei mo
rpymnmaM B domain. Hactpoiika mpaB goctyna. [lonmepikka moyib30BaTeneii CETH.

Opranuzanus Beixoqa B MHTEpHET IBYX 00bEIMHEHHBIX B CETh KOMIIBIOTEPOB. V3yueHue pazHbix
CII0CO00B ITOAK/IIOUEHHUS.

Opranuzanus Beixoqa B IHTEpHET IBYX 00bEAMHEHHBIX B CETh KOMIBIOTEpOB. M3yueHue
BapMaHTAa UCIOJIb30BAHNS MapLIPYTU3aTOPA.

W3yueHne BapraHTa HCIIOIB30BaHUS KOMMYTaTopa. M3ydeHne BapuaHTa MOCTPOCHHSI CETH C
UCIIONIb30BaHNEM cepBepa. M3yueHne BapuaHTa MOCTPOSHUS CETH C UCTIOIb30BaHUEM CEpBEpa, HO
0e3 MapIIpyTu3aropa.

Hcnons3oanue Outlook Express mist 00paboTku mouToBbIX cooOmieHnit. Micnonbs3zoBanue
Outlook Express mis opranuzaiuy 3JIeKTPOHHONH KOMMYHUKAITMH

Hacrpoiika 6pay3epa Opera. Mcnionb3oBanue 6paysepa Opera aiist Hapuraiuu B lHTEepHeTe.
Hcnonp3oBanne OeCIiIaTHOTO MOYTOBOTO cepBUca www.mail.ru

10

Ncnons3oBanue FTP-cepBrca ¢ momornibio web-o603peBarens. Hactpoiika u UCTIONb30BaHHE
FTP-knuenta Total Commander

11

Hcnons3oBanue nporpammsl Microsoft NetMeeting uist oOuienus. M3yueHne BO3MOXKHOCTEH
cepsuca Mediaring (Skype) miis 3B0HKa ¢ KOMITbIOTEpa Ha TeledOoH.

12

BbazoBeie anementst HTML- nokymenTa. Onucanue uarepdeiico u HaBuranus. Cpeacraa
pacmpennss HTML — texnonoruii. [Iporpammel-kirenTsl. [IporpamMmmbi-cepBepsbl. [Iporpammbl
aHaJIM3a CTaTUCTUKU NocelieHnii. HekoTopele TeHAEHIINN Pa3BUTHUS CETEBBIX TEXHOJIOTUI
(rexnonorus Internet).
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13

[TouckoBeie cuctemsl. [lonck mo pyOpukaTopy mouckoBoi cuctemsl. [IoMCK 1Mo KitoueBbIM
cioBaM. [IpaBuia popMupoBaHust 3apocoOB B MOMCKOBBIX cucTeMax. OCHOBHBIE 3JIEMEHTBI OKHA
Internet Explorer. [Ipunuunst padots! Internet Explorer. Ynpoienue qoctymna Kk cTpaHuniam.
Coxpanenne Web-pecypcos

14

PesepBupoBanue u apXxuBUpOBaHHE JaHHBIX Ha cepBepe. [lonck nHpopmanmu B onpeaeieHHON
MMOMCKOBOM CHCTEME IO KOHKPETHOM TeMe (Ha BBIOOp MPETNO1aBaTesis).

15

[Touck u coxpanenue web-crpanun. OdopmieHne KOUIEKIIMT AHHOTHPOBAaHHBIX CCHUIOK B
Wntepuere B TekctoBoM penaktope Word. Mcnons3oBanue nporpammsl Internet Explorer s
IIOMCKA U IPOCMOTPA Web-T0KYMEHTOB.

16

[ouck nnpopmarmu ¢ ucnonszoBanueM Murepuer-ondmmoreku. Ilouck nadopmaruu c

ucnonp3zoBanueM Matepuer-CMMU Tlonck nndopmaruu ¢ ucnonb3oBanueM MHTepHET-Mara3uHa.

Odopmiienne 3aka3a Ha yka3aHHbIi ToBap. [lorck nadopmanyu ¢ ucrnonp3oBanueMm MHTepHeT —
TyparcHTCTBa

17

Pa3zpabotka nomamraeit Web-cTpaHuiibl.

18

Opranu3anus padoTsl aAMUHUCTPATOPOB. JIHEBHUK aqMuHUCTpaTOopa. UHCTpYMEHTHI
aIMUHHCTpATOpA.

IIpousBoacTBeHHast
NPaKTHKA (110 NPOPHUII0
crnenuaJbHOCTH)

Buasbi pador:

O3HAaKOMJIEHHE CO CTPYKTYpPOU NMPEANPUATHS

BBOAHBII HHCTPYKTAX 1O TEXHUKE O€30MaCHOCTH U OXpaHe TpyAa

had i d o

O6ecnedyeHust nHGOPMAITMOHHON 0€30MaCHOCTH KOMITHIOTEPHBIX CETEH, pe3EPBHOTO
KOMMPOBAHUS U BOCCTAHOBJICHUS JaHHBIX: Y CTAHOBKA U HACTPOKaA JpaiiBepoB nepudepuitHoro
000pyTI0BaHUS.

Obecneuenust nHGOPMAITMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX CETEH, pe3epPBHOTO
KOIMPOBAHUS Y BOCCTAHOBIIEHU JaHHbIX: HacTpolika pe3epBHOro KONMPOBAHUS CPEACTBAMU
ONEPAllOHHOW CHCTEMBI.

O6ecnedyeHust nHGOPMAITMOHHOM 0€30MMACHOCTH KOMITHIOTEPHBIX CETEH, pe3EPBHOTO
KOIMMUPOBAHUA 1 BOCCTAHOBJICHHUA JAHHBIX! HpOI‘paMMHa}I noaacpIKKa OHepaHHOHHOﬁ CHUCTEMbI
paboTsl epudepuiHBIX YCTPOHCTB 000PYIOBaHKS TIEPCOHATHLHOTO KOMITBIOTEPA U CEpBEpa

Obecneuenust UHGOPMAITMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX CETEH, pe3epPBHOTO
KOIMPOBAHUS M BOCCTAHOBIIEHU JaHHbIX: OnpeieIeHe OCHOBHBIX YSA3BUMOCTEH
KOMIIBIOTEPHBIX CETEN

108
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HaumenoBanme pa3jaesioB
npo¢ecCHOHATLHOI0
moayJsa (ITM) u tem

Conep:xanue y4ye0HOro MmarepuaJa,
BH/bI padOT HA PAKTHKeE

O0BbeM
4acoB

YpoBeHb
YCBOEHHS

7. | Obecnieuennst nH(GOPMAIIMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX CETEH, pe3€PBHOTO
KOIUPOBAHUS U BOCCTAHOBJICHUA JaHHBIX: OnpeaeneHue HHPOPMAIIMOHHBIX aKTHBOB,
NOJJIEKALTUX 3aLUTE

8. | Obecneuenust ”HPOPMAIIMOHHON OE30MaCHOCTH KOMIBIOTEPHBIX CETEH, PE3EPBHOTO
KOIHMPOBAHUS M BOCCTAHOBIICHU JaHHBIX: OnpeeseHne U KiaccupuKays nHPOpMaMOHHBIX
yrpos

9. | Obecnevenus: ”HOOPMAITMOHHOM 0€30ITACHOCTH KOMITBIOTEPHBIX CETEH, pe3epBHOTO
KOIMPOBAHUS M BOCCTAHOBIICHHS JAHHBIX: Pa3pabOTKa IMOJI0KEHUH 110 3aIuTe JaHHbBIX
cpeactBamu OC

10. | YcranoBka, HAaCTpOWKa M 3KCILTyaTallus aHTUBUPYCHBIX MPOrpaMM: BBIOOp aHTHBHpYcHOTO [1o B
COOTBETCTBUE C IOCTABJICHHOU 3aga4yei

11. | YcranoBka, HacTpolKa M SKCILTyaTalusl aHTUBUPYCHBIX IIPOTpaMM: CPaBHEHUE aHTUBUPYCHOIO
110

12. | YcraHoBKa, HacTpoWKa U HKCILIyaTalusl aHTUBUPYCHBIX IPOTPaMM: OIIPEJIEIICHUE TapaMETPOB
antuBupycHoro I10

13. | YcraHnoBka, HacTpolKa U SKCILIyaTalusl aHTUBUPYCHBIX IPOrpaMM: YCTaHOBKAa AaHTUBUPYCHOTO
110

14. | YcranoBka, HacTpolKa U SKCILIyaTalusl aHTUBUPYCHBIX IPOrpaMM: HaCTPONKa aHTUBUPYCHOTO
110

15. | YcranoBka, HacTpolKa U KCILTyaTalusl aHTUBUPYCHBIX IPOTPaMM: OIIPENIEIICHUE PEKUMA
pabotsl anTuBHpycHOTO 110

16. | YcranoBka, HacCTpoOilka M 3KCIUTyaTalllsl aHTUBUPYCHBIX Mporpamm: ckanupoBanue 1K Ha
BO3MO>KHBIE YIPO3bI

17. | YcranoBka, HacCTpoilka M SKCIUTyaTalllsl aHTUBUPYCHBIX MPOrpaMM: CKAHUPOBAHUE CETH HA
IIPOHUKHOBEHUE C TOMOLIBI0 aHTUBUpYcHOro [10

18. | YcranoBka, HaCTpoOilKa M SKCIUTyaTalllsl aHTUBUPYCHBIX MPOrpamMM: 3HaKOMCTBO ¢ DLP

19. | IlpoTUBOAEHUCTBHUS BOSMOXKHBIM yrpo3aM MH()OPMAITMOHHOW O€30MTaCHOCTH: YCTaHOBKA
npuknagnoro 10

20. | IIpoTuBOAEHCTBUS BOSMOXKHBIM yTrpo3aM HH()OPMAITMOHHOW O€30MaCHOCTH: Y CTAHOBKA U
HACTPOMKa NPHUKJIAAHBIX IPOrPAMM B PEKHME COBMECTUMOCTH

21. | IlpoTuBOAEHCTBUS BO3MOXKHBIM YIrpo3aM HH(POPMAITMOHHONW O€3011aCHOCTH: HACTPOMKa

O0OHOBJICHU ONIEPAITMIOHHON CHCTEMBI

25




HaumenoBanme pa3jaesioB
npo¢ecCHOHATLHOI0
moayJsa (ITM) u tem

Conep:xanue y4ye0HOro MmarepuaJa,
BH/bI padOT HA PAKTHKeE

O0BbeM
4acoB

YpoBeHb
YCBOEHHS

22. | IlpoTuBOACHCTBUS BO3MOXKHBIM YIrpo3aM HH(POPMAITMOHHOM O€3011acCHOCTH: HACTPOMKa
0OHOBJICHU TPOTPAMMHOTO 00€CTICUCHUS

23. | IIlpoTuBOAEHCTBHUSA BOSMOXKHBIM yrpo3aM HH(opMarimoHHoi 6e30nacHocT: MojepHu3arms
anmnaparHoit cocrapisitonieit [1K

24. | [IpoTuBOIEHWCTBHS BO3MOXHBIM YIpo3aM HHGOPMAIIMOHHON Oe3omacHocTH: OnpeaeneHue
KOMIIOHEHT JJI1 MOJIEpHU3ALUU

25. | [IpoTuBOIEHCTBHS BO3MOKHBIM YIpo3aM HHGOPMAIIMOHHON Oe30macHOCTH: MoiepHu3anms
CUCTEMBI

26. | [IpoTuBOIEHCTBHS BO3MOKHBIM YIp0o3aM HH(GOPMAIIMOHHON 0€301acHOCTH: TecTupoBaHue
MOJIEPHU3UPOBAHHON CUCTEMBI

27. | IlpoTuBOIEHCTBHS BOZMOXKHBIM yrpo3aM uHpopManronHon 6ezonacHocti: Hactpoiiku BIOS

28. | IIlpoTuBOAEHCTBUS BOSMOXKHBIM yrpo3aM HH(popMarmonHoi 6e3onacHocTu: Pasron u
OXJIAXKJEHUE CUCTEMBI

29. | IlpoTHBOAEHCTBUSA BOSMOXKHBIM yrpo3aM HH(pOpMaIMOHHON Oe30macHOCTH: TecTupoBaHue
CHCTEMBI MOCIIE Pa3roHa

30. | IlpoTuBOAEHCTBHS BOZMOKHBIM yrpo3aM HH(opMaImoHHoH 6e3onacHocTu: OCyIiecTBIeHNe
pa3roHa NepcoHaJIbLHOI0 KOMIbIoTEpa ¢ moMonipo BIOS

31. | IlpoTuBOaeHcTBHSI BO3MOXKHBIM yTpo3aM HH(popMannoHHo# 6e3onacHocT: OCyIIeCcTBICHHE
MOJIEPHU3AIMI0 HOYTOYKa

32. | IlpoTuBoaeHCcTBHS BO3MOXKHBIM YIpo3aM WH(pOpMalMoHHOK Oe3onacHocTr: KonduryprupoBanue
CPEACTB BBIUYUCIUTEIIHOW TEXHUKHU B 3aBUCUMOCTHU OT MPEAbSBISEMbIX TPeOOBAHUH 1
penIaeMbIX MMOJIb30BaTENIEM 33]1a4

33. | IlpoTuBOAEHCTBHS BOBMOKHBIM yrpo3aM HH(OpMaIMoHHOK O6e3onacHocTu: PezepBHoe
KOMMPOBaHUE aHHBIX cpeacTBamu OC

34. | IlpoTuBOAEHCTBHS BOBMOKHBIM yrpo3aM HH(OpMaIMoHHON O6e3onacHocTu: PezepBHoe
KOIMMPOBAHUE JAHHBIX HA CEPBEpE

35. | IlpoTuBOAEHCTBHS BOBMOKHBIM yrpo3aM HH(OpMaIoHHON O6e3onacHocTu: PezepBHoe
KONMMPOBAHUE JaHHBIX IyTeM opranuzanuu RAID maccuBoB

36. | IlpoTuBOAEHCTBHS BOBMOKHBIM yrpo3aM HH(OpMaIMoHHOK O6e3onacHocTu: PezepBHoe
KOMMPOBaHUE JAHHBIX CPEJICTBAMU MPUKIIATHOTO MPOTPAMMHOI0 00eCeYeHUs

37. | llpoTuBoaeHcTBHS BO3MOKHBIM YIpo3aM HH(POPMAIIMOHHON Oe3omacHOCTH: [IpumeHeHne

CIIEIUATTU3UPOBAHHBIX CPEJCTB st 00PHOBI C BUPyCaMH
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HaumenoBanme pa3jaesioB
npo¢ecCHOHATLHOI0
monyJas (IIM) u Ttem

YpoBeHb
YCBOEHHS

Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem
BH/bI padOT HA PAKTHKeE 4acoB

38. | IlpoTuBOAEHCTBHS BOBMOKHBIM yrpo3aM HH(popMaloHHoi 6e3onacHoctu: [Ipumenenue
CHEIMAIN3UPOBAHHBIX CPEACTB ISl 00pHOBI C HECAHKIITMOHUPOBAHHBIMU PACCHIIIKaMU
AIEKTPOHHOMU MOYTHI

39. | IlpoTuBOEHCTBHS BO3MOXKHBIM YTpo3aM WH(POPMAIIMOHHOMN Oe3onmacHocTH: Pabora ¢
BpeoHocHbIM [10

40. | [IpoTuBOAEHCTBUS BO3MOKHBIM Yrpo3aM HHPOPMALMOHHOM Ge30macHOCTH: Y JaieHHOe
aIMUHUCTPUPOBAHMUE.

41. | IIpoTuBOaeiicTBUS BO3MOXKHBIM Yrpo3aM HHPOPMALMOHHOM Oe3omacHoCTH: Pe3sepBupoBanue u
apXMBUPOBAHUE TAHHBIX.

42. | IIpoTuBOACHCTBUS BO3MOXKHBIM Yrpo3aM HH(POPMaLMOHHOM Oe3omacHocTH: Pe3epBHOE
KOITMPOBAHUE BCEl CUCTEMBI.

43. | [IpoTuBOAEHCTBUS BO3MOKHBIM Yrpo3aM HHPOPMALMOHHOM Ge3omacHocTH: Pabota ¢ daiinoBoii
CHUCTEMOII.

44. | IIpoTuBOAEHCTBUS BO3MOKHBIM Yrpo3aM HHPOPMALMOHHOM 0e301MacHOCTH: YTIpaBIeHHUE
YYETHBIMH 3aIUCSMH MOJIb30BATEIEH.

45. | IIpoTuBOAEHCTBUS BO3MOKHBIM Yrpo3aM HHPOPMALIMOHHOM Oe30macHOCTH: MOHUTOPUHT
6e3onacHocti OC cpeacrBamu OC

46. | IIpoTuBOAEHCTBUS BO3MOXKHBIM Yrpo3aM HH(POPMALIMOHHOM Oe30macHOCTH: MOHUTOPUHT
6e3omacHocti OC cpeAcTBaMH CTOPOHHETO MPOTrPaAaMMHOT0 00eCeUeHHUSI

47. | [IpoTBOACHCTBUS BOBMOXKHBIM yrpo3am uHpopmarmoHHoi 6e3omacHoctu: Tectupoanue OC
Ha IPOHUKHOBEHHE

48. | [IpoTBOACHCTBHUS BOBMOXKHBIM yrpo3aM HH(OPMAITMOHHONW O0e301macHOCTH: TecTupoBaHUE CETH
Ha IPOHUKHOBEHHUE CPEACTBAMU KOMAHIHON CTPOKU

49. | [IpoTuBOACHCTBUS BOBMOXKHBIM yrpo3aM HH(OPMAITMOHHONW 0e301acHOCTH: TecTupoBaHUE CETH
Ha MPOHUKHOBEHUE CPEICTBAMH MTPHUKJIATHOTO POIPAMMHOI0 00eCIIeYeHuUs

50. | IlpoTtuBoaEHCcTBHS BO3MOKHBIM YTp0o3aM HH(POPMAIIMOHHON 0€301acHOCTH: be3omacHbIi pekum
pabotsr OC

51. | IlpoTtuBOaeHCTBHSI BO3MOXKHBIM yTpo3aM HH(POpManoHHO# O6e3onacHocTr: OnpeneneHue Mep
10 3aIUTe MHPOPMAIIUH B CETH

52. | IlpoTuBoeHCTBHSI BO3MOXKHBIM YTpo3aM HH(POpMaMOHHOHN Oe3onacHocTr: OnpeneneHue

HGO6XOI[I/IMOFO OGOpyI[OBaHI/IH JJId 3allIUTBI CCTU OT HCCAHKIIMOHUPOBAHHOI'O NOCTYIIA
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HaumenoBanme pa3jaesioB

Conep:xanue y4ye0HOro MmarepuaJa, Oo0bem YpoBeHb
npo¢eccHOHAIBLHOIO BH/IbI pa0OT Ha MPAKTHKe 4acoB yCBOEHHS
monyJas (IIM) u Ttem

53. | IlpoTuBOAEHCTBHS BOZMOKHBIM yrpo3aM HH(popMaIMoHHOK O6e3onacHocTu: OnpeaeneHue
HE00XO0UMOT0 MPOTrPAMMHOI0 00ECIIeUeHHs IS 3alUThl CETH OT HECAHKIIMOHUPOBAHHOTO
J0CTyna
54. | IlpoTtuBoEHCTBHS BO3MOXKHBIM yTpo3aM HH(POpMaMOHHOM O6e3onacHocTH: PazpaboTka
PYKOBOJICTBA aIMHUHHUCTPATOPA JUISI 3ALIUTHI CETH OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA
Bcero: 429

Jl71s XapaKTepUCTUKU YPOBHS OCBOCHHS Y4eOHOT0 MaTepralia UCIONIb3YIOTCS Cleaylolre 0003HaYeHUS:

1. — 03HaKOMUTENNBHBIN (y3HABaHHE paHEe N3YUYCHHBIX 00BEKTOB, CBOWCTB);

2. — penpoAyKTHUBHBIHN (BBIIIOJIHEHUE ACITEILHOCTU IO 00pa3ily, MHCTPYKLUU WIH MO/ PYKOBOACTBOM)

3. — IPOIYKTUBHBIN (TUTAHUPOBAHKUE U CAMOCTOSITEIILHOE BBITIOHEHUE JIEATEIIPHOCTH, PEIICHHE TPOOIEMHBIX 3a]1a4)
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4. YCJOBUS PEAJIM3AIIMU TPOTPAMMBI YYEFHOU JUCIHTATLIAHBI

4.1. TpeGoBaHus K MATEPUAJIbHO-TEXHUYECKOMY 00ecIeYeHnI0

Peanuzanus mporpamMmel MoAyssl IpeanosiaraeT Haiauuue Jadoparopuu «HWHOpManmoHHBIX
pecypcoB», JJa00PaTOPUH «OPraHU3alMi M NPUHIMIIOB MOCTPOCHUS KOMIIBIOTEPHBIX CHCTEMY,
MAaCTEePCKOil KMOHTAKA M HACTPOIKH 00bEKTOB ceTeBOi MHPPACTPYKTYPbI»

JlabopaTopus «TH(pOpMaLIHOHHBIX PeCcypCcoB»:
O6opynoBanue yueOHOro KabuHeTa U pabovnx MecT kabuHeTa
—TI0CaJIOYHBIX MECT IO KOMU4ecTBY oOyuatonuxcs 30;
—pabouee MecTo npemnoaasarens 1;
—00pa3ipl MPUOOPOB, MOHTAKHOTO 000PYIOBAaHUS U PUMEPHAs MTPOCKTHAs JJOKYMEHTAITHUS;
—O06opynoBaHUE M TEXHOJIOTHYECKOE OCHAIIEHHE PaO0OYNX MECT:
—KommnproTrep yuenuka (AmnmapaTHoe oOecredeHue: HE MEHee 2-X CeTeBBIX IUIaT, 2-X SACPHBIN
nporeccop ¢ yactotod He Mmenee 3 I'Tm, omeparmBHas mnamath oO0bemMoM He MeHee 2 [0;
nporpamMmHoe obecrieuenue: auneH3noHHoe [10 — CryptoAPI, onepanuonnsie cuctembl Windows,
UNIX, MS Office, naker CAIIP)
—Komnpiorep yumrens (AnmapatHoe oOecrieueHUe: HE MeHee 2-X CETEeBBIX IIaT, 2-X SIEpHBIN
nporeccop ¢ uactoro He Menee 3 [T, omeparuBHas mamsaTh oObeMoM He MeHee 2 [0
nporpammHoe obecniedenue: naureH3nonnoe [10 — CryptoAPI, onepanumonnsie cuctemsl Windows,
UNIX, MS Office, maker CAIIP)
—CepBep B naboparopuu (AnmapatHoe oOECIeUYeHHE: HE MEHee 2-X CETEBBIX IIaT, 2-X SACPHBIN
nporeccop ¢ yacrotord He meHee 3 I'T'w, oneparuBHas mamate oo0bemoM He MmeHee 2 ['0; Kectkuit
nuck oobemMoMm He MeHee 1T0; mporpammuoe obecrneuenue: Windows Server 2003 mmu Windows
Server 2008; /MIIEH3MOHHBIE AHTUBUPYCHBIE IPOIPAMMBbl; JIMLIIEH3UOHHBIE  MPOTrpamMMBbl
BOCCTAHOBJIEHUS TaHHBIX, aHTUBUpYCcHOE [10.
—Texuuueckue cpeacTBa 00y4eHHUS:
—KOMIBIOTEPHI C TUIIEH3MOHHBIM IPOTPaMMHBIM 00€CIIeYCHIEM
—IIPOEKTOP

Macrepckasi KMOHTAKa M HACTPOMKH 00bEKTOB CeTeBOil MH(PPACTPYKTYPbD»
ObopyaoBanue MacTepCKoOii:
aBTOMAaTHU3UPOBaHHBIC paboune mecTa Ha 25-30 oOyJaronuxcs;
- aBTOMAaTU3UPOBAHHOE pabouee MECTO MPEIo1aBaTels;
- CTIeIIHATM3UPOBaHHAs MeOEIb;
- KOMIIJICKT HOPMATHUBHBIX JOKYMCHTOB,
- KOMILJIEKT y4eOHO-METOUYECKON JOKYMEHTAIUH;
-KOMITIBIOTCPHI C JIMICH3UOHHBIM ITPOTrpaMMHBIM O6CCHC‘ICHI/ICM;
-IIPOEKTOP;
- cepsep,
- KOMILJIEKT CETEBOr0 000pYAOBaHMUS;
- IPOrpaMMHOE 0OecIIeUeHuE.

JlaGopaTopusi «opraHu3auuy U MPUHIIUIOB MOCTPOEHNSI KOMIIBIOTEPHBIX CHCTEM»
aBTOMAaTHU3UPOBaHHBIC paboune mecTa Ha 25-30 oOyJaronuxcs;

- aBTOMAaTU3UPOBAHHOE pabouee MECTO MPEIo1aBaTers;

- CTIeIIHATM3UPOBaHHAs MeOEb;

- KOMIIJICKT HOPMATHUBHBIX JOKYMCHTOB,

- KOMILJIEKT y4eOHO-METOUUYECKON JOKYMEHTAI[U!

—TexHnYyeckue cpeacTBa O6y‘-ICHI/ISIZ KOMITBIOTCPHI € JIMOCH3MOHHBIM IMTPOTPaMMHbBIM OGGCHG‘-ICHI/ICM,
IIpoekrop
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KOMIUIEKT CETEBOTO OOOpyIOBaHUS (CETEBBIC aNamnTepbl, MOBTOPUTENH, CETEBBIE KOMMYTATOPHI,
KOHIIEHTPATOPbI, MOCTHI, MAPIIPYTU3ATOPBI, MOCTHI-MapIIPyTU3aTOPbI, LLITIO36I);

-MHCTPYMEHT i paboThI C BUTOU MApOM, TeCTephl KaOeIbHbBIE

- Kabenp BUTAs mapa.

obopymoBanue: o0benMHEHHBIX ceTelt, ceTeil nocryma (ETTH, ADSL, Wi Fi), mexceTeBbie KpaHHI,
onepanuonubie cuctembl WINDOWS, LINUX, u np.

4.2. UudopmanuonHoe odecrieueHne 00ydeHust

10.

11.

12.

13.

14.

15.

16.

OcHOBHBIC HCTOYHHKH:
Kenun, A. [Ipaktudeckoe pykoBoacTBO cuctemMHoro aamunucrparopa/A.Kenun. - CII16.: BXB-
[TerepOypr, 2013.
Kenun, A.M. Camoyuutens cuctremHoro agmMuauctparopa/A.Kenun. - CI16.: BXB- IletepOypr,
2012.
Komucuuuenko, JI. AamunucrpupoBanune Unix-cepBepa u Linux- cranuwmii/J[.KonncHnuenko. -
CII6.: MuTep, 2011.
Komucuuuenko, JI. Camoyuutens cucremHoro anmuHuctparopa Linux/Jl.Komicanaenko. - CIIO.:
BXB-Ilerepoypr, 2011.
Kysun, A.B. KoMmmnberotepasie cetu: yaeOHoe nmocobue mis crya. yapexa. CIIO/A.B.Ky3un. - M.:
®opym: THOPA-M, 2017.
JlorunoB, M./I. Texanueckoe 00CITy>)KHUBaHUE CPECTB BRIYUCIUTENbHON TexHUKK/M./].JIoruHoB.
- M.: bunowm. JlaGoparopus 3nanwmii, 2013.
MaxkcumoB, H.B. Kommbrotrepusie cetu: yuebnoe nocobue/H.B.Makcumos, N.M.ITomo- M.:
®opym: THOPA-M, 2017.
Hazapos, A.B. Dkcrutyaranus 00beKTOB CETeBOM MHPPACTPYKTYPhI: YIEOHUK IS CTYI. YUPEHKI.
CIIO / A.B. Hazapos, AH. Enranerues, B.I1. Menpaukos. - M.: KYPC; MIHOPA- M, 2017.
[Mapteika, T.JI. Tlepudepuiiabie ycTpoiicTBa BHIYMCIUTEIBHON TEXHUKU: yueOHOE mocoOue s
cryn. yapexa. CI1O /T.JI. ITapteika, U.W. TTonos. - M.: ®opym: Uudpa-M, 2014.
[Mapteika, T.JI. BeruucnaurensHas TeXHHWKA: ydeOHOe mocoOue I  CTyd.  YYPEeKI.
CIIO/T JL.ITapteika, .W.ITonog. - M.: ®opym: UHOPA-M, 2017.
Tanenbaym, O. Komnwstotepusie cetn/D. Tanebaym, 1. Yazepomn. - CII6.: TTurep, 2014.
TexHomorun pa3pabOTKU W CO3JaHUS KOMIBIOTEPHBIX ceTei Ha Oa3e ammapatypbl D-LINK:
yueOHoe mocobue ams By3os/ B. B.bapunos, A. B.bnarogapos , E. A.bornanosa, A. H.ITbuibkuH,
. M.Cxynnes. - M.: I'opsiuast nunus-Tenexkom, 2012.
Xopes, ILb. Ilporpammuo-anmaparHas 3amura HHQOpManuu: ydeOHoe mocobue Juis
By30B/[1.5.XopeB. - M.: ®opym: Uudpa-M, 2015.
Hlansrun, B.®. MHpopmannonHas 0e30HMacHOCTh KOMIIBIOTEPHBIX CHCTEM U ceTeil: ydueOHoe
nocobue st crya. yupexa. CIIO/B.®.1anprus. - M.: ®DOPYM: UHOPA-M, 2017.
HIumos, O.B. CoBpeMeHHBIE TEXHOJIOIMH M TEXHHUYECKHE CpelcTBa HH(pOpMaTH3ALUM:
yaeOnuk/O.B.11Iumos. - M.: Uadpa-M, 2017.
Boromazosa, I'"H. YcTtanoBka u oOCIy)KHMBaHHE MPOrPAaMMHOIO O0ECIEYEeHHUs! NEePCOHATBHBIX
KOMIIBIOTEPOB, CEpBEPOB, nepudepuiHbIX YCTPOMCTB u 000pyoBaHUs:
yuebnuk/I".H.boromasosa. - M.: Akagemus, 2015.

I[OIIOJIHP[TCJILHLIC HCTOYHUKMU:

. Aspnees, B.A. Ilepudepuiinsie yctpoiictBa. HTepdeiichl, cXxeMOTeXHHKa, TPOrpaMMUpOBaHHE/

B.A. Anees. - Caparos: [IpodobpazoBanue, 2017.

boromasosa, I'.H. MoaepHuzaiuss nporpaMMHOTO OO€CII€YeHHsI MEPCOHATIBHBIX KOMIBIOTEPOB,
cepBepoB, TMepudepuiiHbIX YCTpPOWCTB U obOopymoBanms: yueOHUK/I.H.boromazoma. - M.:
Axanemus, 2015.
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10.

11.

12.

13.
14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

Bacun, H. H. IToctpoenue cereii Ha 0a3ze komMMyTaropoB U Mmapmipyru3atopos / H.H.Bacus.
-M.: UaTepHeT-yHUBEPCUTET HHMDOPMAITMOHHBIX TeXHOJIO0THH, 2016.

Baramaniok, A. PemonT, anrpeiin u oOcnyxuBanue komnbiotepa Ha 100% / A.Baramaniok. -
CII6.: ITurep, 2011.

I'azapoB, A.IO. Vcrpanenune HeucnpaBHocte u pemoHT IIK cBoumMm pykamu Ha
100%/A.¥O.I"'azapos. - CIIO.: ITutep, 2011.

I'yk, M. Annapartnsie cpeactsa IBM PC: sunuknonenus/M.I'yk. - CII6.: [Tutep, 2008.

HymkuH, A.B. AnmapatHpie U MPOrpaMMHBIEC CPEICTBA 3aIUTHI HHPOPMAIHK: yueOHOE TTocoOne
/ Aymikun A.B., Konbuos A., KpaBuenko A. - Boponex: Hayunas kawura, 2016.

EpmakoB, A.E. OcnHoBbl KoH(purypupoBaHus KopropatuBHbIXx ceTeii Cisco: ydeOHOE
nocobue/A.E.EpmakoB. - M.: VYd4eOHO-MeTOAMYECKHH ILIEHTp MO 00pa3oBaHUIO Ha
YKEJIE3HOJOPOKHOM TpaHcmopTte, 2013.

Ecuna, A. IlI. MopaepHu3anusi anmapatHoro oOOECIeYeHHsI MEPCOHAIBHBIX KOMIIBIOTEPOB,
cepBepoB, TNepudEepUHBIX YCTPONCTB M 00OpyAOBaHHS: ydyeOHWUK st crya. yupexa. CIIO
/A.I1.Ecuna, 3.A.I'aBpunosa. - M.: Axkagemus, 2016.

3BepeBa, B.II. YyacTue B miIaHMpPOBAaHMM W OpTraHW3alUU PabOT MO OOECTICUCHHIO 3aIIUThHI
nHpopmanuu: yueOnuk / B.I1. 3BepeBa, A.B. Hazapos. — M.: KYPC: UH®PA- M, 2017.

3o3yns FO. Hactpoiika kommbiotepa ¢ nomonibto BIOS na 100%/10.303yns. - CII6.: Ilutep,
2014.

Nmeiinos, B.Sl. OcHOBHBIE TIOJI0KEHUST HHPOPMAIIMOHHON 0€30MMacHOCTH: yd4eOHOe TTocoOre s
crya. yupexna. CI1O/ B.A.MmeitnoB, M.B.Meuatyusu. - M.: ®opym: THOPA-M, 2015.
Komucunuenko, O. Anmaparasie cpeacrsa PC/O.Komucandenko.- CI16.: BXB- ITerepoypr, 2010.
Hosukos, FO.B. OcHosbl nokanbhbix cereit/ FO.B. Hosukos, C.B. Konaparenko. - M.: UnTepHeT-
VYuusepcurer Uadpopmanmonnbix Texnomoruit (MHTYUT), 2016.

Omudep, B.I'. bezonacnocts kommbioTepHbix cereid/B.I.Omudep, H.A.Omudep. - M.: T'opsiuas
mausg-Tenekom, 2014.

[Mapreika, T.JI. MudopmannonHas 6e30macHOCTh: ydyeOHOe mocobme mist ctyn. yupemk. CIIO
/T.JL.ITapteika, N.N.ITonoB. - M.: ®opym: MTHOPA-M, 2016.

[Terpenko, C.A. ITonutuku 6e3onacHoctu kKommnanuu npu padore B Mutepuer/ C.A. Ilerpenko,
B.A. Kyp6atog. - Caparos: [IpodobpazoBanue, 2017.

[TocTpoeHre KOMMYTHPYEMBIX KOMITbIOTEpHBIX ceTeil /CmupHoBa E.A. [u ap.]. - M.: UnTepHer-
VYuusepcurer Undpopmanmonnbix Texnomoruit (MHTYUT), 2016.

CemenoB, A.b. AIMHHHUCTPUPOBAHUE CTPYKTYPUPOBAHHBIX KaOenbHBIX cucTeM/A.b.CeMeHOB. -
M.: IMK Ilpecc, 2011.

Cenkesuy, I'. UckyccTtBo BocctanoBienust nanubix/[.CenkeBud. - CI16.: BXB- Iletepoypr, 2011.
Cnepanckuii, [[.B. MogenupoBanue, TECTUPOBAHHE W JMATHOCTHKA ITU(POBBIX YCTPOUCTB/
J.B.Cnepanckuii,  FO.A.CkobuoB, B.}O.CkobmoB. -  M.:  HHTepHETYHHBEpCUTET
Nudopmanmonnsix Texunomoruit (MHTYUT), 2016.

TexHuueckass AMArHOCTHKA COBPEMEHHBIX IM(PPOBBIX ceTeil cBsizu. OCHOBHBIC MPUHLMUIBI U
TEXHUYECKHUE CPEACTBA M3MepeHui napameTpoB nepeaaun st cereir PDH, SDH, IP, Ethernet u
ATM/N.N.Bnacos, 5.B.Hosukos, M.M.IItuunukos, [1.B.Crankux; nox pea. M.M.IItnuankoBa.
- M.: T'opsuas nunaus-Tenexkom, 2012.

Yammnua, E.JI. OOcmyxuBaHHE anmapaTHOrO OOECIEYeHHs MEPCOHAIBHBIX KOMIIBIOTEPOB,
CepBEpOB, MepudEepUHbIX YCTPOHUCTB, 000PYIOBAHUS U KOMITBIOTEPHOM OPTTEXHUKH: YYCOHHK
s crya. yupexa. CIIO/E.JI.Yamuna. - M.: Akagemus, 2016.

UYexkmapes, 10.B. JlokanpHble BBIUMCIUTENBHBIE ceTH: yuyeOHoe mocoOme/ HO.B. Uekmapes. -
Caparos: [Ipodobpazosanue, 2017.

[Hanprun, B.®. 3ammra kommnbeloTepHON wuHPOpManuu. ODPGEKTUBHBIE METOAL U
cpeactBa/B.@.1llansrus. - Caparos: [Ipodobpazosanue, 2017.

[Manprun, B.®. Undpopmanmonnas Oe3zonacHocTh u 3amurta uwHGopmanuu/ B.D. Ilanprun. -
Caparos: IIpodobpazosanue, 2017.
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27. llanprun, B.®. KommuiekcHas 3ammra WHGOPMALUMU B KOPIOPATHUBHBIX CHUCTEMax: ydeOHOe
noco6bue/B.®.1llanprus. - M.: DOPYM: UH®PA-M, 2017.

28. lenyxun, O.M. OOHapyXeHHUE BTOPKEHHUH B KOMIBIOTEPHBIC CETH (CETeBbIE AHOMAJIHH):
yaebnoe mocodue mis By3oB/O.U.Ilenyxun, J[.2K.Cakanema, A.C.dununoBa. - M. : T'opsdas
ymuust-Tenekom, 2013.

HNuTepHeT-pecypceb:
1. CIT-Forum: LlenTp nH(pOpMaMOHHBIX TEXHOJIOTHI: MaTepralbl caiiTa [ DJIEeKTPOHHBINA pecypc]. -
Pexxum noctyna: http://citforum.ru/, cBo60AHBII.

2. MSDN mar 3a 1arom [DnexTpoHHbIH pecypc]. - Pexxum JlocTyna:
http://www firststeps.ru/mfc/msdn/msdn1.html, cBo60aHBII.
3. bubnmoreka y4eOHBIX KypcoB Microsoft [DnekrpoHHBIi pecypc]. - Pexum nmocryma:

http://msdn.microsoft.com/ru-ru/gg638594, cBOOOTHBIIA.

4. bubmuorexka y4eOHBIX KypcoB/ WHTepHET-YHHBEpCHUTET HWHOOPMAIMOHHBIX TEXHOJOTUHA -
Wutynt (Hammonansuelii OTKPBITEIA YHUBEPCUTET) [DIEKTPOHHBIN pecype]. - Pexum nocryma:
https://www.intuit.ru/studies/courses/, CBOOO HBIA.

5. Marepuanst Microsoft Virtual Academy [DnextpoHHbIi pecypc]. - Pexum gocryma:
https://www.microsoftvirtualacademy.com/Home.aspx, cBoOOZHBIA.

6. CCNA Routing and Switching Scope and Sequence (DRAFT) [DnexTpoHHsIi pecypc]. - Pexxum
nocryna: http://edu-cisco.org/wp-content/uploads/2013/08/CCNA-Routing-and-Switching-Scope-
and-Sequence-DRAFT.pdf, cBoO01HBI.

7. Tlocobue s HauyMHAKOIMMX: COOpPKAa KOMIBIOTEpAa CBOMMH PYKaMHU B JCTAISIX [DIEKTPOHHBIN
pecypc]. - Pexxum gocryna: http://www.compbegin.ru/articles/view/ 95, cBOOOTHBIIA.

8. PeMOHT, HacTpoliKa M MOJEpHHU3AlMs KOMIbIOTEpa [DNEKTPOHHBINA pecypc]. - Pexxum nocryna:
http://www.remont-nastroyka-pc.ru/, cBoOOTHBIH.

9. DHOUKIONEAWs WHCTPYMEHTOB: WUTFOCTPHPOBAHHBIA CIPAaBOYHUK [0 HMHCTPYMEHTaM U
npubopam  [DnekTpoHHbIM pecypc]. - Pexum goctyma:  http://www.tools.ru/tools.htm,
CBOOO/HBII.

4.3. O0mme TpeOOBAHUSA K OPraHU3anuu 00pa3oBaTeJILHOIO Mpolecca

[Iporpamma  mpodeccHoHanbHOTO  MOAYIS — oOecrmeyrBaeTcss  y4eOHO-METOIUYECKOM
JOKYMEHTaIMel Mo BceM pasjienaM MEKIUCIUIUIMHAPHOTO Kypcea.

BueaynutopHass paboTa CONMpPOBOXKIAETCS METOJUYECKUM OOecreueHueM U 0OOCHOBaHHEM
BpPEMEHH, 3aTPAuMBAEMOT0 Ha €€ BBIMIOJHEHHE.

Peanuzanust nporpammsl npohecCHOHAIBHOTO MOJYJsI 00€CIIeUYMBaeTCsl AOCTYIIOM KaXKIOTro
obOyyJaromerocs K 6azaM JaHHBIX B OUOIMOTEUHBIM GoHAAM, GOPMHUPYEMBIM TIO MTOJTHOMY MEPEUHIO
pa3genoB Monyis. Bo Bpems caMOCTOATENbHON TMOATOTOBKM OOydYaromuecs 00ecrneunBaloTCs
JIOCTYTIOM K ceTh IHTepHeT.

MarepuanpHo-TeXHHUUECKas: 0a3a, mepedyrcieHHas B 1. 4.1, obecreunBaeT MpoBeIeHNE BCEX
BUJOB  MPAaKTUYECKUX  3aHATUH, TMpakTUKU. MaTepuanbHo-TexHHYeckass 0a3a  JOJDKHA
COOTBETCTBOBATH JCHCTBYIOIIUM CAHUTAPHBIM M IPOTHBOIOKAPHBIM HOPMAaM.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA NIPO®ECCHUOHAJIBHOI'O
MOAYJIisA

KoHTpoJIb M OLEHKA pe3ylbTaTOB OCBOCHUS MEXKIUCIUIUIMHAPHBIX KYPCOB OCYIIECTBIISICTCS
npernojaBaTeieM B TPOIECCe MPOBEACHUS 3aHATHHA, TMPOBEPKE JIOMAIIHUX 3aJaHHH,
KOHTPOJIbHBIX pa60T, TCCTUPOBAHHUA, A TaKKC OLCHKU BbIIIOJIHCHUSA O6y‘IaIOH_II/IMI/IC$I
CaMOCTOSITENILHBIX ~ pa0OT,  WHIUBUAYAJTbHBIX  33JaHUH, TMPOEKTOB,  HCCIECIOBAHUU.
[IpomexxyTouHasi arrecTanus 0O MEKAMCUMIUIMHAPHBIM KypcaMm IpOBOAUTCS B  (opme
nudGepeHIMPOBaHHBIX 3a4ETOB.

KoHTpo/Ib M OlleHKa pPe3ylIbTaTOB OCBOCHHS MPOPECCHOHAIBHBIX KOMIETCHIIUH OCYIIECTBISICTCS
Opy  TMPOBEACHUM  OK3aMCHAIIMOHHOW KOMHCCHEH JK3aMeHa KBAIU(DHUKAIIMOHHOTO C
UCTIOJIF30BAaHUEM KOHTPOJIEHO-OIIEHOUHBIX cpeacTB (KOC) mo3BONSIOMNX OICHUTh OCBOCHHBIC

KOMIIETEHIIUH.
OCHOBHBIMHU TIOKa3aTeNsiM PE3yJIbTaTOB IMOATOTOBKHU SIBJSIOTCS OCBOCHHE MNPOQECCHOHATBHBIX
KOMIIETEHLIHM:
Pe3yabTaTsl
(ocBOeHHBIC OcHoBHbIE MOKa3aTeIn ®opmMbI U METOABI
npogeccuoHaNbHbIE OLICHKH pe3yJibTaTa KOHTPOJISAA M OLlCHKH
KOMIIETEHLIMH)

IIK 4.1.0cymecTtBisaTh MOHTaX | MOHTaX KaOenpHONW CceTH | | DKCIepTHAs OleHKa

Ka0eNbHOM ceTH U | 000pyOBaHMs CeTell pa3IU4HON | pe3yIbTaTOB AESITEILHOCTH

o0opynoBaHus JIOKAJIbHBIX | TOMOJOTUH oOyJaromuxcs B mporiecce

CeTer Pa3IMYHON TEXHOJIOTUU OCBOEHUSL
o0OpasoBarenbHON
MIPOTrpaMMBI:
-Ha MPAKTUYECKUX
3aHATHUAX
- MPU BBHITIOJIHEHUH PabOT
Ha  pa3lIMYHBIX  H3Tamax
MPOU3BOACTBEHHOMN
MPaKTUKH,
-3a4eT o pasneny
MPaKTUKU

[IK 4.2 OcymectBiarh | Pabota mo »skcmryararuu W | DKCIepTHas OIleHKa

HacCTPOMKY CEeTEBBIX | OOCITYKHUBAaHUIO CETEBOTO | pE3yJIbTaTOB

IIPOTOKOJIOB CEpBEPOB u | 000pyaOBaHUS. JIeATEITbHOCTH,

pabounx CTaHIMA o0yyaromuxcst B mporecce
OCBOCHHUS
o0Opa3oBaTeNnbHON
IPOrpaMMBI:
-Ha MPAKTUYECKUX
3aHATUAX
- TIpU BBIIOJHEHHUU paboT
Ha  pa3jIMyHbIX  3Tamax
MIPOU3BOACTBEHHOMN
MIPaKTHKH,
-3a4eT 0 pasjerny
MIPAKTHKHU

I1K 4.3 Bemonusats padotsl o | CucreMHoOe OKcnepTHas OLleHKa

JKCIUTyaTaluuu U | aIMAHHCTPUPOBAHUE pe3yabTaToOB

00CITy’)KUBAaHUIO CETEBOIO | JIOKAIbHBIX CETEH. NESTENIbHOCTH,

000pyIOBaHUS o0ydJaronumxcs B mporecce
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OCBOECHUS
o0Opa3oBaTeNnbHOI
POrPaMMBI:

-Ha IPaKTUYECKUX
3aHATUAX

- TIpU BBIIOJHEHUU paboT
HAa  pPa3IMYHBIX  JTamax
MIPOU3BOACTBEHHOMN
MPAKTHKH,

-3a4eT 10 pa3zeny
PAKTUKU

[IK 4.4 VYcranaBnmuBath #
HacTpauBaTh MOJKIIOUEHUA K
cetu HMHTepHET C TOMOILIBIO
pa3IMYHBIX  TEXHOJOTHA U
CHEUAaTU3UPOBAHHOTO
o0opyIoBaHUS

YcraHoBka u HaCTpOMKa
MOJKIIIOYEHUs1 K ceTu MHTepHeT
C IIOMOIIIBIO PA3INIHBIX
TEXHOJIOTHI u
CHELMATIM3UPOBAHHOTO
o0opyI0BaHUS.

DKcrepTHas OLICHKa
pe3yNbTaToB
NESITEIIbHOCTH,
oOydJaronuxcs B mporecce
OCBOCHUS
o0OpasoBarenbHON
POTPaMMBI:

-Ha MPaKTUYECKUX
3aHSITHIX

- MPU BBHITIOJIHEHUH PabOT
HA  Pa3IMYHBIX  JTamax
MIPOU3BOACTBEHHOMN
MPAKTHKH,

-3a4eT MO0 pazJieny
MPAKTUKU

IIK 4.5 VYcramaBnmuBaTh H
HacTpauBaTh MpOrpaMMHOE
obOecrieueHrne CEpPBEPOB B CETH
HNHurepHer

¥YcraHoBka
CIEMATN3UPOBAHHBIX
MporpamMmm u JpaliBepOB,
OCYILECTBIIAA HaCTPOUKY
[IapaMeTpoB  IMOAKIIOYECHHS K
cetu UnTepHer.

DKcnepTHasi OlCHKa
pe3yNbTaToOB
NEeSITeNIbHOCTH,
o0OyJaromuxcs B mporiecce
OCBOCHUS
o0Opa3oBaTenbHOI
POrPaMMBI:

-Ha MPAKTUYECKUX
3aHATUAX

- TIpU BBIIOJHEHUU paboT
HAa  pPa3IMYHBIX  JTamax
MIPOU3BOACTBEHHOMN
MPAKTHKH,

-3a4eT 10 pa3zeny
PAKTUKU

IK 4.6
pe3epBHOE
JaHHBIX

Oo6ecrieynBaTh
KOIIMPOBAHUE

PesepBHOE
JAHHBIX

KOIIMPOBaHUE

DKcrepTHas OLICHKa
pe3yabTaToOB
NESITEIIbHOCTH,
oOydJaronuxcs B mporecce
OCBOGHUS
o0OpasoBarenbHON
POTPAMMBI:

-Ha IPaKTUYCCKUX
3aHSITHIX

- MPU BBHITIOJIHEHUH PabOT
HA  Pa3JIMYHBIX  JTamax
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MPOU3BOACTBEHHOMN
MPaKTUKH,

-3a4eT 10 pasneny
MPaKTUKU

[1IK 4.7 OcymecTBisiTh MEPHI O
3alIMTE KOMIIBIOTEPHBIX CETEU
oT HECAHKIIMOHUPOBAHHOTO
J0CTyna

Mepsbi o 3aIuTe
KOMIIBIOTEPHBIX ceren 0T
HECaHKLIIMOHUPOBAHHOTO
JOCTYIIA.

DKcnepTHask OlCHKa
pe3yIbTaToOB
NEeSITeNIbHOCTH,
o0OyJaromuxcs B mporiecce
OCBOCHUS
o0Opa3oBaTenbHOI
POrPaMMBI:

-Ha MPAKTUYECKUX
3aHATUAX

- TIpU BBIIOJHEHUU pabdoT
HAa  pPa3IMYHBIX  JTamax
MIPOU3BOACTBEHHOMN
MPAKTHKH,

-3a4eT 10 pa3zeny
PAKTUKU

I1K 4.8 [TpumeHsTH
CIeLIMAI3UPOBAHHBIE CPEICTBA
111 60pbOBI C BUpYCaMH,
HECAHKIIMOHUPOBAHHBIMU
pacchUIKaMu JIEKTPOHHON
MOYTBI, BPEIOHOCHBIMU
porpaMMaMH.

IIpumeHeHue
CIECLMAIN3UPOBAHHBIX  CPENICTB
it OopsObI € BUpycamu,
HECaHKLIMOHMPOBaHHBIMU
pacchUIKamMu AJIEKTPOHHOU
IIOYTHI, BPEIOHOCHBIE
IIPOrPaMMBlI.

DKcrepTHas OLICHKa
pe3yNbTaToB
NESITEIIbHOCTH,
oOydJaronuxcs B mporecce
OCBOCHUS
o0OpasoBarenbHON
IPOTPAMMBI:

-Ha NMPaKTUYECKUX
3aHSITHIX

- MPU BBHITIOJIHEHUH PabOT
HA  Pa3IMYHBIX  JTamax
MPOU3BOACTBEHHOMN
MPAKTHKH,

-3a4eT MO0 pazJieny
MPAKTUKU

q)OpMBI U MCTOAbI KOHTPOJI U OLUCHKHU PC3YyJIbTATOB 06yquH;1 JOJIDKHBI IIO3BOJIATH

IPOBEPATH y 00yUaIOHINXCS HE TOIBKO CPOPMUPOBAHHOCTH MPOPECCHOHANBHBIX KOMIIETEHLIUH, HO U
pa3BUTHE OOLIMX KOMIIETCHIIUN 1 00€CIIeUNBAIOIINX UX YMEHHMA.

Pe3yabTaThl
OcHoOBHbIE NOKa3aTeU @opMBbI H METO/IbI
(ocBoeHHBIE 001N E
OlIeHKH pe3yJibTaTa KOHTPOJISl ¥ OlleHKH
KOMIIETEHIIMH)
Ilonnmars CYLIHOCTb u | 1) dopmynupoBka 00JaCTH U | OIICHKa Ha JSK3aMEHE
COIMAIBHYIO 3HAYMMOCTh CBOEH | OOBEKTOB  MPOdEeCCHOHATBLHON | MOTYITIO
Oynymieit mpodeccun, TPOSIBISATH | JEATEIBHOCTH TEeXHHKA-
K HEW yCTOMYMBBIA HHTEPEC MporpaMMHUCTa 10 pa3paboTKe U
amantanuu [10 B cooTBeTCTBHH
¢ OI'OC 1o conenuaIbHOCTH
09.02.02 KoMnbIOTEPHBIE CETH;
2) ydactue B - OIICHKA
npodecCHOHATBLHBIX KOHKYpCax, | MPOo(ecCHOHATBHOTO
KOH(EpEeHIMIX, TPOCKTAX, noptdoJIMo  CTYJCHTA
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BBICTaBKaX, (heCTUBAISX,

OK3aMCHEC 110 MOOYJIIO

OJIMMITHAax

OpraHuzoBbIBaTh  COOCTBEHHYIO | 1) YETKOE BBIIIOJIHEHUE | - MHTEpIIpeTanus
JEATENBHOCTb, BBIOMPATH | JOJDKHOCTHBIX OO0SI3aHHOCTEH B | PE3y/IbTAaTOB HAOIIOACHUS HA
TUIOBBIE METOJBl M CHOCOOBI | paMKax KOHKPETHOTO MPOEKTa IIPOU3BOJCTBEHHON
BBIIIOJTHEHUS TPOPECCHOHAIBHBIX IPaKTUKE;

3aJa4, OLICHUBAaTh
3¢ (HEKTUBHOCT U KaYECTBO

ux

2) naHa aJeKBaTHas OIICHKa
3 pexTUBHOCTH ¥  KadecTBa
BBIOpAaHHBIX METOJIOB PEIICHHUS
po)eCCHOHANIBHBIX 3a]1a4

- OIICHKA aHaJlnu3a
3(PEKTUBHOCTH METOIOB
pereHus
po)eCCHOHANIBHBIX 3aJ1a4 Ha
IIPOU3BOJCTBEHHOM IPAKTUKE

Pemate npoOiembl, OILlEHHBATh
PUCKU U NPUHUMATh PELICHUS B
HECTaHAPTHBIX CUTyalHsIX.

-BEPHOCTh MPHUHATHUS PEIICHHS B
CMOJICIIMPOBAHHOMN
HECTAHJIAPTHOM CHUTyallud II0
paspabotke u amanranuu [10 ¢
OIICHKOW BO3MOXXHBIX PHCKOB
MIPH UX peaTn3alliy,

HakonurennrHast olleHKa 3a
peuieHus: CMOJAEIMPOBAHHBIX
HECTaHJAPTHBIX CUTYyaIlMu Ha
y4eOHO MpaKTHKe

Ocy1iecTBisTh MOUCK u
UCIIONIB30BaHNE  MH(OpPMAIHH,
HEeo0X0IMMOM 171t 3 PEKTUBHOTO
BBITIOJTHEHHS TTPO(ECCHOHATBHBIX

- oroOpaHHas Ha OCHOBE
aHaJM3a ¥ OLECHKU MH(OpMAIUs
MO3BOJISIET CTaBUTh M peEIIaTh
npodeCCHOHANIbHBIE 3a/auyul |

HakomurensHas oOIeHKa 3a
MPEJCTABICHHYIO
uHpOpMaLMI0O Ha Yy4eOHOH
MPaKTUKE

3a7a4, TMPOPECCHOHAIFHOIO U | 331a4l NMPO(ECCHOHATBHOTO H

JIMYHOCTHOT'O Pa3BUTHSL. JMYHOCTHOTO Pa3BUTHS

Hcnonb3oBath MH(YOPMALMOHHO- | - AJIs pa3pabOTKH U IaNTallud | UHTEPIpETalist  pe3yabTara
KOMMYHHUKaoHHble TexHonoruu | 10 ncmonp3oBansl HaOII0IeHNS 3a
B npoeccuoHaIbHON | COBpEMEHHBIE HH(POPMALIMOHHO- | IEATEIEHOCTHIO Ha
TESTEIILHOCTH KOMMYHUKAIIHIOHHBIE HPOU3BOICTBEHHON NPAKTHKE

TEXHOJIOTUHI

PaGoratp B  komiekTHBe H | - 93O PEKTUBHOCTD WHTEpIpeTaus pe3yibTaTa
KoMaHsie, 3PEeKTUBHO OOIIATHCS | B3AUMOJICHCTBUS C KOJUIETaMH, | HaOJIIOCHUS 3a

C  KOJUIeramu,
TOTPEOUTEIISIMH.

PYKOBOJICTBOM,

KJIIMEHTAaMH TPU pa3paboTKe
TEXHUYECKOTO 3aJ[aHMsI IPOCKTA

JESTCIIBHOCTBIO CTYACHTa Ha
IIPOU3BOJCTBEHHOM IPAKTUKE

Bpate Ha cebs OTBETCTBEHHOCTh
3a paboTy WICHOB KOMaH/IbI
(TTOTYMHEHHBIX ), pe3yabTat
BBITTOJTHEHUS 3/IaHU.

pu 00eCIeYeHUH TPOCKTHOM
NEeSTEIIbHOCTH:

- BEpHO MOCTABJICHBI LIEJIU U
OCYIIIECTBIIEHA MOTHBAIIHUS
MOTYNHEHHBIX,

- 9 pexTUBHO OpraHu30BaHa
paboTa ¢ MoAYMHEHHBIMH,

- BEpHO BBIOPAHBI METOBI
KOHTPOJISI 32 KAUeCTBOM
MPOBEJICHUS TPOCKTHBIX
oneparuii;

MHTEPIIPETAlNs pe3yIbTaTa
HaOII0IeHUs 32
JESATEIIBHOCTBIO CTYACHTA Ha
IIPOU3BOJCTBEHHOM IPAKTUKE

CamocTosTENBHO OIIPENENATh
3amaul  MPO(ECCHOHATHPHOTO |
JIMYHOCTHOTO pa3BUTHS,
3aHMMAThCsl CaMOOOpPA30BaHUEM,
OCO3HAHHO IUTAaHUPOBATh
TIOBBINIICHHE KBATH(DUKAIINT

1) BepHO ompeseneHsl 3a1a4u
poQeCCHOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHS;

2) nyaH caMoo0pa30BaHUs
000CHOBaH 3a/la4yaMu
poeCCHOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHUS U
BKITIOYAET MEPOIIPHSITHS IO
TIOBBIINICHUIO KBATU(DUKAINHY,

OLIEHKa IUIaHa
caMmooOpa3oBaHHs Ha
y4eOHOH MpaKTHKe
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OpueHTHPOBATECSI B YCIOBUSAX | - IIPOEKTHAS AEATEIbHOCTD MHTEpIIpETAlNs pe3yIbTaTa
YaCTOM CMEHBl TEXHOJIOTMH B | OPraHU30BaHA C HaOroIeHUs 32
npodeccuoHaIbHON HCIIOJIb30BAHUEM HOBBIX JESATEIIBHOCTBIO CTYACHTA Ha
JESTEIbHOCTH OTPACIIEBBIX TEXHOIOTUHI IIPOU3BOJCTBEHHOM IPAKTUKE

5.KOHKPETU3ALUSA PE3YJIIBTATOB OCBOEHUSA IIPO®ECCUOHAJIBHOI'O
MOAYJIA
IIK 4.1.0cymiecTBJIATh MOHTAK Ka0eJILHOM ceTH U 000PY/10BAHMS JIOKAJIBLHBIX ceTeil
Pa3JIMYHOM TEXHOJIOTHH
Hmemv npakmuueckuii onvim: | Buodvl pabom na npakmuke:
— MoHTaxa, dkKciuryarauuu u | Padora ¢ anementamu CKC
o0cayxuBaHus JOKanbHbIX | MOHTaX KaOenbHON ceTH U 000py10BaHMs CETel pa3InuHOi

KOMIIBIOTEPHBIX CETEH; TOITOJIOTHH

Ymems: Temamuxka nadopamopuvix/npaKmuieckux padom:

— IIPOEKTHPOBATh JIOKaNbHyIo | M3ydenue kabenei, paspemennsix 1 nocrpoenns CKC
CETh; M3y4eHre CHMMETPHYHBIX TPAKTOB IIEpEJadn

N3yuenue npasun tectupoBanus TpaktoB CKC
N3yueHnune onTuveckux Kadee
COopKa MOHTaKHBIX KOHCTPYKTHBOB

Co6opka ¢pparmenta CKC
3namop: Ilepeuenv mem, exnouennvix ¢ M/[K:
— obmue npuniunel | Tema 1.1. IIpoexTtuposanne CKC
IIOCTPOEHHUS CETEH;
— CeTeBbl€ TOIOJIOTHH;
— MHOTOCJIOHHYIO MOJIENb
OSI;
— TpeOoBaHuUsA K
KOMITBIOTEPHBIM CETSIM;
CamocrosiTesibHast padora CamocrosiTesqbHast padora npu uzydyennu Pasnena IIM 1
Tema 1.1

1. Cucrematnyeckas npopaboTka KOHCTIEKTOB 3aHITHH,
y4eOHO U crenranbHON TEXHUYECKOH JINTepaTyphbl
(o Bompocam K maparpadam, riiaBaM yudeOHbIX
1ocoOuii, COCTaBJICHHBIM ITPEIIOIaBaTENEM).

2. KoncnektupoBaHue TeKCTa, paboTa co CIOBAPSMHU U
CIIPaBOYHHKAMU, O3HAKOMJICHUE C HOPMATHBHBIMU
JTOKYMEHTaMH, Y4eOHO-HUCCIea0BaTeNbcKas padboTa
IpU CaMOM IITUPOKOM HCIIONIb30BaHuu MHTepHeTa U
npyrux IT-TexHomorui.

3. IIpoektHbie popmMBI pabOTHI, MOATOTOBKA COOOIICHUI
K BBICTYIJICHUIO Ha CEMHHapax M KOH(EPEeHLHUIX;
HOJTrOTOBKA pedepaToB, JOKIAI0B.

4. BbIOJHEHWE  4YEpPTEkKEM, CXeM;  BBINOJHEHUE
pacuéTHO-rpaduIecKux pabor; OTIBITHO-
AKCTIEpUMEHTAIbHAS padoTa.

5. TlogroroBka Kk  jabopaTopHbIM  paboTam ¢
UCIIOJIb30BAHUEM  METOJIMYECKHMX  peKOMEHAaluui

npenoaaBareds, oopmienue nabopaTopHo-
NPaKTHYECKUX paboT, OTYETOB M MOATOTOBKA K HX
3aluTe.

6. IloaroroBka KOHCIIEKTA IO TEMAM:
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e Pacuer KoakCHAIBHBIX U CAMMETPUYHBIX KaOesei.

e Pacuer xapakTEepUCTUK ONTUYECKUX BOJIOKOH U
Ka0enei.

e BzauMmHoe BiusiHUE TUHUN. OIIEHKA UCKAKEHUI
curdanos B JIIT.

e [IpoektupoBanne CKC npu 3alaHHBIX YCIOBUSX.

11K 4.2 OcymecTBJISTH HACTPOMKY CeTeBbIX MPOTOKOJIOB CEPBEPOB M PAa00YMX CTAHIMH

Hmems npaxmuuecxm? onsim:

Buowvt pabom na npakmuke:

YCTAaHOBKM U  HACTPOMKHU
CETEBOTO U  CEPBEPHOIO
00opyIoBaHUs IUIA
MOJKJIFOUEHUS K
rI100abHBIM
KOMIIBIOTEPHBIM CETSIM
(UaTepner);
YCTAaHOBKM U  HACTPOMKHU
IPOrPaMMHOT0

obecrieueHus st pabOThI C
pecypcamul U CepBUCAMH,
YCTAaHOBKH M  HACTPOMKH
IPOrPaMMHOTO
obecrieueHus ansi paboThl ¢

JHo6asnenue poimu DNS u DHCP cepBepa, HacTpolika ciryx0
N3yuenune mporecca yctaHoBKH cityx0b1 DNS, co3nanue 30
IPSIMOTO ITPOCMOTpA

Hacrpoiika napamerpoB TCP/IP mis nuHamMudeckoit
peructpanuu y3iaoB Ha cepsepe DNS, npuMeHeHne KomaH bl
ipconfig 71t MPUHYIUTETLHON PETUCTPAIIUU Ha CepBEpe
DNS

Coznmanue 30H oOpaTHOTrO MpocmoTpa (reverse lookup zones).
Junamuueckas peructpanus y3iaos Ha cepsepe DNS

PaboTa mo skcmuryaTaruu 1 00CITy)KUBaHHUIO CETEBOTO
obopymoBaHus

CucreMHOE aIMUHUCTPUPOBAHUE JIOKAJIBbHBIX CETEH
YcraHOBKa M HACTPOMKA IOAKIIIOUEHU K ceTh MHTepHeT ¢
MOMOIUIBIO PA3IUYHBIX TEXHOJIOTUHN U CIIELUATN3UPOBAHHOTO
000pyIOBaHUS.

pecypcamMu U cepBUCAMU
HNHurtepHera
Ymems: Temamuxka nadopamopuvix/npaKmuieckux padom:
— BBIOMpAThH cereBble | Co3laHme OJTHOPAHTOBOM ceTH B paboueil rpymme
TOIOJIOTUH; Co3nanne u HacTpoiika cepBepa DNS
— pacCUYHUTHIBATL OCHOBHBIC OpI‘aHI/ISaHI/IH CTAaTUYCCKOI'0 pa3pClICHUA UMCH
HapaMeTpbl JIOKaJIbHOI | YCTaHOBKA M HacTpoiika ciyxkos1 DHCP
CeTH; Co3zpanue 1 HacCTpoilka KOHTpoJLJIEpa IOMEHa
— UNTATh TEXHHYECKYIO U Co3aHue JIOKIbHBIX YYETHBIX 3aiCcen
TIPOEKTHYIO Coznanue y4eTHBIX 3amucel ¢ ToMOIIbio 1) rpadudeckoro
JOKYMEHTALAIO o | uHTEpdeiica, 2) mabdnoHa u 3) U3 KOMaHIHON CTPOKH.
OpraHu3all  CETMEHTOB
CceTH;
— TPUMEHATH AITOPUTMBI
[IOMCKa KpaT4yaumero
yTH;
— IUIAaHUPOBAaTh  CTPYKTYPY
CeTH C MOMOIIbIO Tpada c
ONTUMaJIbHBIM
PaCIOJIOKEHUEM Y3JIO0B;
— HCHOJb30BaTh

MaTeMaTUYECKUW ammapar
Teopuu rpaos;
KOHTPOJIHPOBATh
COOTBETCTBHUE
pa3zpabaThIBAEMOTO
MPOEKTa HOPMAaTUBHO-
TEXHUYECKOU
JIOKYMEHTAIIH;
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HACTPanBaTh TTPOTOKOJI
TCP/IP m wucmonp30BaTh

BCTpO@HHbIe YTI/IJII/ITI:I
ONEPAllMOHHOW  CHUCTEMBI
I JUArHOCTUKH

paboTOCITOCOOHOCTH CETH;

3namo:

Ilepeuenv mem, exnrouennvix ¢ M/IK:

TpeOoBaHUs K
KOMITBIOTEPHBIM CETSIM;
APXUTEKTYPY MPOTOKOJIOB;
CTaHIapTU3ALHI0 CETEH;
3Tambl  MPOEKTUPOBAHUS
ceTeBOi HHMPACTPYKTYPHI;
TpeOOBaHUS K CETCBOM
0e30I1acHOCTH;
OpraHu3amuilo padoT Mo
BBOJY B OKCIUTyaTalHIO
OOBEKTOB M CETMEHTOB
KOMIIBIOTEPHBIX CETEH;
BEPOSTHOCTHBIC u
CTOXaCTHYECKUE
MIPOLIECCHI, 3JIEMEHTHI
TEOpUU MacCOBOTO
o0OcITy>)KMBaHUsI, OCHOBHBIC
COOTHOIIICHUS TEOpUH
ouepenen, OCHOBHEIE
MIOHATUS TEOPUH Irpados;
AJITOPUTMBI MoKCKa
KpaT4yaiiiero myTy;
OCHOBHBIE poOIEeMbI
CHHTE3a IpadoB aTak;
MOCTPOEHUE  aJIEKBATHOM
MOJICTIN;

CHCTEMBI
TOMOJIOTHYECKOTO aHalIn3a
3alUIIEHHOCTH
KOMIIBIOTEPHOM CETH;
aApXUTEKTYPY CKaHepa
0C30I1acHOCTH;

AKCTIEPTHBIE CUCTEMBI,
0a30BbIC  MPOTOKOJBI U
TEXHOJIOTMU  JIOKAJBHBIX
ceTei;

TIPUHITATIBI MOCTPOCHUS
BBICOKOCKOPOCTHBIX
JIOKAJIbHBIX CETEH;

OCHOBBI TTPOCKTUPOBAHUS
JIOKaJIbHBIX cereid,
OeCTIpOBOIHBIC JIOKATbHBIC
CeTH;

CTaHJapThHI Kao0een,

Tema 1.2. KomnbloTepHble CeTH: HACTPOIKA

000py/10BaHNS U CETEBbIX NPOTOKOJIOB
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OCHOBHBIE BU/IBI
KOMMYHHUKAITMOHHBIX
YCTPOMCTB, TEPMUHBI,
MOHSATUSA, CTaHJIAPThl U
TUIIOBBIE AJIEMEHTBI
CTPYKTYPUPOBAHHOU
KaOenbHOI CUCTEMBI:
MOHTaX, TECTUPOBAHNC;

CamocrosiTesibHast padoTa

CamocrosiTesqibHasi padoTa npu u3ydennu pasaeaa I[IM 1
Tema 1.2

1. Cucrematnyeckas nmpopadboTka KOHCTIEKTOB 3aHITHH,
y4eOHO U crenuanbHON TEXHUYECKOH JINTepaTyphbl
(o Bompocam K maparpadam, riiaBaM yudeOHBIX
1ocoOuii, COCTaBICHHBIM ITPETIOIaBaTENEM).

2. KoncnektupoBaHue TeKcTa, paboTa co CIOBAPSMU U
CIIpaBOYHMKAMHU, 03HAKOMJICHUE C HOPMATUBHBIMU
JTOKYMEHTaMH, Y4eOHO-HUCCIeq0BaTeNbcKas padboTa
MpU CaMOM IIUPOKOM HCIO0JIb30BaHUU VHTEepHeTa 1
npyrux IT-texHomoru.

3. IIpoektHbie popmMbI pabOTHI, MOATOTOBKA COOOIICHUI
K BBICTYIJICHUIO Ha CEMHUHAapax M KOH(EPEeHLHUIX;
HOJTrOTOBKA pedepaToB, JOKIAT0B.

4. BbIOJHEHWE  4YEpPTEkKEM, CXeM;  BBINOJHEHUE
pacuéTHo-rpaduIecKux pabor; OTIBITHO-
SKCTIEpUMEHTAIbHAsS padoTa.

5. TlogroroBka Kk  jabopaTopHbIM  paboTam ¢
UCIIOJIb30BAaHUEM  METOJIMYECKHMX  peKOMEHAaluui

npenoaaBareds, oopmienue nabopaTopHo-
NPaKTHYECKUX paboT, OTYETOB M MOATrOTOBKA K HX
3aluTe.

[ToaroroBka KOHCIIEKTa IO TEMaM:

PazpaboTka mporpaMMHBIX  MOZENEH  mepenauu
MAaKETOB B CETMEHTE CETHU.

[IporpammupoBaHre COKETOB.

CereBble TEXHOJIOTUU B COBPEMEHHOM MUDE.
Oco6ennoctu Texnonoruu FastEthernet.

CereBoe obopynoBanue ¢pupmbr Cisco.
MapuipyTuszaropbl, ~ KOMMYTAaTopbl U Jpyroe
00opyoBaHue Il MAJIBIX CEeTEH.

e Ocob6ennocrtu Texnonoruu EoMPLS

e VYnaneHHas HACTPOWKa CETEBOTr0 000OPYIOBaHUS

IIK 4.3 BoInoJIHATH pad0ThI M0 IKCIJIYATAIUU U 00CTYKUBAHUIO CETEBOr0 000PYy10BaHMS
IIK 4.4 YcranaBauBaTh 1 HACTPAUBATH NOAK/IIYeHHS K ceTH IHTepHeT ¢ NOMOIIbIO
PA3IMYHBIX TEXHOJIOTHIl U CHIeHATU3MPOBAHHOI0 000PY10BAHMA
IIK 4.5 YcranaBiJmBaTh 1 HACTPAUBATH NPOrPaMMHOe o0ecriedeHre CepBepoB B CeTH

NurepHer

Hmems npakmuuecmu? onosim:

Buowt pabom na npakmuxe:

— JMarHOCTHUKHU u
MOHUTOpPUHIAa TapaMETPOB
CETEBBIX MOJKITIOYCHHI,

YCTpaHEHHSI  MPOCTEUIINX
HEHCIIPaBHOCTEH U cOOEB B

Coznmanue 30H oOpaTHOTrO MpocmoTpa (reverse lookup zones).
Jlunamuueckas perucrpanus y3iaoB Ha cepsepe DNS.
Juarnoctuueckue yTunauThl 1ist mporokosia TCP/IP:
ipconfig, arp, ping, netstat, nbtstat, tracert, pathping.
VYcranoBka ciryx061 DHCP. Co3nanne u HacTpoiika obmactu
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pabore;

DHCP

[IpoBepka pabotocnocooHocT DHCP
cepBepa.PesepBupoBanue agpecos oomact DHCP cepsepa.
OcBoeHME METO/I0B YCTaHOBKH IIEPBOT0 KOHTPOJUIEPA B
JIOMeHe (Jiece)

VYrpaBneHue noyib30BaTeIsIMU U TPYNIaMU; PEKUMbI
(GYHKIIMOHUPOBAHUSI TOMEHA.

Opranuzanuonusie noapazaenenus (OI1), nenerupoBanue
aIMUHUCTPATUBHBIX IOJTHOMOYUI

VYrpaneHue NpuiIOKEHUSIMU C TOMOIIbIO TPYIIOBBIX
MOJINTUK

Konconp ynpapnenus rpynnoBbIMUA MOAUTHKaMU - Group
Policy Management Console.

MOAKIIOYEHUE U HACTPOMKa KIMEHTa

VYnpasnenue oobektamu Active Directory yrumuramu
KOMaHJHOM CTPOKH.

Br16op mpoBaiifepa u BUpTyalibHasi OpraHU3aIius
B3aWMO/JICVICTBHUSI C HUM.

[MoaxrodeHue K CETH MO OOBIYHOM KOMMYTHPYEMOMH
TenedOHHOM JIMHUH.

[TouToBBIif cepBep. YnpaBieHne NOYTOBEIM cepBepoM. Web-
uHTepderc.

Br16op TexHoNMOrMM U TapUQHOTO IJIaHa y MpoBaiaepa
nocTtyna kK cetu IHTepHeT.

VYcraHOBKA CIEUAIN3UPOBAHHBIX IIPOrPaMM U APalBEPOB,
OCYLIECTBIISI1 HACTPOMKY MapaMeTpOB MOAKIIOUYEHUS K CETH
HNutepHer

Ymemes:

Temamuka nabopamopuslX/npaKmuieckux paoom:

UCIIOJIb30BATh
MHOTO()YHKITHOHAJIbHBIC
npubOpsl U MPOrpaMMHBIE
CpeICTBa MOHUTOPUHTA,
MPOrpaMMHO-AIIapaTHBIE
CpeAcTBa  TEXHUYECKOTO
KOHTPOJIS;

MCIOJIb30BaTh
TEXHUYECKYIO JIUTEPaTypy
" nH()OpPMAITMOHHO-
CIPaBOYHBIE CHCTEMBI JJIS
3aMEHBI (mouncka
aHAJIOrOB)  YCTapeBUIETO
00opyI0OBaHUS;
aJIMUHHUCTPUPOBATH
JIOKAJIbHBIE
BBIUYHCIIUTENIbHBIE CETH;
NPUHAMATh  MEpPBl IO
YCTPAaHEHUIO BO3MOXKHBIX
cOoeB;

YCTaHABIIMBATh
nH(pOPMAITUOHHYIO
CHCTEMY;

CO3/1aBaTh u

Hacrpolika npaB 1ocTyna K JIOKaJIbHBIM peCcypcaMm.
OTKpBITHE CETEBOIO JOCTYIA K MAlKe.

Co3naHue 1 yrpaBJICHUE TPYIIIIaMU MTOJIb30BaTENEH.
Co3naHue 1 UCIOJIb30BAHUE TTEpeMEeNIaeMbIX TPOQHIICH.
VYcranoBka u HacTpoiika cepepa Serv-U FTP.

Hacrpoiika MapiipyTusaropa 1 IeMOHCTpaLus repeaadu
MAKETOB MEX/Y Pa3IMUYHbIMU MOACETIMU 0€3 UCTIOIb30BaHUS
CTaTMYECKUX MapLIPYTOB.
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KOH(UTYPUPOBATH

YYETHbIE 3anucu
OTJIENbHBIX MOJb30BaTeNeH
u MOJIb30BATEIBCKUX
Ipynis
— perucTpupoBaTh
MOAKJIIOUEHUE K JOMEHY,
BECTHU OTUYETHYIO
JIOKYMEHTAIHIO;
— paccUMTHIBaTh CTOMMOCTD
JUIEH3UOHHOTO
MIPOTrPaMMHOI0
o0ecrnieuyeHus CEeTeBOM
UHPPACTPYKTYPHI;
3namo: Ilepeuenv mem, exnrouennvix ¢ MJ/[K:

CpeliCTBa TECTUPOBAHUS U
aHaIm3a;
MIPOrpaMMHO-AIIapaTHbIE
CpelcTBa  TEXHUYECKOTO
KOHTPOJIS;

ANArHOCTUKY KECTKUX
JTCKOB;

pe3epBHOE  KONHPOBAHUE
nHpopManuu, RAID

TEXHOJIOTUH, XPAHUJIHINA
JIAHHBIX;

apXUTEKTYpy U (QyHKIUH

CUCTEM YIIPaBJICHUSA
CeTsMH, CTaHJAPTHI
CUCTEM YIIPABJICHUS;
3a/1a4u YIIPaBJICHUS:
aHaJIN3

MPOU3BOJUTEIBHOCTH U
HAJEKHOCTH, YIpaBlIEHUE

0€30MacHOCTHIO, y4er
Tpaduka, yIpaBIICHHE
KOH(UTyparue;

CpelcTBa MOHUTOPHHTA M
aHaJIN3a JIOKAJIbHBIX CETEH;

KJ1accu(UKanuio

periIaMeHToB, HOPSIIOK
TEXHHYECKHX  OCMOTPOB,
MIPOBEPOK "

PO UIAKTHIECKUX PAbOT;
MpaBWwJIa  SKCILTyaTaluu
TEXHUYECKUX CpEICTB
CeTeBOM MH(PPACTPYKTYPHI;
pacumpeHie  CTPYKTYpHI,
METOJIbl U CpelCcTBa
JTMArHOCTHKHU
HEHCIPaBHOCTEM

Tema 1.2. KomnbloTepHbIe ceTH: HACTPOIKA

000py10BaHMS U CeTEBbIX MPOTOKOJIOB
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TEXHUYECKUX CpEACTB H
CETEBOM CTPYKTYPBHI;

—  METOoAbI YCTpaHEHHUs
HEHCIPaBHOCTEM B
TEXHUYCCKUX CpcacTBax,
CXEMBbI IOCII€aBapUHHOIO

BOCCTAaHOBJICHUSA
paboTOCIIOCOOHOCTH CETH,
TCXHUYCCKYIO )41
MIPOCKTHYIO

JOKYMEHTAIUIO, CIOCOOBI
PE3epPBHOTO KOMUPOBAHUS

JaHHBbIX, IMPUHIUITBL
paboThl XPaHUJTHIILL
JaHHBIX

CamocrosiTesibHast padoTa

CamocrosiTesibHasi padoTa npu u3y4ennu pasaeaa I[IM 1
Tema 1.2

1. Cucrematnyeckas nmpopaboTka KOHCTIEKTOB 3aHITHH,
y4eOHO U crenranbHON TEXHUYECKOH JINTepaTyphbl
(o Bompocam K maparpadam, riiaBaM yudeOHbIX
1ocoOuii, COCTaBICHHBIM ITPEIIOIaBaTENEM).

2. KoncnektupoBaHue TeKCTa, paboTa Co CIOBAPSMHU U
CIIpaBOYHMKAMHU, 03HAKOMJICHUE C HOPMATUBHBIMU
JTOKYMEHTaMH, Y4eOHO-HUCCIeq0BaTeNbcKas padboTa
MpU CaMOM IIUPOKOM HCIO0JIb30BaHUU VHTEepHeTa 1
npyrux IT-texHomorui.

3. IIpoektHbie popmMBbI pabOTHI, MOATOTOBKA COOOIIECHUI
K BBICTYIJICHUIO Ha CEMHUHapax M KOH(EPEeHLHUIX;
HOJTrOTOBKA pedepaToB, JOKIAT0B.

4. BbIOJHEHWE  4YEpPTEkKEM, CXeM;  BBINOJHEHUE
pacuéTHO-rpaduIecKux pabor; OTIBITHO-
JKCTIEpUMEHTAJIbHAsS padoTa.

5. TlogroroBka Kk  jabopaTopHbIM  paboTam ¢
UCIIOJIb30BAaHUEM  METOJIMYECKHMX  peKOMEHAaluui

npenoaaBareds, oopmienue nabopaTopHo-
NPaKTHYECKUX paboT, OTYETOB M MOATrOTOBKA K HX
3aluTe.

[ToaroroBka KOHCIIEKTa IO TEMaM:

PazpaboTka mporpaMMHBIX  MOZENEH  mepenauu
MAaKETOB B CETMEHTE CETHU.

[IporpammupoBaHre COKETOB.

CereBble TEXHOJIOTUU B COBPEMEHHOM MUDE.
Oco6ennoctu Texnonoruu FastEthernet.

CereBoe obopymnoBanue ¢pupmbr Cisco.
MapupyTu3zatopbl, ~ KOMMYTAaTopel U Jpyroe
00opyoBaHue Ik MAJIBIX CEeTEH.

e Ocob6ennocrtu Texnonoruu EoMPLS

e VYnaneHHas HACTPOWKa CETEBOTr0 000OPYIOBaHUS

IIK 4.6 O6ecnneynBaTh pe3epBHOE KONMUPOBAHHUE TAHHBIX
IIK 4.7 OcymecTBJasiTH Mepbl 10 3alllMTe KOMIBIOTEPHBIX ceTel OT
HEeCAaHKIMOHMPOBAHHOI'O J0CTYIa
I1K 4.8 [IpuMeHATH cleUAJIM3HPOBAHHBIE CPEACTBA 1Jisi 00pLOBI ¢ BUPYCAMH,
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HECAHKINUOHMPOBAHHBIMUA pPaCCbl/IKAMHU 3JICKTpOHHOﬁ Mmo4Thbl, BP€AOHOCHBIMH

NporpaMMamMu

Hmems npaKmuqecmu? onsim:

Buowvt pabom na npakmuxe:

— obecrnieueHus Pe3epBHOE KOMMpPOBaHUE TAHHBIX
UH()OPMALIMOHHON Mepel 110 3a11MTE KOMIIBIOTEPHBIX CETEN OT
0€30MacHOCTH HECaHKIIMOHMPOBAHHOTO JOCTYIA
KOMIIBIOTEPHBIX cereii, | [IppuMeHeHune crienanu3upoBaHHbIX CPEACTB AJisl OOpHOBI C
PE3EPBHOr0 KOMUPOBAHUs | BUPYCaMU, HECAHKIIMOHUPOBAHHBIMH PACChIIKAMU
u BOCCTaHOBJIEHHs | YIEKTPOHHON MOYTHI, BPETOHOCHBIE TPOrPaMMBbl
JaHHBIX; MepompusaTHs 10 3alIUTe EPCOHATBHBIX TAHHBIX
— YCTaHOBKHU HaCTPOWKHU
AKCILTyaTaIluu
AHTUBUPYCHBIX POTPAMM,;
— INPOTHUBOJECUCTBHUS
BO3MOXXHBIM yIpO3aM
WH(pOPMAITMOHHOM
0€30MaCHOCTH.
Ymemo: Temamuka 1ad0pamopHslX/npaKmuiecKux padom:
— YCTaHaBIIMBATh u | [IporpaMmsl 17151 p€3epBHOTO KOMUPOBaHUS. THIIBI
KOH(UTYpUpPOBaATh PE3epBHOTO KOMUPOBAHMUSI.
aHTUBHUPYCHOE PesepBHoe konupoBanue
POrpaMMHOE XpaHeHue pe3epBHBIX KOMUii. BocCTaHOBIIEHUE AJaHHBIX
o0ecrieyeHue, 3amuTa “HQOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYIA B
IPOrPaMMHOE OTKPBITBIX BEPCHUSAX ONEPaMOHHON cucTeMbl Windows.
obecnieuenue 0a3 | JlMckpenoHHOe U MaHIaTHOE yIpaBJIeHHE JOCTYIIOM K
JaHHBIX, IPOrpaMMHOE | 00BEKTaM KOMIBIOTEPHBIX cucTeM. [loacucrema
obecrnieueHue 0€30MacHOCTH 3aIIUIICHHBIX BEPCUI OMepaliiOHHOM
MOHUTOPHUHTA, cuctembl Windows.
— obecrmeunBaTh  3amuTy | AYIMT COOBITHI GE30MACHOCTH B 3aIMIIEHHBIX BEPCUSIX
NpH  TOAKITIOYEHHH K | ONEPalMOHHON cucteMbl Windows
UHTepHeT cpejacTBaMu | 3alMTa HHPOPMAIMK OT HECAHKIIMOHMPOBAHHOIO JI0CTYyIA B

ONEepPallOHHOW CHCTEMBI

onepaluroHHbIX cuctemax cemericra UNIX

[TpuHIIMIIBI TOCTpOECHUS U Ucnoib30BaHus CryptoAPI
OO6patHble MPOKCH U Mpo3padyHocTh. OOpaTHBIE MPOKCH C
KellleM

OO0paTHBIC TPOKCH C AOMOIHUTETHHBIM 00ECTICUeHUEM
0e30MmacHOCTH

AJIMUHHCTPUPOBAHUE ONEPALIUOHHBIX CUCTEM Ha
MEPCOHANIHBIX KOMIIBIOTEPAX U CepBEpax

OneHka IpOn3BOAUTEIBHOCTH BBIYUCIUTEIBHON CUCTEMBI
biiokrpoBaHKE JTOKAIbHBIX YUETHBIX 3aIIUCEH.
Anmunuctpuposanue OC. Ha3zHauenue ciieHapusi BXoa
AnvmunuctpupoBanre OC Windows Server. Coznanue u
coxpanenue koncosieit MMC. Koncons [IpocMoTp coObITHS
JloGaBieHre KOMITbIOTEpa IS YAAIEHHOTO YIIPABJICHUS.
Vnanennoe noakiarouenue u3 kouconn MMC

YcTaHOoBKa CITy:K0 TEPMUHAIOB U yJAICHHOE
agMuHUCTpUpoBaHue. HacTpoiika yaaneHHOTO MOJKIIOYEHUS
K pabouyemy cToiy

[ToaxmroueHue Kk cepBepy € MOMOIIbIO KIIMEHTA YIAIEHHOTO
MOJIKJIFOUEHUS K pabodeMy cTory

3namo:

Ilepeuenv mem, exnouennvix ¢ M/IK:
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pe3epBHOE  KONMHMPOBaHHE
nHpopManuu, RAID
TEXHOJIOTUH, XpaHWIUIIA
TaHHBIX;

apXUTEKTypy U (QyHKIUH
cHCTEM yIpaBJIeHUs
CETSMH, CTaH/IapTHI
CHCTEM YIPaBJICHHUS;
3a7a4un yIIpaBJICHUS:
aHAIN3

MPOU3BOJUTENBHOCTH U
HAJEeKHOCTH, YIpaBlIEHUE

0€30MacHOCTHIO, y4er
Tpaduka, yIpaBIICHHUE
KOH(UTyparue;

CpelcTBa MOHUTOPHHTA M
a”Han3a JIOKAJILHBIX CeTEN

Tema 2.1. IIpukiaagHoe nporpaMMHoe odecriedeHue
NMEePCOHATBHOI0 KOMIIBIOTEPA U CEPBEPOB AJIsl
o0ecreyeHns 0€30MACHOCTH JAHHBIX

CamocrosiTesbHast padoTa

CamocrosiTesabHast padoTa npu usydenunu Pasznena IIM 2

3.

CuctemaTudeckas mpopadoTKa KOHCIIEKTOB 3aHSTHH,
y4eOHOI U crienManbHON TEXHUYECKOH TUTeparypsl (1o
BOIIpOcaM K maparpadam, riiaBaM ydeOHbIX TOCOOHH,
COCTaBJICHHBIM TPENO/aBaTeseM).

[IpoexTHbie (HOpMBI pabOTHI, MOATOTOBKA COOOIIEHUN K

BBICTYIUICHHMIO HAa CEMHHapaX U  KOH(epeHUHUsX;
HOATOTOBKA pedepaToB, JOKIAIOB.

[ToaroroBska K 1a00paTOPHBIM paboram c
UCTIONIb30BaHUEM METOIUYECKIX peKOMeHanui
npenoaaBareds, oopmienue nabopaTopHo-

MPAaKTUYECKUX paboT, OTYETOB U MOJArOTOBKA K HUX

3aluTe.

[TonroroBka KOHCIEKTa MO TEMaM:

e Mertoas! 60pbOBI C PUITMHTOBBIMH aTaKaMH.

3aKO0HOJATENHCTBO O EPCOHANIBHBIX JaHHBIX.

3anuTa aBTOPCKUX TMPaB.

Haznauenue, QyHKUIMY U TUIIBI CUCTEM BUICO3AIIUTHI.

Kak moamuceiBate ¢ momomisto DI snexkTpoHHBIE

JIOKYMEHTBI pa3indHbIX (hOpPMaTOB.

0O0630p yrpo3 u TexHonoruii 3amutel Wi-Fi-cereit.

e [IpoGieMbl BHEAPEHHS JUCKOBOTO MU(BPOBAHUSL.

e boppba co  cmamMoM:  OCHOBHBIE  TOAXOJBI,
KJaccuukanmsi, MpuMepsl, TPOTHO3HI Ha OyayIee.

e OcoOeHHOCTHM  TPOIECCOB  ayTEeHTU(UKALUU B
KOpPIIOPAaTUBHOMU cpene.

e KgsanrtoBas kpunrorpadus.

e (CoBpeMEHHBIE YTPO3bl U 3alIUTa FJIEKTPOHHOU MOYTHI.

e [IporpaMmMmHBIE CpencTBAa aHAIM3a JIOKAJIBHBIX CETEU
Ha MPEIMET YA3BUMOCTEH.

e be3omnacHOCTh TPUMEHEHHUS TUIATEKHBIX CHUCTEM -
3aKOHOJATENLCTBO M MPAKTHKA.

e AymdT TPOrpaMMHOIO  KoJa
0€30M1aCHOCTH.

mo TpeOOBaHUSAM
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Antummuonckoe I1O (antispyware).

Ob6ecneuenne 6e3omacHocTr Web-CepBHCOB.

3amuTa OT BHYTPEHHUX YIPO3.

Texnomoruu RFID.

YHuuroxkenne  MHGOpMAIMM  HAa  MarHUTHBIX
HOCUTCIIAX.

BoTHeTs! - manapM COBpeMEHHBIX KHOepaTax.
udposeie BoAsIHBIC 3HAKH B H300paKEHUSX.
DJIEKTPOHHBII JIOKyMEHTOOOOPOT. Monaenu
HapYIIUTEIS.

Wnentuduxaiys no rojaocy. CKpbITbie BO3MOXHOCTH.
be3omacHocTh CBSI3H.

be3onacHOCTb pO3ZHUYHON TOPTOBIIH.

bankoBckast 6€30MacHOCTb.

Nudopmaruzamus yIpaBJICHUS TPaHCHIOPTHOU
0€30MacCHOCTBIO
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ITpunoxxenue 2.

NudopmaunoHHbie pecypebl, HCMOJb3yeMble PH BbINOJHEHUH CAMOCTOATEIbHOI padoThI*
*peKOMEHIyeTcs MoJIb30BaThess IHTEpHET-pecypcaMu IIpH CaMOCTOSTENBHON padoTe 1Mo BCeM
pazzenaM JUCIUILINHBI

Paznen IIM 1 (5 cemectp)

Ne 3ausatus

Pexomenayemble yueOHbIE H3aHUS

Sausarue Ne 1

1]¢.10-13; [2] c.11-12; [4] c.14-17

Sausarue Ne 2

4] ¢.26-31; [5] c.64-81

Sansartue Ne 3

5] ¢.84-102; [4] ¢.45-55

3ausartue Ne 4

2] c.11-18; [4] ¢.26-31; 34-44

3ausartue Ne 5

8] c.60-118; [1] 77-84

3ausatue Ne 6

2] ¢.49-67; [8] c. 7-38

Sausartue Ne 7

5] c.64-81; [4] ¢.34-38

Sausarue Ne 8

2] ¢.49-55: [6] ¢.54-66

Sausarue Ne 9

2] ¢.49-55: [6] c.54-66

3ausartue Ne 10

6] c.64-81; [4] ¢.45-55; [1] ¢.77-78

Sausartue Ne 11

5] ¢.84-92; 106-113;

Sausartue Ne 12

2] ¢.49-56; 73-98; [1] ¢.77-89

Sanusartue Ne 13

1]¢.77-82; [4] c.45-81

3ausartue Ne 14

5] ¢.84-102; [8] ¢.40-58

Sausarue Ne 15

5] c.4-38; 106-133; [2] ¢.73-76

3ausartue Ne 16

5] ¢.84-102; [2] c.49-60

Sausatue Ne 17

4] ¢.14-22; [2] ¢.49-64

Sausartue Ne 18

2] ¢.73-98; [1] ¢.90-100

3ausartue Ne 19

3angarue Ne 20 7] c.8-87;[15] c¢.321-364
3ansatue Ne 21 1] c.165-216; 325-336
3anstue Ne 22 8] c.3-38; [15] ¢.321-366
3anarue Ne 23 5] ¢.106-127; [2] ¢.267-269
3anstre Ne 24 2] c.11-18; [4] ¢.58-73
3anstue Ne 25 4] ¢.34-40; 45-55; [2] ¢.49-61
3anstue Ne 26 2] ¢.92-98; [1] c.111-123
Sanstre Ne 27 2]1¢.92-98; [1] c.111-123
3anstue Ne 28 1] ¢.105-110; [2] ¢.92-98
3anstue Ne 29 2] c.111-158; [3] c.153-159

3ausarue Ne 30

2] ¢.137-140; [3] ¢.153-159

Sausatue Ne 31

2] ¢.148-150; [3] ¢.153-159

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[2] ¢.56-61; [5] c.111-113
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

3anstue Ne 32 2] ¢.140-147; [3] ¢.106-122

3augarue Ne 33 2] c.152-157;[3] c.158

3anstre Ne 34 1] ¢.77-100; [4] c.145-150

3anstre Ne 35 2] ¢.159-215; [4] ¢.259-290; [3] ¢.299-311
3ansatue Ne 36 2] ¢.217-239; [4] c.161-191; 210-219

Paznen [IM 2 (6 cem)
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Ne 3ausatus

Pexomenayemble yueOHbIE H3IaHUS

Sausarue Ne 1

16] c.113-140; c¢.152-160;

Sausarue Ne 2

16] ¢.113-140; c¢.152-160;

Sansartue Ne 3

16] ¢.192-211;

Sausartue Ne 4

16] ¢.216-221;

3ansatue Ne 5 1] c.165-189;

3audarue Ne 6 2] c.455-464;

3augarue Ne 7 2] ¢.267-306;

3anstue Ne 8 2] c.412-421; [1] c.435-439;
3ansarue Ne 9 2] ¢.350-362;

3angarue Ne 10 2] ¢.362-382;

3ansitue Ne 11 2] ¢.382-396;

3anstue Ne 12 16] c.181-182; [2] ¢.382-394;
3angarue Ne 13 2] c.455-464;

3andarue Ne 14 2] ¢.267-306;

3ansarue Ne 15 2] c.455-466;

3andarue Ne 16 2] ¢.466-477,

Sausatue Ne 17

6] c.46-57; [6] c.140-144;

Sausartue Ne 18

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[2] ¢.401-426;
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

3ansarue Ne 19 2] ¢.29-32;

3angarue Ne 20 1] c.436-438;

3ansarue Ne 21 2] ¢c.254-265;

3ansarue Ne 22 2] ¢.382-395;

3anarue Ne 23 2] ¢.364-373;

3angarue Ne 24 2] c.385;

3ansitue Ne 25 2] ¢.382-394;

3anstue Ne 26 1] ¢.149-159; [2] c.181-186;
3anarue Ne 27 2] c.181-186; [1] ¢.149-159;
3ansitue Ne 28 5] ¢.130-159;

3ansarue Ne 29 2] c.466-477;

3angarue Ne 30 1] c.266-267;

3ansarue Ne 31 1] ¢.239;

3ansitue Ne 32 5] ¢.153-159;

3ansarue Ne 33 1]¢.169-170;

3angarue Ne 34 16] ¢.216-227;

3anarue Ne 35 16] c.113-140; c.152-160;
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