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1. TACITIOPT PABOYEM IMPOT'PAMMBI TPO®ECCHUOHAJIBHOI'O MOJYJISA

PaGouass mporpamma mnpodeccuonampHoro moayis «OoecnedeHue HH(OpPMALMOHHOM
0e30MacHOCTH B TeJeKOMMYHHUKAIMOHHBIX CHCTEMAaX M CeTAX BeHIaHHUs» (lajee mporpamma)
SBJISIETCS YaCThIO OCHOBHOM 00pa3oBaTeNbHOM MPOrpaMMBbl: MPOrPaMMbl MOATOTOBKH CHEIMAIMCTOB
cpennero 3sena (I[IICC3).

[Iporpamma B cootBercTBUU ¢ PI'OC no cnenmansHoct CIIO 11.02.10 «PaagmocBssb,
paauoBenianue M TejieBHAeHUe» (0a30BOM IMOATOTOBKH) CIIOCOOCTBYET OCBOCHHMIO BHJA
nearenbHoCTh: «O0ecnedyeHue MHPOPMALMOHHONH 0€30MACHOCTH B TeJeKOMMYHHKAINMOHHBIX
CHCTEMAaX M CeTSIX BeIAHU» U COOTBETCTBYIOIUX MpodeccrnoHanbHbx kommereHmii (I1K):

IIK 3.1. Mcnonp30BaTh MporpaMMHO-anmapaTHble CPEeICTBa 3alUThl HHPOPMAIIMH B CHCTEMax
PaAMOCBS3H U BEIIAHUSI.

[IK 3.2. IlpuMeHSATh CHUCTEMBI aHaIW3a 3alIUIICHHOCTH 11 OOHAPYXKEHHUS YSI3BHUMOCTECH B
ceTeBoi HHMPACTPYKTYpE, NaBaTh PEKOMEHIAINH 110 UX YCTPAaHEHHIO.

1K 3.3. OGecneunBath 0€30MaCHOE AIMUHUCTPUPOBAHUE CETECH BEIIAHMUS.

Omna siBrisieTcst euHON 171s BeeX hopm oOyuenust. Paboyast mporpamma CoAep>KUT TeMaTUYECKUN
mIaH W  CIOY)KUT OCHOBOM JuIsi  pa3paboOTKM  KOHTPOJbHO-OleHOYHBIX  cpeAacTB  (KOC)
po¢eCCHOHATHLHOTO MOIYJIS.

[Tporpamma npoecCuoHaTBEHOTO MOAYJISI MOXKET ObITh HCIIOJIb30BaHA:

®B JIONOJHUTEIBHOM NPO(ecCHOHANBHOM 00pa30BaHUHM U MPO(PECCHOHATHHON IMOATOTOBKE B
00JacTi TEIEeKOMMYHHKAIUI MPU HATHYUU CPEAHETO (TIOJTHOr0) 00IIero o0pa3oBaHusl, OMBIT PabOThI
He TpeOyeTcs;

® [IpU OpraHU3allii KypCOB TOBBIIICHHS KBATH(PUKAIMN U TEPENOITOTOBKE PAOOTHUKOB CBSI3U
MIPU HATMYKU TPOPECCHOHATBHOTO 00pa30BaHUsI.

1.2. ean u 3aga4m MoayJist — TPeOOBAHUSA K pe3yJIbTaTaM OCBOCHHMS MOYJIS:

C uenpl0  OBNAJEHUS  yKa3aHHBIM  BHJIOM  JIEATE€IBHOCTH U COOTBETCTBYIOIIMMU
po(hecCHOHATFHBIMHA KOMITETCHIIUSAMU O0YJarOIIHUIACS B X0 OCBOEHUS MPO(HECCHOHATLHOTO MOTYJIs
JTOJIKEH:

HMeTh MPAKTHYECKHUI ONBIT:

- BBISIBJICHUSI KAHAJIOB YTEUKU MH(POpMAIUH;

- ornpezeneHus HEOOXOIUMBIX CPEACTB 3alllUThI;

- MIPOBEICHUS aTTECTAIIMH O0BEKTA 3aIIUTHI (IPOBEPKH YPOBHS 3alTUIIICHHOCTH );

- pa3pabOTKH MOMUTHKN OE30MTaCHOCTH JIJIsi 00OBbEKTA 3aIUTHI,

—  YCTaHOBKH, HACTPOMKH CIEUATU3UPOBAHHOTO 000PYAOBAaHHUS 10 3aIIUTE HH(OPMALINK;

- BBISIBJICHUSI BO3MOXHBIX aTaK Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI;

—  YCTaHOBKM WM HACTPOWKH MPOTPAMMHBIX CPEJCTB 3allUThl ABTOMATH3HPOBAHHBIX CHCTEM U

UH(OPMAIIMOHHO-KOMMYHHUKAITMOHHBIX CETEH;

- KOH(UTYpUpPOBAaHUS aBTOMATH3MPOBAHHBIX CHUCTEM U HH(DOPMALMOHHO-KOMMYHHKAIIMOHHBIX

CeTeH;

— OPOBEPKM  3AlIUIICHHOCTH  aBTOMAaTHU3UPOBAHHBIX  CHCTEM M HH(DOPMAIIMOHHO-

KOMMYHHKAITUOHHBIX CETEH;

- 3aIUTEI 0a3 JaHHEIX;
- OpraHMU3aIMH 3aIIUThI B PA3JIMYHBIX OMEPAIMOHHBIX CUCTEMAX U Cpeaax;
- mupoBaHus HHGOpMAIUH;
yMeThb:
- KJ1accu(puIupoBaTh yrpo3sl HHPOPMAIMOHHOM 0€30MMacHOCTH;
- MIPOBOAMTDH BEIOOPKY CPEICTB 3alIUTHI B COOTBETCTBUU C BBISBIEHHBIMH YTPO3aMHU;
- OTIpeIeNIATh BOZMOXKHbBIE BUbI aTaK;
- OCYIIECTBIISATH MEPOIPUSITUSI 110 MMPOBEACHUIO aTTECTALIMOHHBIX padoT;
- pa3pabaThIBaTh MOJUTHKY 0€3011aCHOCTH 00BEKTa;
- BBIMOJHATh pacyeT M YCTaHOBKY CIHEUAIM3UPOBAHHOTO OOOpYIOBAaHUS [UIsl MaKCHMAalbHON
3aIUIIEHHOCTH 00BEKTA;
4



UCII0JIB30BaTh MPOTrPaMMHBIE MPOAYKThI, BBISIBIIAIONINE HEAOCTATKH CUCTEM 3aIUThI;
MIPOU3BOJIUTH YCTAHOBKY U HACTPOMKY CPE/ICTB 3alllUTHI;

KOH(UTYpUpOBaTh aBTOMATH3MPOBAHHBIE CUCTEMbl U HH(POPMAIMOHHO-KOMMYHUKALOHHBIE
CETH B COOTBETCTBUHU C TOJUTUKON MHPOPMAIIMOHHOM 0€30MacHOCTH;

BBINOJIHATH TECTUPOBAHUE CUCTEM C LIEJIbIO ONIPEIEICHNS] YPOBHS 3aIUIIECHHOCTH;

UCIIOJIb30BaTh IPOrPaMMHBIC TTPOYKTHI ISl 3alIUTHI 0a3 TaHHBIX;

MPUMEHSTh KPUTITOTpapUIecKre METO bl 3aIUTh HHPOpMAIIHH;

3HATb:

KaHaJIbl YTEUKH WH(POPMAIHH;

Ha3zHaueHHe, KJIacCu(UKAIUIO ¥ IPUHLIUIIBI PA0OTHI CIIELUATU3UPOBAHHOTO 000PYI0BAHUS;
NPUHIUIBI TOCTPOCHUS! HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHBIX CETEeH

BO3MOXHBIE CITOCOOBI HECAHKITMOHUPOBAHHOT'O IOCTYTIA;

3aKOHOJIaTeNIbHBIE 1 HOPMATHUBHBIE ITPABOBBIE aKThI B 00JIACTH MH(OPMAIIMOHHON 0€30IacHOCTH;
IpaBujIa MPOBEACHUS BO3MOKHBIX IPOBEPOK;

3TaIlbl ONpeeTeHUs KOHPUICHIIMATBHOCTH JOKYMEHTOB OOBEKTa 3aIIUTHI;

CTPYKTYPY CHCTEM YCIIOBHOTO JOCTYIIAa ¥ IPUHIUI UX PaOOTEHI;

BO3MOJKHBIE CITOCOOBI, MECTA YCTAHOBKH U HACTPOWKH MPOTPAMMHBIX ITPOTYKTOB;
KOH(UTypanmy 3aIuIIaeMbIX CEeTeH;

AJITOPUTMBI Pa0OTHI TECTOBBIX MTPOTPAMM;

COOCTBEHHBIE CPE/ICTBA 3AIINTHI PA3IMYHBIX ONEPAIMOHHBIX CHCTEM U Cpel;

CrocoObl U METO/IbI M (POBAHUS UHPOPMALIUH.

1.3. Kotn4ecTBO 4acoB Ha 0CBOECHHME TPOrPAMMBI AU CHHMIIMHBI

Bcero — 198 yacos, B ToM umcie:

00s13aTeNIbHON ayTUTOPHOM yueOHO Harpy3ku oOydatomierocst — 150 yacos;
y4eOHOM U TPOU3BOACTBEHHOM npakTuku— 36 + 18 yaca;

CaMOCTOSITeNIbHON paboThl oOyuatomierocs — 48 yacos.



2. PE3YJIBTATBI OCBOEHUSA TPO®ECCHUOHAJBHOI'O MOAYJIA

Pe3zynpraTtoM OCBOEHHUS HPOrpaMMbl MPOGECCHOHATBHOIO MOJIYNs SBISETCS OBJIAJACHUE
o0yJaromuMHucs BHIOM JesTeabHocTH OfecrneyeHHne HWH(POPMALMOHHOWH 0e30MacHOCTH B
TeJIEKOMMYHHKAIMOHHBIX CHCTEMAaX M ceTAX BellaHus, B ToM ducie npopeccuonanbHeiMu (I1K) n
obmmmu (OK) koMneTeHIsIMHU:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUst

OK 1. [lonnmarh CyIIHOCTH M COLMANbHYIO 3HAUYMMOCTh CBOEH Oyayuieil mpodeccuw,
IIPOSIBJISATH K HEW YCTOWYMBBIN HHTEPEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTENbHOCTb, BHIOMpAaTh THUIOBBIE METOABI U
CIIOCOOBI BBIMOJIHEHHSI MPO(ECCUOHANBHBIX 3a/1a4, OLEHUBATh UX 3(P(PEKTUBHOCTh U
Ka4yeCTBO

OK 3. IIpuHUMaTh pelieHus B CTAaHJAPTHBIX U HECTAHAAPTHBIX CUTYyalUsAX U HECTHU 3a HUX
OTBETCTBEHHOCTh

OK 4. OcymecTBiaTh TOWUCK M HUCHONb30BaHWE WH(OpMammu, HEOOXOAUMON s

3(PEeKTUBHOTO BBITTOHEHHUSI MPO(ECCUOHATBHBIX 3a/1a4d, MPOGEeCcCHOHATHHOTO H
JIMYHOCTHOI'O PA3BUTHA

OK 5. Hcnons3oBath MH(OPMaIMOHHO-KOMMYHHUKAIIUOHHBIE TEXHOJIOTHH B
poecCHOHAIBHOM IeSATEbHOCTH

OK 6. PaGorate B KOUIeKTHBE W KoMaHzae, 3(PGEKTHBHO 0OMmMATHCS C KOJIJICTaMH,
PYKOBOJICTBOM, MIOTPEOUTEISIMU

OK 7. Bbpate Ha cebsi OTBETCTBEHHOCTHh 3a pabOTy WICHOB KOMAaHBI (IIOAYMHEHHBIX),
pe3yNbTaT BHINOJIHEHUS 3a1laHul

OK 8. CaMoOCTOATENbHO — ONpEAeNsaTh 3aJaud  NPOPECCHOHATBHOIO M JUYHOCTHOTO
pa3BUTHA, 3aHUMATbCA CaMOOOpPa30BaHHWEM, OCO3HAHHO IUIAHUPOBATH MOBBILICHHE
KBTU(DUKAITAH

OK 9. OpueHTHpOBaTbCS B YCIOBHUSIX YaCTOM CMEHBI TEXHOJIOTWH B MpodeccCHOHaIbHON
JeSITeIbHOCTH

[IK 3.1. | Ucnonb3oBath NporpaMMHO-anIapaTHbIe CPeCTBA 3alUThl HH(POPMAIIH B
CUCTCMAX PaUOCBA3HU U BCIIAHUA

I1IK 3.2. | [IpumeHsATh cUCTEMBI aHaIN3a 3alIUIIEHHOCTH Uil OOHAPYKEHUS YA3BUMOCTEN B
CeTeBOM MH(PPACTPYKTYpE, JaBaTh PEKOMEHIAIINH 110 UX YCTPAHEHHUIO

IIK 3.3. | OGecneunBarh 6€30MacHOE aIMUHUCTPUPOBAHHE CETEH BelllaHUs




CETHAX BCIIAHU D)

3. CTPYKTYPA U COAEP KAHUE NPOPECCUOHAJIBHOI'O MOAYJIA
3.1. TemaTnyecknii iaH npogeccHoHAIBLHOro Moy «Ooecneyenne HHPOPMANMOHHON (0€30MACHOCTH B TEJEKOMMYHMKAIMOHHBIX CHCTEMAaxX M

O0bem BpeMeHH, OTBeIEeHHbIH HA OCBOEHUE

IIpakTuka
MEKINCHUTIIHHAPHOT0 Kypca (KypcoB)
Oo0s13aTennbHAs ayIMTOPHAS CamocrosiTesbHA
Kox Bceer yueOHasi HArpy3Ka s1 padora
0 o0y4aronerocs o0yuyarierocst [Ipon3BoCTBEeHHAsI
npogdeccuoHaIb HaumeHoBaHus pa3jiesioB
HBIX npodeccHONATHHOTO MOYJIs 4yaco B T.Y. B T.4., BT.4., | YueOna (mo mpogu.tio .
KOMITeTeHIHil B Beero Ja0opaToOpH | KypcoBa KypcoBa s, CIeUATLHOCTH),
ble pa0doThl U | f1 padora | Beero, | si paGora | 4acoB 4acoB
qaéms NPAKTU4ecKH | (MpoeKT) | 4acoB | (IPOEKT)
e 3aHATHS, , ,
4acoB 4acoB 4acoB

IIK 3.1-3.2 Paznen IIM 1. TexnoJsiorus 54 36 14 18 -

NPUMEHEHHUS KOMILJIEKCHOM

CHCTEeMbI 3aIIUTHI HHpOpMALUN B

CUCTEeMAaX PaIMOCBSI3H U CeTAX

BelAHUA
IIK 3.2- 3.3 Pazpnen IIM 2. TexnoJiorus 126 60 34 30 36

HCI0JIb30BAHUSA CHCTEM YCJIOBHOIO

AOCTYIA B CeTAX BeNIaHUSA
IIK 3.1, IIK 3.2, | [Ipou3BoacTBeHHAs MPAKTUKA, (110 18 18
IIK 3.3 NpoPUII0 CIEeNNATBLHOCTH), YACOB

Bceero: | 198 96 48 - 48 - 36 18




3.2. Conep:kanue 00y4eHusi Mo NpodeccCuoHATBLHOMY MOAYJII0 «O0ecneyeHre HH(POPMANUOHHON 0€30MACHOCTH TEJeKOMMYHHMKAIMOHHBIX CHCTEM U
ceTsIX BelIaHUusD)

Ypo
HaunmenoBaHue pa3ieiioB BEH
npogeccuoHAJIBLHOT0 MOTYJIS Conep:kanue y4ye0OHOro MaTepuaJa, JadopaTopHbie padoThl M MPAKTHYECKUE 3AHATHUS, Oo0bem b
(IIM), Me:KTHCIUIITTHHAPHBIX caMoCTosITeIbHAsA padoTa 00y4aommMXxcs, KypcoBasi padoT (IpoeKT) 4acoB | OCBO
kypcoB (MJIK) u tem eHHU
Ll
1 2 3 4
Pa3zpen IIM 1 54
TexHo0rns NpMMeHeHHUs
KOMILIEKCHOM CHCTEMBI
3a1MTHI HHpoOpMauMu B
CHCTEMaX PaJMOCBS3HU U CeTAX
BelAHUA
M/IK 03.01. 54=
TexHos0rns NpuMeHeHus1 ?Izrgi“
KOMILJIEKCHOM CHCTEeMbI 184.CP
3a1MTHI HHpoOpMauMu B
CHCTEMaX PaJMOCBS3U U CeTAX
BelAHUA
Tema 1.1. Conep:xaHue y4eOHOro MarepuaJa: 8
OcHOBBI HH(OPMAITMOHHOH 1 3ansaTue Ne 1. IlonsiTne nHPOPMALMOHHOHN 0€301ACHOCTH
06e30macHOCTH 1. [TonsiTne nHpOpMAITMOHHOM 0€30MMaCHOCTH, XapaKTEPUCTUKA €€ COCTABIISIOINX.
12 (8+44.JII13) 2. Mecto MHQOPMALMOHHOW OE€30MaCHOCTH B CHCTEME HALMOHAJIBHON OE30MacCHOCTH.
KonnenryanasHas MoAeNb 3aIUThl HHPOPMAITUH. 1
3. [Ipo6nemsl nHGOPMAITMOHHOK 0€30MacHOCTH B cdepe TeIeKOMMYHUKAIU: 00BEKTHI
3aIUTHI; BUJIBI 3aIIUTHL; CUCTEMBI 3alTUTHl HH(OPMaIUK.




3anaTue Ne 2. Knaccupuxkanus yrpos Ub

1. Knaccudukanmmst wu  aHanms  yrpo3  MHGOPMAIMOHHOW  O€30MacHOCTH B
TCIICKOMMYHUKAITUOHHBIX CUCTCMAX.

2. Buner ys3sumocTi uHGopMauu 1 Gopmbl ee MposBICHUS.

3anaTue Ne 3. 3ammimaemble HHGOPMALMOHHbIE AKTHBBI

1. [Tonsitue o KoHUAEHIIMATLHON MHPOpManuu (TpuUdbI, 3aKOH O TOCYAAPCTBECHHOU
TaiiHe, 3aKOH O JUYHOU TallHe, 3aKOH O KOMMEpPYECKOH TaliHe).

2. KareropupoBanue napopmMaiuu.

3ansaTue Ne 4. OcHOBHBIC IPMHIUIIBI NOCTPOCHHUS CHCTEM 3aIUT HHGOpMALHNHT

1. VYpoBHn  wHPOpPMAIIMOHHOW  0OE€30MacHOCTH  —  3aKOHOAATEIIbHO-TIPABOBOM,
aMUHUCTPATUBHO-OPraHU3aLOHHBIM, IPOIPAMMHO-TEXHUYECKUH.

2. [TpuHIMIBI TOCTPOEHUS CUCTEM 3alUTh HH()OPMAIUH.

IIpakTuyeckue 3aHATHS:

1.1.1

3ansaTue Ne 5. AHanu3 pruckoB HHQOPMAIIMOHHOW 0€30IaCHOCTH

1.1.2

3ausatue Ne 6. ObGecrnieueHre MHPOPMAINMOHHON OE30MaCHOCTH B BEAYIIUX 3apyOeKHBIX
CTpaHax

Tema 1.2.
[IpaBoBoe obecnieueHue
nH(pOpMaIMOHHOM 0€30MacHOCTH
12 (8+4u.JII13)

Conep:kanue y4eOHOro MmarepuaJa:

1

3ansaTue Ne 7. HopMaTHBHO-IpaBOBasi paMKa 0TPACJIH 3aIIUTHI HHGOpMALHU
1. Nudopmarnus kak 00bEKT Mpasa.

2. HopmatuBHO-1IpaBoBbIe OCHOBBI HH(GOPMAIIMOHHOH Oe30macHocTH B PO.
2 | BansaTue Ne 8. HopMaTuBHO-IpaBoBasi paMKa OTPACJIU 3allIUTHI HH(POpMALMH
1. KoHCcTUTylIMOHHBIE TrapaHTHM TMpaB TpakJaH B o0MacTH HMH(POPMAITMOHHON
0€301MacHOCTH.
2. [lonsTue u BUIBI 3amIMIIaeMoii HHPOPMALIUY IO 3aKOHOAATENbCTBY PD.
3 3ansaTue Ne 9. 3amura rocynapcrsenHoi Taifnbl. Kateropuposanue nadopmanuu
1. Cucrema 3alMThl TOCYJaPCTBEHHOMN TalHBI.
2. I1paBoOBOI peKUM 3aIMTHI TOCYAAPCTBEHHOM TalHBI.
4 | 3ansaTue Ne 10. CrangapTusanusi ”HGOPMAIHOHHOW 0€30MaCHOCTH
1. JIuueH3upoBaHue U cepTUHUKAIMS B 00IaCTH 3aIUTHl HH(POpMAIUH.
2. Cranmapruzanus ”HOOPMAITMOHHONW 0€301TaCHOCTH.

IIpakTHYecKHe 3aHATHSA:

1.1.3

3ausitue Ne 11. Mzydenne HopmaTuBHO-TIpaBoBoit 6a3el b

1.1.4

3ansitue Ne 12. [ToctpoeHne KOHIENIMHY HHPOPMALIMOHHON 0€30MacCHOCTH MPEIIPUITUS

Tema 1.3.

Conep:kanue y4eOHOro MmarepuaJa:




OpranuzannoHHoe obecneueHune
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.
12 (6+64.JII13)

3anstue Ne 13. IlonsiTe MOTUTHKH 0€30IIACHOCTH

1. CymrHocTh ¥ cepbl ASHCTBUS OpraHU3aIlMOHHON 3aIUTHl HH(OPMAITUH.
2. Mexanu3Mmsbl o0ecrieyeHust HH(POPMAIIMOHHOI 0€301MacHOCTH.

3. Pa3zpaboTka monuTrkyu 6€30MacHOCTH.

3ansaTue Ne 14. AHam3 yrpo3 nHGOPMANMOHHON 0€301aCHOCTH

1. [IpoBenenne aHanmm3a yrpo3 W pacdyeTa PHUCKOB B o01acTd WHOOPMAIMOHHOU
0€30MacCHOCTH.

2. Br160p MexaHN3MOB | CpeJICTB obecrieueHrs] HHGHOPMAITMOHHONW 0€301TaCHOCTH.

3. Monenu 3amuThl ”HGOPMALIMOHHBIX CHCTEM.

3ansaTue Ne 15. OpranusanuonHoe odecrneyeHue HHGOPMALMOHHOM 0€30MACHOCTH
1. [IpaBuna opranuzanuu padboT Moapa3AeIeHUN 3alUThl HHPOPMALIUH.

2. Pa3zpaboTka HHCTPYKIIHiA 110 pabOTE CO CPEACTBAMU 3AIIUTHI.

3. Opranuzanus paboThl NepcoHaa ¢ KOH(pUASHIMATHHON HH(OpMAITHEH.

IIpakTHYeCKHE 3aHATHSA:

1.1.5

3austue Ne 16. Aynut uadopMaimoHHOW 0€30MMaCHOCTH TIPEATPUITHS

1.1.6

3ausitue Ne 17. Pa3paboTka MoOjoKEHUN O 3alUTe MEPCOHATBHBIX JAHHBIX PaOOTHUKOB
IPEANPUITUI

1.1.7

3austue Ne 18. PazpaboTka moauTuku 0€30MacHOCTH IPEATPUSTHS

CamocrosiTesbHasi padoTa o0yyaommxcs npu usydyeHuu pasaena [IM 1:

XN R WD =

OdopmiieHne B BUjie KOHCIIEKTa OCHOBHBIX PYKOBOJSIINX TOKYMEHTOB 00 aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

Pa3paboTtka cxeMbl KiaccH(UKALMU aBTOMATU3UPOBAHHBIX CUCTEM.

N3yueHne KOHLIENIMY aBTOMaTU3UPOBAHHON CUCTEMBI.

CocraBneHne CXeMbI IIOJCUCTEMA 3AIUTHI OT HECAHKIIMOHUPOBAHHOTIO TOCTYTIA.

Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX ITPU3HAKOB HECAHKIIMOHUPOBAHHOTO AOCTYNA K WH(OpPMAIIHH.

Pa3zpabotka cxemsol [laponbsHoit ayreHTHDUKAIIAN.

Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOKEHUN 00IIEMETO0I0IMYECKUX MPUHIMIIOB ()OPMUPOBAHUS TEOPUH 3AILUTHI.
CocraBneHnne nepeyHs 3aad TECOPUH 3aIIUTHI.

9. IlpuHUUIIBI HOCTPOCHUS 3aLIUTHI B CETSIX.
10. OdopmiieHne B BIi€ KOHCIIEKTa BOIIPOCOB, KACAIOIINXCA MOHATHS CTPATETUU 3alllUThl MH(POpMAMU U 0OCOOEHHOCTEN CTPATErHuecKuX

peLIcHu.

11. [ToaroToBka nepevHs TpeOOBaHUI K cepBHcaM 0€30TMacHOCTH.

12. CocraBneHue cXxeMbl OCHOBHBIX COCTABJISIFOIINX TMOJUTHKU O€30MIaCHOCTH.

13. OdopmieHue B BUIe KOHCIIEKTa OCHOBHBIX MMOJI0KEeHUH MexaHn3ma ayTeHTU(PUKAIINHN.
14. Pa3paboTKka CTpYKTYphl IPOIIECCOB TEXHOJIOTHHU yIIpaBiieHHs noacucteMoit 3anmrsl OC.
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15. IloHATHE CUCTEMHOIO aHAJIN3a: MUKPOCKOIMMYECKOE MPECTABIEHNE CUCTEMBI, HEPAPXUUECKOE MIPEICTABIEHUE CUCTEMBI.
16. Pa3paboTka kiaccuukamuy MOJIEICH 3alUThI.

17. OopmieHune B BIJIe KOHCIIEKTa OCHOBHBIX TpeOoBaHuil K CpecTBaM U METO/1aM BBISIBJICHUS KOMITBIOTEPHBIX BUPYCOB.
18. IlonroroBka apXUTEKTYPHOH MOJEIN Y IPABICHUS JOCTYIIOM.

19. OopmiieHne B BHJIe KOHCIIEKTa OCHOBHBIX MOJIOKEHUH AyTeHTHPHUKAIMU B foMeHax Windows.

20. CocraBnenue nepeyns craauii CeTeBbIX aTak.

21. OmpeneneHue TUIIOBOM MOJETH CUCTEMbI aBTOMAaTU3UPOBAHHOTO IPOSKTHUPOBAHUS 3AIIUTHI HH(POPMALIUH.
22. Pa3paboTka Mojenu 3auThl HH()OpMAIUH.

23. OopmieHne B BIIe KOHCIIEKTa OCHOBHBIX IOJIOXKEHUH armapaTHBIX CPECTB 3alUThl HH()OpMAITUH.

24. OopmieHue B BUJIe KOHCIIEKTa OCHOBHBIX BHUIOB KOHTPOJISI O€30MaCHOCTH.

25. TloaroroBka minana Ayaura. OgopmiieHre B BUie KOHCIIEKTa OCHOBHBIX MOJ0KEHUN MaTeMaTHYeCKO! 3aluThl HH(pOpMAaLUH.
26. CocraBlieHHE TIEPEYHS METO/I0B KOJIUPOBAHUS HH(OpMAITUH.

27. Pa3paboTKa anroputMa XemupoBaHHsl.

28. IloaroroBka nepeyHsi aHTUBUPYCHBIX IIPOTPaAMM.

29. O¢opmienue B BIIe KOHCIIEKTAa OCHOBHBIX MOJIOKEHUI HHKEHEPHO-TEXHUYECKOH 3aIUThl HHPOPMALIUH.
30. Pa3paboTka cxeMbl 3alIUThl ONIEPAITMOHHONW CHCTEMBI.

31. OdopmiieHue B BUJIe KOHCIIEKTa OCHOBHBIX BHJIOB IMOTEHIIUAIEHO OMACHBIX MPOTPaMM.

TemaTHka TOMAINHUX 3aaAHUM:

CocraBiieHre JOKIaaa O KPUTEPUSIX 3aIIUTHI HH()OPMAIIUH.

[Toarororka pedepara o teme «JIMHEHHAsS CTPYKTYypa 3aUTHl HHOOPMAITUN .

Cxema «Kmaccel 3alIUThl aBBTOMAaTU3UPOBAHHBIX CUCTEM.

Cxema «HopMaTuBHO-1IpaBOBOE PETYIUPOBAHKE 3AIIUTHI HH(DOPMALIUN.

[ToaroroBka nmpe3enranuii mo reme «HecaHKIIMOHUPOBAHHBIN TOCTYI K HHPOPMALIUN.

[ToaroroBka nokmnana «Mojens 3amuThel Knapka-Bunconay.

Cxema «VICTOYHUK HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HHPOPMAITUN.

Cocrasnenue nokiana «Mogaens 3ammThl bamna-Jla ITagymer.

[ToaroToBka nmpe3eHTanuii «3amuTa onepaoHHoi cucteMbl Windowsy.

[Toarororka pedepara «CtanmapTsl O€30MACHOCTH.

Cxema «BBoj, XpaHeHHE U y4eT HH(pOpMAIHI.

[Toaroroska pedepara «PezepBHOE KOTUPOBAHUEY.

[ToaroroBka nmpe3enranuii «IIporpaMmmbl BOCCTaHOBICHUS WHPOPMALIAN.

Cxema «Ayaut.

Cocrapnenue nokiana «[IpoToKosbl 3alIUIIIEHHBIX KAHATIOBY.

MexceteBoe 3xkpanupoBanue «PunbTparus Tpapukay.

ITogroroska npesenranuii «Martpuua gocTymnay.

NN R =
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18. Cxema «ApxuTektypa cpencts 6e3omacHoctu [PSecy.

19. IToarororka pedepara «Cpencrpa 3amutel CYB/] Oracley.

20. CocraBnenue noxiana «ObecrneyeHne KOHPHUIESHIMAILHOCTH U IIEIOCTHOCTH 3JEKTPOHHBIX IOKYMEHTOBY.

21. IloaroroBka mpe3eHTaIUil «AyTeHTH(DUKAIINS, aBTOPU3AIMS ¥ aIMUHICTPUPOBAHUE ACHCTBUIN TTOJIH30BATEICH.
22. TloaroroBka pedepata «JloMeH 6€3011acCHOCTH.

Pazgen IIM 2 126=
TexHo0rNsI HCMOJIbH30BAHUS 90+36
CHCTEM YCJIOBHOIO JOCTYIIA B

ceTsIX Bel[aHusl
M/IK 03.02. 90=
TexHOJI0THsl UCTOJIL30BAHUS 26+
344 JII13
CHCTEM YCJIOBHOIO JOCTYIIA B 304,
ceTsIX BellaHusl CP
Tema 2.1. Conep:kanue y4yeOHOro MarepuaJa:
[IporpamMHoO-anmnapaTHsie 12

CpelcTBa 3alIUThl MHPOPMaIIUH.

30 (12+184.J1M13)

3ansaTue Ne 1. 3amura ungopmannu B TKC

1. WNndpopmanmonnas 0e30MacHOCTs B TEIEKOMMYHUKALMOHHBIX M HH(POPMAIMOHHO-
KOMMYHHUKAI[UOHHBIX CETSX.

2. OcHosuble HanpaBieHus 31 B TKC.

Sausarue Ne 2. 3amumennocts TKC

1. CTpyKTypHBIE CXEMbI CHCTEM 3allUThl WH(GOPMALUK B THIIOBBIX WH(OPMALMOHHBIX
cucremMax.

2. [Toka3zaTenu 3alMIIEHHOCTH TEJIEKOMMYHUKAIIMOHHBIX CHCTEM.

3ansaTue Ne 3. Ayaur 3amumennoctu TKC

1. CepBucHI, obecrieunBaronye HH(pOPMAITMOHHYIO 0€3011acHOCTh B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMaX U  CETSX BEILAHUS.

2. OrpannueHue GU3NYECKOro 10CTyNa K aBTOMaTU3UPOBAHHBIM CUCTEMaM.

3. Wnentudukanms u ayreHTU()UKALNS TOIb30BATENIEH.

4. OrpaHuyeHHe 10CTyIa B CUCTEMY; pa3rpaHMYEHUE JOCTYMA.

5. Perucrpanus coObITHI (ayANT).

3ansTue Ne 4. OcHoBbI KpunTorpaguu

1. Kpunrorpadguueckass 3ammra; KOHTPOJb LEJIOCTHOCTH; YIPAaBJICHUE MOIUTUKAMU

0€30MMacCHOCTH;, YHHUYTOKCHHE OCTATOYHON HMH(OpPMAIMH, PE3CpPBHUPOBAHUC JIAHHBIX; CETEBas
3amyra, 3aiura OT YTGLIKI/I nu HepeXBaTa I/IH(bOpMaI_[I/II/I I10 TCXHUYCCKHUM KaHaJlaM.
2. IToxcucremsl OE30IMACHOCTH.
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3anstue Ne 5. Bpenonocnoe 110

1.
2.
3.

TumnoBble yjaleHHbIE CETEBbIE aTAKU M UX XapaKTEPUCTHKA.
KomMmiproTepHble BUPYCHI U 3alllUTa OT HUX.
AHTHUBUPYCHBIE IPOIPAMMBI U KOMILIEKCBI.

3ansatue Ne 6. 3amura ot Bpegonocuoro IO

1. [TocTpoeHne cuUcCTEM aHTUBUPYCHOM 3alIUTHl TEICKOMMYHHMKAIIMOHHBIX CHCTEM U
ceTei.
2. [Tporpammuoe obecrieuenus 1151 60psObI ¢ BpeoHOCHBIM [10.
JlabopaTopHble padoThI: 18
2.2.1 | 3anstue Ne 7. Metoas! 3amuthl nHGpopmanuu. [ndp npocToit nepectaHOBKU
2.2.2 | 3ansaTue Ne 8. Meroas! 3amutsl nHbGopmaruu. [1udp [ezaps
2.2.3 | 3ansatue Ne 9. PezepBHoe KonupoBaHue HHGOOPMAIIH
224 | 3anatue Ne 10. OcHOBHBIE TNpPH3HAKU MPUCYTCTBUS Ha KOMIBIOTEPE BPEIOHOCHBIX
porpaMmm
2.2.5 | 3ansaTue Ne 11. OxHOpazoBbie OJIOKHOTHI
2.2.6 | 3anaTue Ne 12. Cerp Delicrens
2.2.7 | 3ansitue Ne 13. IludpoBanue ¢ OTKPHITHIM KIIOYOM U 3JIEKTPOHHAs HU(poBas MOIIHUCH
Ha GPG. Meron mudpoBanus ¢ OTKPHITHIM KiIF04oM RSA
2.2.8 | 3anstue Ne 14. OrneHka 3alIMIIEHHOCTH HH()OPMAINH IO aKyCTUYECKOMY KaHATy
2.2.9 | 3ansaTue Ne 15. Onenka 3anuIeHHOCTH HHPOPMAIIUN 10 JIEKTPOMAarHUTHOMY KaHATy
Tema 2.2. Coaeprxanue yueOHOIro MaTepuaJa: 14
AJIMUHUCTPUPOBAHKE 1 | 3ansaTue Ne 16. TexHOJOrMH 3aIUTHI JAHHBIX

TGH@KOMMyHI/IKaI_[I/IOHHBIX
CHCTEM U ceTell
CBSI3U

30 (14+164.JI113)

2.
ACMMMETPUYHBIC aJITOPUTMBI MK (POBAHUS, NEKTPOHHAs M(POBask MOJMKUCH, cTeraHorpadus).

Texnonoruu 3alllUThl JaHHBIX.
[Ipunnuner  kpunrorpadgudecko  3amuThl  WHQOpMANUKU  (CHMMETPUYHBIE |

2 | 3anusaTrue Ne 17. AyreHTudukauus

2.
3.
4.

PaznuuHble TEXHOJIOTHUHA aYT€HTI/I(1)I/IKaI_II/II/I.

TexHOMOoruu 3aIuThl MEXCETEBOI0 0OMEHa JaHHbIX.

TexHomorus O6€CH€‘IGHI/IH 6630HaCHOCTI/I CCTCBLIX OIICPALIMOHHBIX CUCTCM.
OCHOBBI TEXHOJIOTMM BUPTYAJIbHbBIX 3alMIICHHBIX ceTeil VPN.

3 | 3ansaTue Ne 18. Texnonorun ooHapyKeHUsI BTOP:KeHU

TexHomorusi oOHApYKEHUs BTOPKECHHHM (aHAIM3 3alIUIIECHHOCTH W OOHAPYKCHHS

CETEBbIX aTaK).
2.
3.

TpeboBanus Mo 3aMIMTE OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
TexHuyeckue cpencra odecrieueHus: 0€30MACHOCTH TEIEKOMMYHHUKAIIMOHHBIX CHCTEM
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ceTell Belauus

4 | 3ansaTue Ne 19. 3amura KOPpNOPATUBHBIX ceTel

l. MHoroypoBHeBasi 3allUTa KOPIOPATUBHBIX ceTed. PexxuMm  (yHKIMOHUPOBAHUS
MEXCETEBbIX 3KPAHOB M MX OCHOBHBIE KOMIIOHEHTHL. Mapmpyruzaropsl. IInt03s1 ceTeBoro
YPOBHSL. Y CHUJICHHAs ayTeHTH(PUKALINS.

2. OcCHOBHBIE CXEMBI CETEBOM 3allIMThl Ha 0a3e MEXKCETEeBBIX JKpaHOB. [IpuMeHeHHE
MEXKCETEBBIX dKPAaHOB JJIsl OPraHMU3alMM BUPTYaJIbHBIX KOPIOPATUBHBIX ceTeil. [Iporpammuble
METOJbl 3alIUThl MH(OpMalKU. 3alliTa KOMIIBIOTEPHBIX CHUCTEM OT YJAJIEHHBIX aTak 4depes
ceTb Intrnet.

5 | 3ansaTue Ne 20. 3amuTa KOPNOPATUBHBIX CeTel

l. Knaccugukanus cnoco0oB 3amuThl WHGOPMAIMKM B KOMIBIOTEPHBIX ceTsx. lloHsTHe
pa3pylIalomero MporpaMMHOTO  BO3JCUCTBUA. Mojaenu B3aUMOJCUCTBUA NPUKIAIHON
IIPOrpaMMbl U IPOrPaMMHOM 3aKJIaIKH.

2. MeTtoapl mepexBata U HaBsI3bIBaHUS MHGOpManuu. MeToabl BHEAPEHUS MPOTrPAMMHBIX
3aKJIaJI0K.
6 | 3ansTue Ne 21. [loHssTHE KOMIILIOTEPHOTO BUpYyca
l. KommproTepHbie  BUpPYCHl Kak OCOOBIM KJacC pa3pylmaloIuX MPOrPaMMHBIX
BO3JECHCTBHUS.
2. 3amumra OT pa3pylIaoIIUX TPOrPaMMHBIX BO3/IEUCTBHIA.
3. AHTUBHpYCHAs 3alIMTA B CETSAX.
4. IlonsATHE N30IUPOBAHHON IPOIPAMMHON CPEBI.
5. Pexomengarnuu no 3ammure nHbopmanun Internet.
7 | 3ansTue Ne 22. Opranu3anus 3allUThl KOPNOPaTUBHOW MHpoOpMaITUK
l. Opranu3annoHHble TpeOOBaHUS K cucTeMaM HHpopMannoHHOH 3amuTsl MC.
2. TpeboBanmst 1o oOecredeHU0 WH()OPMAITMOHHOW OE€30MacHOCTH K  almapaTHBIM
CpeACTBaM U NMPOrPaMMHOMY 00ECIICUEHHIO.
3. TpeboBanwus O MPUMEHEHHUIO CTIOCOOOB, METOJIOB M CPEJICTB 3aIIUTHI HH(POpPMAITUH.
4. TpeboBanusi K  JOKYMEHTUPOBAHHIO COOBITUA B CHCTEME U  BBIABICHUIO
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.
5. Opranuszanus ayauta nHGopmarmonHoit 6esonacHoctu C v npeanpusitus B IEJIOM.

JlaboparopHbie padoThbI:

2.2.10 | 3ansTue Ne 23. Buns! u koudurypupoBanusi VPN-TyHHenei

2.2.11 | 3ansatue Ne 24. TexHuueckue cpencTBa OOHAPYKEHHS, JOKAIM3AIUA U HEHUTpaTHU3aIiiu
PaAaON3Tydaromux CreuaJIbHbIX TCXHHUYCCKUX CpCACTB HETJIaCHOI'O MMOJIYYCHU A
nHpopmaruu
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2.2.12

3anstue Ne 25. MccnenoBanue 3aluIeHHOCTH OECIIPOBOAHBIX CETEH Nepeiadn JaHHbIX

2.2.13

3ansaTre Ne 26. [IporpaMMHbIe cpeacTBa aHAJIU3a CETEH C KOMMYyTAllMEW MaKeTOB. AHAIN3
ceTeBOro Tpaduka ¢ nomousio nporpaMmel «Wireshark»

2.14

3aunsitue Ne 27. Tlponeaypa ayreHTH(GUKAIIMHI TIOJTB30BATEIIsI HA OCHOBE TapOJIs

2.2.15

3ansaTue Ne 28. YcranoBka u koHpurypupoBanue opanamayspa ISA. IMoctpoenne VPN-
cetH Ha Oaze ISA

2.2.16

3ausitue Ne 29. AnropuT™bl TPeayNPEXICHNUS B OOHAPYKEHUS BUPYCHBIX YTPO3

2.2.17

3ansitue Ne 30. Opranuzanusi HHXCHEPHO-TEXHUYECKON 3aIIUThl HHPOpMaLUn

CamocTrosiTesibHasi padoTa npu uzydenuu pasaesaa [IM 2:

OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOKEHUN KPUITOTpaduu.

Pa3zpaboTka cxemMbl Mexanu3ma apOouTpax.

Nzydenue ctpykTypsl CHMMETPUYHOM CUCTEMBI HIM(PPOBAHUS.

CocTtaBieHue CXeMbI cepBepa MPUIOKEHUH.

Odopmiienne B BUJie KOHCIIEKTa OCHOBHBIX MTOJIOKEHHI IpoIiecca reHepariiy KIIFoYe.
[ToaroToBka cxeMbl AGOHEHTCKOE mu(poBaHUe.

Paspabotka cxembl [lakeTHoe mudpoBaHue.

Pa3zpaboTka cxeMbl AyTeHTH(UKAIKS TaHHBIX.

OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOKEHUN TPEACTaBICHUS allpaBUTa B JBOUYHOM KOJIE.
[TonroroBka cxembl GYHKIIMOHUPOBAHUSI SJICKTPOHHBIX TUIATEKHBIX CHCTEM.
Odopmiienne B BUie KOHCIIEKTa OCHOB KOJUPOBAHMUS.

Pa3zpaboTka cxembl OmHOHANpPaBICHHBIX XeNI-()YHKITHIA.

Pa3paboTka cxembl UPPOBAHUS C OTKPBITHIM KITIOUOM.

Odopmrnenue B Buie KoHciekTa Marepuaia no [ludpoBanuio MeTogaMu 3aMeHBbI.
Odopmiienne B Bujie KOHCIIEKTa MaTepraia 00 AGOHEHTCKOM MU (POBAHHH.
Pa3zpaboTka cxeMbl MaTpruyHOil MepecTaHOBKH.

Odopmiienne B Bujie KOHCIIEKTa MaTepHaja O KpUIITOAHAIN3E.

[TonroroBka k npaktuyeckomy 3ausaTuio «KogupoBaHue».

PazpaboTtka cxembr YacTOTHOTO aHANIH3A.

i Ao

Pa3paboTka cxeMbl KpUNITOAHATN3A.

[ToaroroBka k mpakTudeckomy 3ausTuio «IIpocras 3ameHay.

Odopmitenne B BUjie KOHCIIEKTa MaTepraia o KoMbloTepHOM M@ poBaHUY.
Odopmrnenue B BuIe KOHCIIEKTa MaTepuaiia o [[aMmMupoBaHUU.

[ToaroroBka Kk mpakTUdeckoMy 3aHATHIO «[IpOTOKOIIBI yIpaBiIeHUs MapIIPyTH3ALIUEH.
[ToaroroBka Marepuaina o KpunTorpaguueckux MpoTOKOJIax.

[ToaroToBKa K MPAaKTHIECKOMY 3aHATHIO «AOcomoTHBIHM mudp. [ndpodbmokHOTY.
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27.
28.
29.
30.

[MoaroroBka marepuana o Tabnune Buxenepa.

[Touck u oopmiieHHE B BUAC KOHCTIEKTa MaTepuaioB 1mo Teme «llepcoHanbHbIi HACHTH(UKAIIMOHHBIA HOMEDY.
Pa3paboTka cTpyKTyphl T€HEpaLuU KITIOUEi.

Odopmaenne B Bujie KOHCIeKTa Marepuasia o CTpyKTypHOM cxeme u(POBAHUS C OTKPHITHIM KIIOYOM.

TemaTuka 1OMAaIIHUX 3aJaHUMN:

0O JON DN B~ W —

. CocraBnenue nokinana o Crangapre mudposanus [[OCT 28147-89.

. HoxroroBka pedepara o teme «AOCOTIOTHBIN MUPPY.

. Cxema «IIpocras 3ameHay.

. Cxema «lIpocTas 3aMeHa C KIIOYOM.

. Cxema «Cucrema Lle3aps ¢ KIFOUOM.

. Cxema «CUMBOJIBHOE KOIUPOBAHUE.

. [lonroroBka pedepara mo teme «OCHOBHBIE TPOIIEAYPHI TUPPOBOI TTOATTHCH.

. IToaroTtoBka pedepara mo reme «KoMOMHUPOBAaHHAS KPUTITOCUCTEMAY).

. Cxema cuMMeTpUYHOE (P POBAHUE.

. Beimonaenwue pedepara no teme «KpunTomorus.

. I[loaroroBka npe3enraruii mo TeMe «Kpunroanamusy.

. IlogroroBka pedepata mo Teme «ACUMMETPUYHBIE KPUITOCUCTEMBI Ha 0a3€ AU TUIECKIX KPUBBIX).
. IloaroToBka mpe3eHTanuii Mo TeMe «IIEKTPOHHAS [UGPOBAs MOAMKCH.

. MammHHOE KOOUPOBAHHUE.

. Iloaroroska pedepata no Teme «AyreHTuduKalys aOOHEHTOB IIPU BXOJIE B CUCTEMY U IPU YCTAHOBJIEHUU COCIUHEHUSI.
. AcummerpuuHOe mH(poBaHUE.

. CocraBnenue 10KIaa O pa3BUTHU KPUIITOTpaPUUECKUX METOJOB 3aKPBITUS HHPOPMAIUH.

. Poccwuiickue cucremsl mmdpoBanusi.

. Cxema: AnropuT™bl ITU(GPOBOIA TTOITUCH.

. CocraBnenue noxiana «A3z0yka Mop3zey.
21.

IToaroroBka npe3eHTtanuii no TeMe «Onepanuu ¢ KIro4amm.

YuyeOnasa | Buasl pador:

NMPaKTHKA 1

TexHUYECKHE CPEJICTBA 3aIUTH HHPOPMAIINH B KaHAJIaX BelmaHus (4acTh 1)

TexHUYECKHE CPECTBA 3aIUTHI MHQOpPMAIMK B KaHajaX Bemlanus (4acTth 2)

JlnarHocTrka CEeTEBbIX MOAKIIOUYECHUN C TTOMOIIBIO BCTPOCHHBIX YTHUJIUT ONEPAIMOHHON CUCTEMBI (4acTh 1)

JlnarHocTHKa CeTEeBBIX MOAKIIOYECHUN C ITOMOIIBIO BCTPOCHHBIX YTHIIUT OMEPAIIMOHHON CUCTEMBI (4acTh 2)

Microsoft Windows (uacts 1)

Microsoft Windows (dacts 2)

N[N N | (WN

Ethernet ¢ momoIp0 nakeTHOro aHaau3aropa (4acTh 1)

Omnpenenenne cpemHero kol @UIMEHTa 3arpy3kd AYIUICKCHOTO KaHajla Iepeladd Ha peanbHOW cetn Fast

36
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8 Omnpenenenue cpenHero kod¢p¢uIMeHTa 3arpy3ku AYIUICKCHOTO KaHajla Iepefadyd Ha peanbHO cetn Fast
Ethernet ¢ momoIpi0 MakeTHOro aHaIu3aTopa (4acTh 2)
9 Wireshark: BpigeneHre KIIOUEBBIX KaJpoB, COXpaHEHUE JAHHBIX 3aXBaTa, IPOCMOTP KaJapa B OTACIHHOM OKHE,
neyaTh (Jactp 1)
10 Wireshark: BpigeneHre KITIOUEBBIX KaJpOB, COXpaHEHUE JAHHBIX 3aXBaTa, IPOCMOTP KaJapa B OTACIHHOM OKHE,
nevyarh (4actp 2)
11 Wireshark: ananus nporokosa Ethernet
12 Wireshark: ananu3 nporokona ARP
13 Wireshark: ananu3 nportoxosna IP
14 Wireshark: ananu3 nporokona ICMP
15 Wireshark: ananus nportokosia TCP (dactb 1)
16 Wireshark: ananu3 nporokona TCP (uacts 2)
17 Pabora Ha 00opynoBaHNYN 00BEIMHEHHBIX CETEH M0 00ECTICUCHHIO 3alUThl HHpOopMaIuH (4acTh 1)
18 PaboTa Ha 000pynOBaHNM O0BEAMHEHHBIX CETEH TT0 00ECTICYCHHIO 3aIUTH HHGOPMAITUH (J4acTh 2)
Ipouseoacrs | Buanl padot: 18
CHHasl 1 VYcraHoBKa, HACTPOIMKA CIIEIMAIM3HPOBAHHOTO 000PYIOBAHUS 10 3alIUTE HHPOPMAIHH
(Hr;p;::;::;m 2 BrisiBneHre BO3SMOXHBIX aTaK Ha aBTOMATH3UPOBAHHBIC CHCTEMBI
CIeNHATBHOC 3 VYcTaHOBKa M HAacTpoiika MNPOTrpaMMHBIX CPEJICTB 3alIUThl aBTOMAaTU3UPOBAHHBIX CUCTEM U MHGOPMAIMOHHO-
TH) KOMMYHMKAIIMOHHBIX CETEH
4 KonduryprupoBanue aBTOMaTU3UPOBAHHBIX CUCTEM M HH(YOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CeTeil
5 [TpoBepka 3anMIIEHHOCTH aBTOMaTU3WPOBAHHBIX CUCTEM U MH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CeTel
6 OpraHu3anuy 3ayThl B Pa3TUYHBIX OMEPAIMOHHBIX CUCTEMAX M Cpeaax
7 AJIMUHUCTPUPOBAHNE TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM U MH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CETeH CBSA3HU
8 Hacrpoiika u koudurypupoanue VPN-tynneneit L2, IP SEC L3, 3amumennsie npunoxenus L4 SSL, SSH
9 AyteHtuduxanys 1 uaeHTUGUKALUS C UCTIOIb30BAHHEM CETEBbIX ONEPAIMOHHBIX CUCTEM
Bcero: 198

J11s XapaKTepUCTUKU YPOBHSI OCBOCHHSI YI€OHOTO MaTepHalia UCTIOIb3YIOTCS CIeAYIOIIe 0003HAYCHHUS:

1. — 0o3HaKOMHTENBHBIN (Y3HaBAaHUE paHee N3YYCHHBIX 00BEKTOB, CBOWCTB);

2. — penpoayKTUBHBIN (BBITOJHEHHUE ACATEIBHOCTU IO 00pa3ily, MHCTPYKIMU WX TI0J] PyKOBOJICTBOM);

3. — IPOAYKTHBHBIH (TUTAHUPOBAHUE U CAMOCTOSITEIILHOE BBHITOJTHEHHE JACATEIIEHOCTH, pEIICHUE MTPOOJIEMHBIX 33/1a4).
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4. YCJIOBUS PEAJIMZAIIUU ITPOTI'PAMMBI TIPO®PECCUOHAJIBHOTI'O MOAYJIA

4.1. TpeOoBaHUsI K MUHUMAJIbHOMY MaTePUAIbHO-TEXHUYECKOMY 00ecTeYeHHI0:

Peanu3zanus mporpaMmbl MOIYJIS MPEANONIAracT HATMYME YIeOHBIX KaOMHETOB TEOPETUYECKOU
MOJTOTOBKH, MaTeMaTUYeCKHUX MPHUHILUIIOB TOCTPOCHUS KOMIIBIOTEpHBIX ceTed, Jlaboparopun
UH(POPMALIMOHHOM 0€30MMacHOCTH.

OoOopynoBanue y4yeOHOro KabuHera:

- MOCA/I0YHBIE MECTA MO KOJINYECTBY 00 YyUaAIOIIUXCSI.

- paboyee MecTO MpenojaBaTes,

- IEYaTHBIE/INEKTPOHHBIE IEMOHCTPAIIMOHHBIE TTOCOOUS,

- y4eOHO-METOANYECKHE TTOCOOUS B SJIEKTPOHHOM/TIEYATHOM BHJIC

-TEXHUYECKHE CPEICTBA OOYUCHHUS: KOMITBIOTEP, MYIbTHMEIUHHBIN TPOCKTOP, IKPaH

O6GopynoBanue Jlaboparopunm wuHpoOpMAUMOHHOI Oe3omacHOCTH W pado4yux MecT
JadopaTopumu:

Ob6opynoBanue 1ad0paTopuu:
- IOCa/I0YHbIE MECTA M0 KOJINYECTBY 00 yUatOIIUXCsl.
- pabouee MeCTO IpernoiaBaTes,
- IeYaTHbBIE/INEKTPOHHBIE IEMOHCTPALIMOHHBIE TTOCOOUS,
- y4eOHO-METOIUYECKHE TTOCOOHSI B SJICKTPOHHOM/TIEYaTHOM BU/IE
-TeXHUYECKHE CpeAcTBa OOYYEHHs: KOMIBIOTEP, JMIEH3UMOHHOE TMpOorpaMMHOE oOOecreyeHue,
MYJIbTUMEAUMHBIN IIPOEKTOP, IKPaH

J1J1 BBITIOSTHEHUS JIA0OPATOPHBIX U MPAKTUUYECKUX PA0OT HEOOX0IMMO UMETH 000pPy10BaHHe:

O60benunennbix cereir (Cisco umu ap.), cereit gocryma (ETTH, ADSL, Wi Fi wu np),
BO3MOXXHOCTh KOH(QUTYpALlUU U aIMUHUCTPUPOBAHUS CETEBBIX OINEPALIMOHHBIX CHUCTEM, MEXCETEBBIE
skpanbl, onepanuoHHbeie cucteMbl WINDOWS, LINUX, UNIX, NOVELL u np., aHTUBUPYCHBIE
POrpaMMbl, KPUIITOAITOPUTMBI, 000PYJOBaHHE CUCTEM YCIOBHOT'O JOCTYTIA.

Peanu3arust mporpaMmMbl MOAYJIS MIPEATIONATaeT 00sI3aTENbHYIO YUYEOHYIO U TIPOU3BOJICTBEHHYIO
MPAKTUKY, KOTOpasi IPOBOAUTCSA KOHIIEHTPUPOBAHHO TOCIIE OCBOCHMS BCETO MOIYJIS

4.2. MadopmannonHoe odecnevyeHne 00ydeHusl.
Ilepeyens pexomeHayemMbIX Yy4eOHbIX H3AaHui, VHTepHeT-pecypcoB, JAONOJHHUTEIbHOM
JIUTEPaATyphl.

OcHOBHbIE HICTOYHHUKH:

1. bapanora, E.K. Undpopmanmnonnas 6e3omacHOCTh W 3amuTa HHPOpManuu: ydeOHOE mocoome/
E.K.bapanosa, A.B.ba6am. — 3-e u3z., nepepad. u non. — M.: PUOP: UTHOPA-M, 2017.

2. byzos, I'.A. 3ammuTa nHpOpMaIIUA OTPAHUYCHHOTO JOCTYIA OT YTE€YKH IO TEXHHUYECKUM KaHalaMm:
yuebHoe ocobue st By30B/I.A.By30B. - M.: 'opsiaas nunaus-Tenexom, 2014.

3. BacunwkoB, A.B. be3omacHocTh 1 ynpaBieHHE JOCTYIIOM B HH()OPMAIITMOHHBIX CHCTEMaX: yaeOHOe
noco6ue st CIT1O /A.B.Bacunskos, M. A.Bacunskos. - M.: DOPYM, 2017.

4. 3mepema, B.II. Yuactne B maHUpOBaHWM W OpraHU3alMu PabOT MO OOECIEeYEHUIO 3aIUThI
uHpopmanuu: yueOHuk qia crya. yupexna. CIIO/ B.II. 3eepeBa, A.B. Hazapos. — M.: KYPC:
NHOPA-M, 2017.

5. WmeiiHoB, B.f. OcHoBHBIE TIONOXEHUST WH(DOPMALIMOHHONW 0€30MacHOCTH: yuyeOHOe Mmocodue s
cryn. yapexa. CI1O /B.A.UmeitnoB, M.B.Menatynss. - M.: ®opym: THOPA-M, 2015.

6. Ilapteika, T.JI. MadpopmanmonHas 06e30macHOCTh: ydeOHOe mocobue mnst cryd. yupexna. CIIO
/T.J1.ITapteika, U.N.ITomos. - M.: ®opym, 2017.

7. Ianbrun, B.®. MudopmanymonHas 0e30MaCHOCTh KOMIBIOTEPHBIX CHUCTEM M CeTel: ydeOHoe
nocobue s ctyn. yupexa. CI1O. - M.: DOPYM: UHOPA-M, 2017.

8. Ilanbrun, B.®. KommiekcHas 3amurta uH(OpMAlMM B KOPIOPATHBHBIX CHUCTEMax: yueOHOe
nocobue. - M.: ®OPYM: UHOPA-M, 2017.
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I[OIIOJIHP[TCJILHLIC HCTOYHUKMU:

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Aytentudukarus. Teopus u mpakTHkKa oOecrieueHus: Oe30MacHOTo JA0CTyNa K HHGOPMAIMOHHBIM
pecypcam: yuebHOoe mocobue st By30B / A.A. Adanacees, JI.T.Benenoer, A.A.BopoHmos [u np.].
— M.: Topsiuas nunus—Tenexom, 2012.

bapanoga, E. K. OcHoBbI nH(bOpMaTHKH 1 3amuThl HHGOpMaImu: yaedHoe nocodue. - M. : PUOP :
NHOPA-M, 2017.

bamer, T1. H. Uadopmarmonnas 6e3omacHocTs 1 3amnuTa nHdopmaruu: yaeonuk / I1. H. bamuisr,
A. B. ba6am, E. K. Bapanosa. - M.: PUOP, 2013.

benos, E.b. OcHoBbl nHbOpMarmonHoi O0e3onacHoCTH: yueOHoe mocooue st By30B/E.b.benos,
B.I1.JIock, P.B.Memepskos, A.A.lllenynanos. - M.: I'opsuas nunus-Tenexkom, 2011.

lNamarenko, B.A. OcHoBbl nHpOpMannonHoi 6e3omacHoctr/ B.A. TI'amatenko. - M.: HTEpHET-
VYuusepcurer Uadopmarmonnsix Texnonoruit (MHTYUT), 2016.

I'pummna, H.B. Nadopmarnmonnas 6e3o0macHOCTh npeanpusatust: yaeonoe nocooue/H.B.I'pummmna.
- 2-e u3n., pom. - M.: ®opym: UHOPA-M, 2017.

Hessann, [I.LH. Mopenu 06€301MacHOCTH KOMITBIOTEPHBIX CHCTEM. YTPABICHHE OCTYIIOM U
MH(POPMAIMOHHBIMH NTOTOKaMH. - M.: ['opsiuas nunus-Tenexkom, 2013.

NymkuH, A.B. AnmapatHple U MpOrpaMMHBIE CPECTBA 3alIUTHl HHPOpMaIUK: yueOHOe TTocodue /
A.B.lymxun, A.Konbuos, A.KpaBuenko. - Boponex: Hayunas xaura, 2016.

Kapmanosckuii,  H.C. Opranu3anioHHO-TIPABOBOE W METOJAMYECKOe  oOecreueHue
nHpopMaMoHHOH Ge3omacHocTH: yuebHoe nocobue/ H.C. Kapmanosckuii, O.B. Muxainuyesko,
H.H. IIpoxoxes. - CII6.: Yausepcuter U'TMO, 2016.

Kpemep, A.C. O6ecnedueHne HHPOPMAIMOHHON  0O€30MACHOCTH TpPH  HCHOJIB30BAaHUHU
TEeIIEKOMMYHHUKAITMOHHOTO 00opynoBanus: ydebHoe mocobme/A.C. Kpemep. - M.: MockoBckuii
TEXHUYECKUI YHUBEPCUTET CBSA3M U MHPopmaTuku, 2009.

Metoael u cpeactBa oOecredeHHs MPOrpaMMHO-AIMapaTHON 3alluThl MH(OpPMALUW: HAy4YHO-
texHndyeckoe m3ganue/ A.M. Acraiikun [u ap.]. - Capos: Poccuiickuii enepanbHblil saepHBINA
uentp — BHUNUDO®, 2015.

MongosstH, A.A. IIpoTokonbl ayTeHTH(QUKAIIMK C HYJIEBBIM paslJIalliecHueM CeKpeTa
/A.A.MonnossH, JI.H.Monnossn, A.b.Jleuna. - CII0.: Yausepcurer UTMO, 2016.

[Terpenko, C.A. IlonuTuku 6e30mMacHOCTH KOMIAHUU Npu pabote B MHTepHET [DIeKTpOHHBIH
pecypc]/ C.A.Ilerpenko, B.A.Kyp6aros. - Caparos: [Ipodobpazosanue, 2017.

[Mpockypur, B.I'. 3ammra B ONEpalMOHHBIX CHUCTeMax: ydeOHOoe TmocoOue  Aus
By30B/B.I".Ilpockypun. - M.: I'opsiuas muans-Tenekom, 2014.

CasenbeB AWM. Kommenrapuii k ®PenepanbHoMy 3akoHy oT 27 wumionst 2006 r. Nel49-03 «O6
nHpopManuy, HWHPOPMAIMOHHBIX TEXHOJIOTHSAX | 3amuTe HWHpopManuu» (MOCTaTeHHBIN)/
A.M.CasenweB. - M.: Cratyr, 2015.

Ckpunnauk, J[.A. O0mue Bompockl TexHudeckoi 3ammThl uHbopmaruu/ . A.Ckpunauk. - M.:
Wutepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.

Cwmonenckuii, M.b. Uudopmanmonnoe mnpapo: yueOonnk/ M.b.Cmonenckuii, M.B.Anekceesa. -
PoctoB-Ha-/lony: ®enuke, 2015.

Coxkonos B.I1. KomupoBanue B cuctemax 3amuTthl nHpopmaruu: ydaeonoe nmocooue/ B.I1.Cokoios,
H.I1.TapacoBa. - M.: MOCKOBCKUI TEXHUUECKUIH YHHUBEPCUTET CBsI3U U nH(popmaTuku, 2016.
Texaudeckue cpeacTBa W METOABI 3alMThl HHpopManuu: ydeOHoe mocodue /A.Il.3aiines,
A.A lllenynanos, P.B.Memepskos u ap. — M.: T'opsuas JIunus—Tenexkom, 2012.

[Manprun, B.®. 3amura komnbioTepHoi nHpopManuu. DPpdheKTHBHBIE METOIBI U cpeacTBa/ B.O.
[Hanbrun. - Caparos: [Ipopobpazosanue, 2017.

[Manprun, B.®. Madopmanronnas Oe3omacHocTh M 3amurta WHpopMmaruu/ B.®. Ilanbrun. -
Caparos: [Ipodobpazosanue, 2017.

[Menyxun, O. . O6HapyxeHHne BTOPKEHHUI B KOMITBIOTEPHBIE CETH (CETEBbIC AHOMAJINH): yueOHOE
nocobue s By3oB/O. U.llenyxun, M. XK. Cakanema, A. C. ®wimHoBa. - M.: ['opsuas nuHUS-
Tenexom, 2013.
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OTteyecTBeHHbIE KYPHAJIbI:

SNk WD =

AAropuT™m 6€30MacHOCTH
3ammra napopmanmn Inside
WNudopmannonnas 6€30macHOCTb
[TepBas muiis — Last mile
DneKTpOCBA3b

NuTepHeT-pecypcebl:

1.

10.

11

13.

14.

15.

16.

17.

18.

19.

MuHHCTEpCTBO HU(POBOTO Pa3BUTHS, CBA3M U MACCOBBIX KOMMYHHKalmii Poccuiickoii @enepanun
[OnexTponHbIit pecypc]: odummanpHbBIA caiT. - Pexxum pocryma: http:/www.minsvyaz.ru/,
CBOOO/THBIN.

®denepanpHoe areHTCTBO CBs3M (POCCBs3b) [DNEeKTpOHHBIN pecypc]: odUlnanbHbIN cCalT. - Pexum
nocryma: http://www.rossvyaz.ru/, cBOOOJHBIH.

Comnews. HoBoctu TenekoMMmyHuKkamui, Bemanus u UT [DnekTpoHHBIN pecypc]: exemnHeBHAs
WutepHer-razera. - Pexxum pocryna: http://www.comnews.ru/, cBOOOIHBIH.

Connect! Mup cBs3u [DJEKTpOHHBIM pecypc|: ceTeBoil KypHaln. - Pexum npocryna:
http://www.connect.ru/, CBOOOHBIH.

CRN: UT-6u3nec [DnekTpoHHBIN pecypc]: ceTeBoe nHpOpMaImoHHOE u3aaHue. - Pexxum mocryma:
http://www.crn.ru/, cBOOOIHBIIA.

Mobile Review [DnexTpoHHBI pecypc]: mopTan MOOWJIBHBIX TEXHOJIOTHH. - Pexxum mocryna:
http://www.mobile-review.com/, cBOOOIHBIIA.

PC-magazine [DnexTpoHHBIH pecypc]: callT xypHana. - Pexum moctyma: http:// www.pcmag.ru/,
CBOOO/THBIM.

I'TT Temekom [DnekTpoHHBIH pecypc|: odunumanmbHbIA  cailt. - Pexum  gocryma:
http://www.gptelecom.ru/, cBoOOIHBIIA.

HNHuTepueT-yHUBEpCcUTET MHPOPMAMOHHBIX TexHojorui - MaTtynt (HamumonampHBI OTKPBITHINA
YHUBEPCUTET. bezomacHocTh [DneKTpOHHBIH pecypcl]. - Pexxum JOCTyMa:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service path=1 /, cBo601HBI1.
KoMmoHeHTbl M TeXHOJOTMU [DNEKTPOHHBIM pecypc|: cereBoil xkypHain. - Pexum pgocryna:
http://www .kit-e.ru/, cBOOO HBIN.

. OTKpBITBIE CUCTEMBI [ DIEKTPOHHBIH pecypc]. - Pexxum nocrtyna: http://www.osp.ru/, cBOOOIHBII.
12.

Caitr xomnanuu Cisco [DnekTpoHHBIM pecypc]. - Pexum mocryma: http:// www.cisco.ru/,
CBOOO/THBIIA.
Caiir xommanuu D-Link [Dnextponnsiii pecypc]. - Pexum pocryma: http://www.dlink.ru/,
CBOOO/THBIH.
Cetn u cucTeMbl CBSI3M [DJIEKTPOHHBIM pecypc]: apxuB KypHaia. - Pexum pocryna:

http://www.ccc.ru/, cBOOOTHBIH.

Cucrembl yrpaBlieHUs, CBS3HM U OE30MACHOCTH [DJEKTPOHHBIM pecypc|: CeTeBOW 3JIEKTPOHHBIN
KypHai. - Pexxum nocryna: http://sccs.intelgr.com/, cBOOOIHBIH.

CoBpemeHHbIE  TeleKOMMYHUKaluu  Poccun [OnexTpoHHBId  pecypc]: OTpacyeBoOn
MH(POPMALMOHHO-aHAIUTHYECKUH OHJIalH-KypHal. - Pexxum nocryna: http://www.telecomru.ru/,
CBOOO/IHBII.

CotoBHK.py [DnekTpoHHBIH pecypc]: HHPOPMANMOHHO-aHATUTUYECKOE AareHTCTBO. - Pexum
nocryna: http://www.sotovik.ru, cCBOOOTHBIH.

OnexkrtponHast Poccusi [DnekTpoHHBI pecypc]: MHPOpPMAaLMOHHBIM calfT. - Pexxum pocryma:
http://www.elrussia.ru/, cBOOOIHBIH.

OneKTpocBA3b [DNEeKTpOHHBINH pecypc]: cailt xypHana. - Pexum nmocryna: http://www.elsv.ru/,
CBOOO/HBII.
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4.3. O0mme TpeOOBAHUSA K OPraHU3anuu 00pa3oBaTeJILHOIO Mpolecca:

OO0s3aTenbHBIM yCIOBHEM JIONyCKa K YyueOHOM NpaKkTUKEe M MPAaKTUKE JUIS MOJYYESHUs NEPBUYHBIX
npodeccHoHaAbHBIX HABBIKOB B paMKax Mpo¢decCHOHaIbHOTO MOAYJS SBJSIETCS OCBOEHUE
TEOPETUYECKOW M BBINOJIHEHHWE MpaKkTU4eckod uactu Monyisa «Obecnedenue mHGOPMATMOHHOM
0€30I1aCHOCTH B TEJIEKOMMYHUKAIMOHHBIX CHCTEMAX U CeTAX BelaHUsD)

OO0s3aTenbHBIM  YCIOBHEM JIOMMYCKAa K YYEOHOM TMpakTHKE Ui TOJXYYEHHUS TEePBHYHBIX

npodeccuoHaIbHbBIX HAaBBIKOB SIBJISIETCS OCBOCHHE IIPOrpamMMBl COOTBETCTBYIOIIETO
MexaucumHapaoro kypea (MIK).
OO0s13aTeNIbHBIM YCIIOBHEM JIONyCKa K NMPOU3BOJACTBEHHON MpPAaKTHKE B paMKax MpodecCHOHaIbHOTOo
Monyia «Odecnieyenne MHGOPMALMOHHON 0e30MACHOCTH B TEJICKOMMYHMKAIMOHHBIX CHCTEMax M
ceTsIX BeNIaHHWs» SBIAECTCS OCBOEGHHE Y4YEOHON MPaKTUKU B pamMKax JaHHOTO MpodeccroHalIbHOTO
MOJYJIS.

OcCBOEHHIO  JaHHOTO  MOAYJS  JOJDKHO  MPEALIECTBOBATh  M3YYEHUE  JUCLUILIIUH:
npodecCHOHATBHOTO IMKIa: Teopust HIEeKTPUYECKHX Iemei; ODIeKTpoHHas TexHukKa; Teopus
AJIEKTPOCBA3M; BbrumciurensHas TexHuka;, OCHOBBI TEJIECKOMMYHHUKAIUMK; ODHEprocHabKeHHe
TEJIEKOMMYHUKALMOHHBIX CUCTEM; be3011acHOCTh KU3HEAEATENIBHOCTH.

OnHOBpEMEHHO C 3TUM 00yYaroIIUMHUCA JOKHA OCYIIECTBISATHCS CaMOCTOsTENbHas paboTa B
COUETAaHMM C YIpaBICHHMEM UM KOHTPOJEM CO CTOPOHBI IpernojaBaTelied M  MacTEpOB
MIPOU3BOJICTBEHHOTO O0Y4EHHS.

5. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUA
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

KoHTpoib ¥ oneHkKa pe3yinbTaTOB OCBOCHUS MEXKAUCUUIUIMHAPHBIX KYPCOB OCYIIECTBISETCS
MPENOJABATENIEM B IPOLECCE MPOBEACHUS 3aHATHM, MPOBEPKE IOMAIIHHUX 3aJaHUK, KOHTPOJBHBIX
paboT, TeCTUpPOBaHUA, a TAKXKE OICHKH BBIMOJHEHUS OOYYaAIOMIUMHCS CaMOCTOSATEIBHBIX padoT,
VHIUBUAYAIbHBIX  3aJaHUl, TMPOEKTOB, HccienoBaHui. [Ipomexyrounas arrecrauus IO
MEXIUCITUTIMHAPHBIM KypcaM poBoauTces B popme audpepeHnnpoBaHHbIX 3a4ETOB.

Kontpoas # omeHka pe3yJbTaToB  OCBOCHHS  NPO(PECCHOHATBHBIX  KOMIIETEHIIUN
OCYIIECTBIISICTCS. TIPU MPOBEICHUU HK3aMEHAIIMOHHOW KOMHCCHEH 3K3aMeHa KBaTU(UKAIMOHHOTO C
WCITOJIb30BaHUEM KOHTPOJbHO-01eHOUHBIX cpenctB (KOC) mo3BONSIFOIMX OIICHUTh OCBOCHHBIE
KOMIICTCHIIIH.

OCHOBHBIMH TIOKa3aTeJsIM PE3yJbTaTOB IMOATOTOBKH SIBJSIOTCS OCBOCHHE MPO(heCcCHOHATBHBIX
KOMIICTCHITHIM:

Pe3yabTaTsl OcHOBHBIE TOKA3aTeJIU OLIEHKHU DopMBbI U METOAbI
(ocBOEHHBIE pe3yJbTara KOHTPOJISl ¥ OlleHKH
npogdeccuoHaJIbHbIE
KOMIIETEHIIMH)
Hcmons3oBaTh e UYerkoe MOHUMAaHUE npo6iiem | Texymuii KOHTPOJIb B
IPOrpaMMHO- MH(POPMAIMOHHOM Ge3omacHocTH B chepe | popme:
anmapaTHble  CpeJICTBa TEJICKOMMYHUKAIIUN; - 3aLUTHI
3aIMThl MHOOPMAIMKE B |e I paMOTHO BBHISBIIATH, KIacCHHUIMPOBATh | TA0OPATOPHBIX U
CUCTEMAX pagruoCBiA3N U u aHAIIM3UPOBATh yrpo3sl | IPAKTUICCKUX
BEILIAHUA. UH(OPMALMOHHOM 3aHATUH;
6e30MacHOCTH ¥ (POPMBI UX MPOSIBIEHHsS, | - KOHTPOJIBHBIX paboT
e BuiGop  MexammsmoB ~ u  cpezacts | 110 Temam MJIK;
obecrieyeHus uH(pOopMalMOHHO} | HCCICIOBATCIIBCK-
GE30MACHOCTH -  IPOrPAMMHBIX M | TOMCKOBBIH XapaKTep
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MIPOrpaMMHO-AIIaPaTHbBIX; paboTHI 110 TEMATHKE

e ['pamMOTHO OPOPMIIATH JOKYMEHTAIUIO MOy €
IUISL TIALEH3UPOBaHUS padoT B 00JIaCTH UCIIOJIb30BaHUEM
nH(pOpPMaMOHHOI 6€30MacHOCTH; Internet.

e Pa3pabaThiBaTh MOJUTUKU B 00TacTH

MH(OPMaIMOHHON 6€30MaCHOCTH. 3aueTsl 0 y4eOHOM

[pumensTh CUCTEMBI | @ PacueT pHCKOB B 0071aCTH NPAKTUKE H 110
aHajM3a 3allUIICHHOCTH | nH()OPMAITMOHHOW 0€301MaCHOCTH U BbIaua Ka)KIOMY U3 pas3AciioB
ISt OOHApY/KEHHs | peKOMEHAAIMH [0 X YCTPAHEHHUIO; npoQeCcCHOHATBLHOTO
YA3BUMOCTEH B CETCBOHU | o Buazers cepBucamu, obecneunsaiomumy | MOAYIA.
MH(PaCTPYKType, 1aBaTh | pH(OPMALHOHHYIO O€30MacCHOCTD B 5
PEKOMCHIAIMM 10 HX | Te/leKOMMYHHKALIOHHBIX CHCTEMAX U ceTsx | KBAIM(HKALOHHbIH

YCTPaHEHHUIO. CBA3M; 9K3aMeH 110 MOAYIIIO.

e Branerp TexHONOTHEH ayTeHTH(UKAIINY;
e (OOecreunBaTh TEXHOJIOTHIO 3alUThI
MEKCETEBOr0 0OMEHA JaHHEIMH;

e [locTpoeHue cuCTEMBI aHTUBUPYCHOMN
3allIUTHI CUCTEM Te.HGKOMMYHI/IKaI_[I/IOHHBIX
CHCTEM.

O0OecneunBaTh
Oe3omacHoe
aIMUHUCTPUPOBAHUE
ceTeH BelaHms.

e Boibop u  wucmonb3oBaHME — MAKETOB
MPUKIIAQJHBIX TPOTrpaMM Jjisi 0€3011acHOTO
aIMHUHHCTPUPOBAHUS CETEBBIX
OIIEPALIMOHHBIX CUCTEM;

e OO6ecrnieueHue IIPOrPaMMHBIMH U
IIPOrpaMMHO-ANIAPaTHBIMU  METOJaMU
0e30nacHOCTH ceren JIOCTYyTIA,
OOBbETUHEHHBIX CeTe U  yIpaBJICHHUSA
TEJICKOMMYHUKAIIMOHHBIMU CETSIMHU.

@DOopMbI U METOBI KOHTPOJISL U OLICHKH PE3yJIbTATOB 00YYEHUS JOJKHBI TIO3BOJIATH IIPOBEPSTH
y 00ydJaromuxcs He TOJIBKO c(hOPMHPOBAHHOCTH MPOQECCHOHATBHBIX KOMIIETCHIIUH, HO M Pa3BUTHE
OOIIMX KOMITETEHIUH 1 00eCIeYNBAIOIINX UX YMEHUH.

PesyabTaTsl OcHoOBHbBIE NOKa3aTeIN OLEHKHU Dopmol u
(ocBOeHHBIE 001IME pe3yJbTara Memoowl
KOMIIeTEeHIIHH) KOHmpona u
OUEeHKU
[Tonumarn CYIHOCTb u | ¢ CBOEBpEMEHHOE u KaueCTBEHHOE | DKCIEPTHOE
COIMAIBPHYIO 3HAYMMOCTh CBOEH NpYUMEHEHHE KOMIIETEHIIUM, yMEHHMI W | HaOJoJeHue U
Oymymien npogeccuy, 3HaHWH, TPUOOPETCHHBIX B pe3yibTaTe | OLCHKA Ha
NPOSIBIISITh K HEH YCTONYUBBIN OCBOGHHUSI  MPEANIECTBYIOIIUX  TeM, | IPAKTUYCCKUX U
HHTEPEC pasnenos, auctuiuiaa, MJIK, Mmoayieii. | J1abopaTOpHBIX
OpFaHI/ISOBBIBaTI) CO6CTBCHHYIO ° B[,16op A ITPUMEHEHUE METONOB WU 3aHATUAX,

NesTeIbHOCTbD,
THUIIOBBIE METO/BI
BBITTOJIHEHUS
po¢eCCUOHATBHBIX 3amady,
OLIEHUBATh UX IPPEKTUBHOCTH U
Ka4eCcTBO

BBIOMPATH
U CIIOCOOBI

Croco0OB  pemeHuss MPOPeCCHOHATHHBIX
3a/1a4 B obnactu obecrniedeHus
0€30ITaCHOCTH CUCTEM BEIIaHUS;

e orneHka J(G(EKTHBHOCTH U  KayecTBa
BBITIOJTHEHUS CaMOCTOSITENTbHBIX "
NOMAaIIHUX 3aJaHui.

pOJEBBIX UTPaX,
IPY BBITTIOJIHCHUT
pabot o yuebHoit
"
IMPOU3BOACTBCHHO
1 MpaKTHUKE.
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[TpuanmaTh peleHus B

e Pemenue CTaHJAPTHBIX U HECTAHAAPTHBIX

CTaH/IAPTHBIX U HECTAHJIAPTHBIX podeCcCHOHATBHBIX 3a1a4 o
CUTyalusAX M HECTH 3a HUX obOecrieueHnI0 0O€30MacCHOCTH  CHCTEM
OTBETCTBEHHOCTH BEIIaHMUSL.

OcymiecTBIATh IIOHCK 1| e DddexkTuBHBII HOUCK  HEOOXOAUMOH
UCIIOJIb30BaHUe  MH(OpMaNuH, | nH(OpMaIMHK I PEIICHUS 3a1a4 B 00J1aCTH
HE00XO0IUMOi LA | ceTeBOM 0€30MMacHOCTH;

3¢ GEeKTUBHOTO BBITIOJTHCHHS | @ KCIIOJIb30BaHME y4YeOHOH, CIPaBOYHOM
pOECCHOHATEHBIX 3a/ay, | muTepaTyphl, HOPMaTHUBHO-IIPABOBBIX
npoeCCHOHATBEHOTO U | ICTOYHHUKOB U HHTEPHET-PECYPCOB;
JUYHOCTHOTO Pa3BUTHS

Hcnons3oBath e paboTa Cc pa3IMYHBIMHU ONEPAIMOHHBIMU
nH()OPMAITMOHHO- CUCTEMaMH M  CpelaMH, IMPOTrpaMMHO-
KOMMYHHKAI[MOHHBIE anmapaTHbBIMH u MIPOrPaMMHBIMH
TEXHOJIOTUHU B | CpeJICTBAMHU.

npodecCuoOHATBHOU

JeSITeIbHOCTH

PaGorars B  KOIIEKTHBE M | o B3auMojeiicTBHEe C OOYYAOIIUMHUCT |
KOMaHJIE, 5 dexTHBHO | mpenoxasarensMu B X0Ae OOydeHHUs, a
oOmarbes C KOJUICTaMH, | TaK)Ke C YWICHAMH KOJUICKTHBA MPCANPUATHS

PYKOBOJICTBOM, ITOTPEOUTEIAMU

BO BpeMs TPOU3BOACTBEHHOMN MPAKTUKH;
e BHECCHHE WHAMBHUIYaAJIbHOTO BKJIaJa B
KOJUJIEKTUBHOE pElIeHHE 3a/1a4.

Bpatb Ha ce0s1 OTBETCTBEHHOCTh
3a paboTy 4YJICHOB KOMaHJbI

e CamoaHaIM3 W KOPPEKLHUS PE3yJIbTaToB
COOCTBEHHOM paboTsl, OLICHKa

(MOYMHEHHBIX), pe3ysbTaT | NeATEIBHOCTH 110 KOHEYHOMY PE3YIbTaTy.
BBIIOJIHEHUS 3aJaHUN
CamocTosiTenbHO OonpenciiATh | o [lmanupoBaHue u OopraHu3anus

3aMauyn  Mpo(eCCUOHATBFHOTO U
JIMYHOCTHOT'O pa3BUTHA,
3aHUMAThCs CaMOOOPA30BAHHEM,
OCO3HAHHO IJIaHUPOBATHh
TOBBIICHUE KBATU(UKAIIH

CaMOCTOATCIIBHOT'O O6y‘-IGHI/I$I npu OCBOCHUU
poeCCHOHATBHOTO MOYJISI.

OpueHTUpOBaThCS B  YCIOBHUAX
JacTOM CMEHBI TEXHOJOTUH B
npodeccroHanbHOM
JIEeITECILHOCTU

e Amnanus MHHOBAaIAHI B obmactu
POrPaMMHOTO  OOECIICUCHUsS, Pa3BUTHSA
OTpaciu,

® pacIIupeHHe Kpyrosopa B

pohecCHOHATILHOM e TENIbHOCTH.

KBanmudukanmonx
BIM DK3aMeEH.
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[Ipunoxenue 1

KOHKPETU3ALIUA PE3YJBTATOB OCBOEHUS IIM

IIK 3.1. Ucnonb30BaTh NPOrpaMMHO-aNNAPAaTHBIE CPEICTBA 3aIIMTHI HH(POPMALIMH B CHCTEMAX
PaIHOCBA3U U BelIaHUA

NmeTh npakTUYecKuil ONbIT:

® BLIABJICHUS  KaHAIOB  YTEUYKHU
uHpOpMaLnu;
® OIpeaeneHus HEOOXOMMBIX

CPEJICTB 3alIUTHI;
® TIPOBEJICHMS ATTECTAIINHN O0BEKTA;

® 3aIIUTHI (mmpoBepku YPOBHS
3aIIUIIEHHOCTH),
e pa3paboTKu HOJIUTUKU

0e30macHOCTH JUIsl 00BEKTA 3aIUTHI;

® YCTaHOBKH, HaCTPOMKHU
CTHEIHATM3UPOBAHHOTO 000PYIOBaHUS
10 3a1MTe HHPOPMAITUH.

Bunbr paboT Ha mpakTUKe:

>

>
>
>

YCTaHOBKA, HACTPOWKA CIEIHATH3UPOBAHHOTO
000pyI0BaHUS 110 3a1KUTe HHDOPMAITUH;

BBISIBJICHHE BO3MOKHBIX aTaK Ha aBTOMAaTU3UPOBAaHHBIC
CHCTEMBI;

paboTa Ha SMYJIATOPAX-CUMYIATOPAX;

pabota Ha 060pynOBaHNM 00BEIMHEHHBIX CETEH 10
00€eCIeueHNIO 3alUThl HH(POPMAIIHIH.

YMmeTh:

TemaTuka J1a00PaATOPHBIX/IPAKTHYECKUX PadOT:

® KJI1acCU(UIIMPOBATH YTPO3BI

UH(POPMALIMOHHOM 0€30MacHOCTH;

® IPOBOJUTH  BBIOOPKY  CpENCTB
3aATBl B COOTBETCTBHUH  C
BBISIBJICHHBIMH YTPO3aMU;

® ONpe/IeNATh BO3MOXKHBIE BU/IBI aTaK;

® OCYLIECTBIATh  MEPONPHUATHS  T10
MIPOBE/ICHUIO aTTeCTALlMOHHBIX
pabor;

e pazpabaThIBaTh MOJINTUKY

0e30IaCHOCTH 00BEKTA;

® BHIMMOJIHATh pacyeT W YCTAaHOBKY
CHCIIHATU3UPOBAHHOTO
0o0OpyMOBaHUs JUISI MaKCUMAIbHOMN
3aIUIICHHOCTH 00bEKTa.

>

>
>
>

Y VYV VYV

3amura u o0paboTka KOH(pHUACHIMATIbHON
JOKYMEHTAIUH.

Opranu3zanys aTTecTalMy BBIACICHHOTO MMOMEIICHUS 10
tpeboBanusim CTIK.

N3ydenne  MUPOBBIX  CTaHZApTOB 1O  3aIIUTE
uHpOpMaLIUH.

HccnenoBanne cHUCTEMBI aHalIW3a PHCKOB W TNPOBEPKH
HOJINTUKU UH(POPMALIMOHHOM 0e30macHOCTH
HPEATIPUSATHSL.

AymuT nH()OPMAITMOHHON 3aIUTHI PEATIPHUITHS.
AHann3 nHPOPMALMOHHBIX PUCKOB MPEANIPUSITHUS.
PazpaboTka TmoONIOKEHMI O 3alIUTEe NEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB MPEIIPUATHIH.

3HaTh:

e Ha3HAuCHHUE, KIACCUPUKALHUIO U
IPUHLIMIIBI paboThI
CTEeIHATH3UPOBAHHOTO
00opyoBaHus;

®  [IPHUHIUIBI TOCTPOCHUS

nH(pOPMAITHOHHO

KOMMYHUKAIITMOHHBIX CGTGI\/'I;

® BO3MOXHBIE CITIOCOOBI

HECAaHKIMOHUPOBAHHOTO JIOCTYTIA,

¢ 3aKOHOAATCJIBbHBIC 1 HOPMATHUBHBIC
NpaBOBbIE aKThl B  OOJIACTH
nH(pOpMaINMOHHOM 6€30MMaCHOCTH.

Ilepeuensb Tem, BKiI4YeHHbIX B MIK:

Tema 1.1. OcHOBBI HH(OPMAITMOHHOM 0€30IaCHOCTH.

Tema 1.2. IlpaBoBoe obecrnieueHne HHGOPMAITMOHHON
0€30MacHOCTH.

Tewma 1.3 Opranuzanuonsoe ooecnedeHrne nHHOPMaIMOHHOM
0€30MacHOCTH.

CamocrosiTesibHast padora:

Odopmiienne B BUAE  KOHCIIEKTa  OCHOBHBIX
PYKOBOJSIIMX AOKYMEHTOB 00 aBTOMATH3MPOBAHHBIX
CUCTEMAX.

Pa3zpaboTka CXEMBI

ABTOMATU3UPOBAHHBIX CUCTEM.

N3y4ygHre KOHLENIMU aBTOMAaTU3UPOBAHHON CUCTEMBI.
Ve

KJIacCU(PUKAITHI




11.

12.

13.

14.

15.

16.
17.

18.

19.

20.
21.

22.
23.

24.

25

26.

27.
28.
29.

30.

CocraBieHne  CXeMbl  TOJCHCTEMa  3alIUTHl  OT
HCCAHKIITMOHUPOBAHHOI'O JOCTYIIA.

OdopmiieHne B BUAEC KOHCIIEKTa OCHOBHBIX NPU3HAKOB
HECaHKIIMOHUPOBAHHOTO AOCTYNa K MH(OpMAIIH.
Pa3zpaboTka cxeMbl mapoapHOM ayTeHTH(DUKAIIUHN.
OdopmieHue B BUAEC KOHCIIEKTa OCHOBHBIX MOJOXEHUI
00IIIEeMeTOAOJIOTUYECKUX — MPUHIMIIOB  (OPMHUPOBAHUS
TCOPHU 3allIUTHI.

CocraBieHne TIepeyvHs 3a7ad TEOPUH 3aIIUTHL.
HpI/IHL[I/IHBI MOCTPOCHUS 3allIUTHI B CCTAX.

. Odbopmiienue B BHIe KOHCIIEKTa BOIIPOCOB, KACAIOIIUXCS

MOHSTHUSL ~ CTpaTeTMW  3alMThl  MHPOpMALMU U
0COOEHHOCTEH CTPAaTErnYEeCKUX PEeIICHUI.

[lonroroBka mepeuHss TpeOOBaHMH K  CepBHCAM
0€30MacHOCTH.

CocraBieHre  CXeMbl  OCHOBHBIX  COCTaBIISFOIIUX
MOJIUTUKU O€30MaCHOCTH.

OdopmneHue B BUAEC KOHCIIEKTa OCHOBHBIX TOJOXKEHUI
MexaHu3ma ayTeHTU(PUKAIIH.

Pa3paboTka  CTPYyKTYyphl ~ MPOIECCOB  TEXHOJIOTHHU
ynpasiieHus nogacucremoit 3amutsl OC.

[TonsiTe CHCTEMHOTO aHalIKW3a: MHUKPOCKOIHUYECKOE
IpeJICTaBICHNE CUCTEMBI, uepapxuueckoe
MPEJICTABICHUE CUCTEMBI.

Pa3zpaboTka kmaccudukammy Moieeit 3aiuThI.
OdopmiieHne B BuIe KOHCTIEKTa OCHOBHBIX TPEOOBAHHH K
CpeactBaM ¥ MeETOJaM BBISBICHHS KOMIBIOTEPHBIX
BHPYCOB.

IlogroroBka  apXWUTEKTYpHOM  MOJEIM  YIPABICHUS
JOCTYTIOM.

OdopmneHne B BUAEC KOHCIIEKTa OCHOBHBIX TOJOXEHUI
Aytentudukanuu B tomeHax Windows.

CocraBiieHre IEpeYHs CTaIuil CETEBBIX aTaK.

Onpenenenne THIIOBOH MOJIEIIN CUCTEMBI
aBTOMATHU3UPOBAHHOTO MPOCKTUPOBAHUS 3aIUTHI
UHpOpMaLIKH.

Pa3paboTka Mozenu 3aumThl HHPOPMALIHH.

Odopmienne B BHIe KOHCTIEKTa OCHOBHBIX ITOJIOKEHUM
anmapaTHbIX CPEACTB 3alIUThI HH(OPMAIIHH.
OdopmiieHne B BHJE KOHCIEKTAa OCHOBHBIX BHU/OB
KOHTPOJIs1 0€30MaCHOCTH.

.I[logroroBka turana aymuta. OdopmieHne B BHUJC

KOHCIIEKTa OCHOBHBLIX IIOJIOKEHHMHM MaTeMaTHYECKOU
3amuTHl HTHGOPMAITHH.

CocraBiieHne MepeYHs METOJ0B KOJIUPOBAHUS
uHpOpMaLIUH.

Pa3zpaboTka anroputma XemupoBaHUsI.

[ToaroroBka nepeyHs aHTUBUPYCHBIX TPOTPAMM.
OdopmneHue B BUAEC KOHCIIEKTa OCHOBHBIX MOJOXEHUI
WHXEHEPHO-TEXHUYCCKOH 3alUThl HH(POPMAIIUH.
CocraBieHHue XapaKTEPUCTUK MOACUCTEM BBOJA,
XpaHEHUs!, PETUCTPAIUH B ydeTa HHPOPMAIIHH.
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IIK 3.2. [IpuMeHSTH CUCTEMBbI AaHAJIU3A 3AIIMIIEHHOCTH J1JI1 O0HAPYKEeHUS YA3BUMOCTEN B
ceTeBOil HHPPACTPYKTYpe, 1aBATh PeKOMEHAALHUY 10 UX YCTPAHEHHU IO

Nmetnb
NMPAKTHYECKHd ONbIT:

® BbISIBJICHHUA BO3MOJXHBIX AaTaK Ha

ABTOMAaTU3UPOBAHHBIC CUCTEMBI;
YCTaHOBKH U HACTPOMKHU

HPOrpaMMHEIX CPEICTB
3alIUThl aBTOMATU3UPOBAHHBIX
cucteM U nH(OpMaIMOHHO-
KOMMYHHKAI[HOHHBIX

CeTeH;

KOH(HUTypHpPOBaHUS

aBTOMAaTH3UPOBAHHBIX
CHCTEM U HH(OPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX CETEH;

MPOBEPKH 3aLUIIEHHOCTH

ABTOMAaTH3UPOBAHHBIX
cucteM U nH(pOpMaAIMOHHO-
KOMMYHHKAITHOHHBIX CETEH.

Buasbi padot Ha npakTuke:

VV VVVVVYVY Y Y VYV V

AJMUHUCTPUPOBAHHE TEICKOMMYHHMKAIIMOHHBIX CHCTEM
¥ MH()OPMAITMOHHO-KOMMYHHMKAIIMOHHBIX CETEH CBSI3U.
AyTeHTHQUKAIMA ¥ UISHTH(PUKALKS C UCIOIb30BAaHUEM
CETEBBIX OIEPALIMOHHBIX CUCTEM.

Hacrpoiika n xondurypuposanue VPN-tynneneit L2, IP
SEC L3, 3amuniennsie npuioxxenus L4 SSL, SSH.
AyTreHTH(UKaLMA, aBTOpU3ALUA U aJAMUHUCTPHUPOBAHUE
NEUCTBUH MOJIL30BATEIIECH.

Mertonbl ayTeHTUDHUKALIMH, UCTIOJIB3YIOIINE TapOIIH.
AyTeHTH(HKAIMI HA OCHOBE MHOTOKPATHBIX ITApOJICH.
AyTeHTH(HKAIM Ha OCHOBE OJJHOPA30BbIX MapOJIeH.
Konnenuus 31eKTpoOHHOTO TOKYMEHTO000pOTa.

3ammra 6a3 qaHHBIX. MeTo/bl TpeoOpa30BaHus TaHHBIX.
3ammra KOH(PUICHIMAIbHOCTH MNEPEAABAEMBIX MU
XPaHUMBIX B aMSTH JAHHBIX.

[ToaTBepxkieHNE LENOCTHOCTH U MOAJUHHOCTH JAHHBIX.
Aytentudukaiys aOOHEHTOB IMPH BXOAEC B CHCTEMY H
IIPHU YCTAaHOBJIEHUH COEIMHEHUS.

YMmerh:

Hcnonp3oBath nporpaMMHbIe

MMPOAYKTHI, BBIABJIAIOIINC
HEOAOCTAaTKU CUCTCM 3allIUThI;

IMPONU3BOJUTH

YCTaHOBKY U HACTPOMKY CPENICTB
3aIUTHL;

KOH(UTYpHpPOBATH

ABTOMAaTU3UPOBAHHbBIE CUCTEMBI U
UH(POPMALIMOHHO-
KOMMYHUKAlMOHHBIE CETH B
COOTBETCTBUM C MOJIUTHKOM

TemaTuka J1a00paTOPHBLIX/IPAKTHYECKUX PadoT:

VVV ¥V VVY V

Y VY

Metonpt  3amuthl  uHGopManmu. Illudp mnpoctoit
IIEPECTAHOBKH.

Metoap! 3amuThl nHGopmanmu. [ludp Lezaps.
PesepBHOE KonMpoBaHue HH(OPMAIIHH.

OcHOBHBIE TpPHU3HAKW MPHUCYTCTBUS Ha KOMIIBIOTEpE
BPEIOHOCHBIX ITPOTPAMM.

B3nom MoHoan}paBUTHOTO TMOACTAHOBOYHOTO ImHdpa
METOJIOM YaCTOTHOM aTaKHu.

OnHOpa30BbIe OJIOKHOTHI.

Certp Deitmrensi.

[MudpoBanue ¢ OTKPHITHIM KIIOYOM U AJIEKTPOHHAS
mudposas noanuck Ha GPG. Meroa mmdposanus ¢
OTKPBITHIM KJIF04UOM RSA.

Hcnonp3oBanue xsm-pyHkuuit Ha mpumepe MDS.
O1ieHKa YCTOMYMBOCTH MapoJisd KO B3JIOMY.

Buns! u konpurypupoBanus VPN-TyHHenei.
TexHuueckue cpeacTBa OOHapYXKEHHS, JOKATIU3ALUUA U
HEUTpaIM3allMd  PAJMOU3IIYYAIONINX  CHELUUATbHBIX
TEXHUYECKHUX CpEICTB HErJIaCHOTO MOJIy4EHUS
uHpOpMaLIUH.

HccnenoBanue 3aniuiieHHOCTH OECIPOBOJHBIX CETEH
nepeJadyn JaHHbIX.

[IporpamMMHBIE cpeACTBa aHAIM3a CETEH C KOMMYTaLUEH

nH(}pOpMaAITMOHHOM nmakeToB. AHanmW3 ceTreBoro Tpaduka C TOMOIIBIO
0€301acHOCTH. nporpammbl « Wiresharky.
3HaTh: Ilepedyensb Tem, BKIOYeHHbIX B M/IK:

npaBuiIa MPOBEACHUS BO3MOKHBIX
POBEPOK;
9Tallbl OMPCACICHUS

Tema 2.1. IIporpamMmHO-anmmapaTHbIE CpEICTBA 3al[UTHI
nHpopmanuu.
Tema 2.2. AAMMUHUCTPUPOBAHUE TEIEKOMMYHHUKAIIMOHHBIX
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KOH(UICHIIMATEHOCTA JJOKYMEHTOB

00BEKTA 3aIUTEL,

® CTPYKTYPY CHUCTEM YCIOBHOTO
JIOCTYTIa U TIPUHITUTI UX paOOTHI;

e BO3MOXKHBIE CIIOCOOBI, MecTa
YCTaHOBKH U HACTPOMKHU
IPOTPaMMHBIX TPOJIYKTOB.

CHCTEM M HH(OKOMMYHUKALMOHHBIX CETEH CBA3H.

CamocrosiTesbHast padoTa

9] (98]

R SaEY

11.
12.
13.
14.
15.

16.
17.

18.
19.
20.
21.
22.
23.
24.
25.
26.

27.
28.

29.

Odopmienne B BHuIe KOHCIIEKTAa OCHOBHBIX TMOJIOKCHUHN
KpUnTorpaduu.

Pa3paboTka cxeMbl MEXaHH3Ma apOUTPaK.

WN3yuenne  crpykrypsl ~ CHMMETpPUYHOM  CHUCTEMBI
muGpoBaHUSL.

CocraBiieHrEe CXEMBbI cepBepa MPUIIOKEHHH.
Odopmienue B BHIe KOHCIIEKTAa OCHOBHBIX TMOJIOKEHUHN
Ipolecca reHepanuu KIItouen.

[ToaroToBka cxeMbl abOHEHTCKOE UG POBAHUE.
Pa3paboTka cxembl makeTHoOe MU poOBaHUE.

Pa3zpaboTka cxeMbl ayTeHTU(PUKAIINS TaHHbIX.
OdopmiieHne B BHJE KOHCIIEKTa OCHOBHBIX IOJIOKEHHM
npecTaBieHus aadaBuTa B IBOUYHOM KOJIE.

. IlogrotoBka cxembl (YHKIMOHMPOBAHUS SIIEKTPOHHBIX

IUTATEKHBIX CUCTEM.

Odopmiienne B BUJie KOHCIIEKTa OCHOB KOJTUPOBAHMUS.
Pa3zpaboTka cxembl OmHOHANpPaBICHHBIX XeII-()YHKITHH.
Pa3paboTka cxembl UPPOBAHUS C OTKPBITHIM KITIOUOM.
Odopmiienne B BHAE KOHCIEKTa MaTepuana 1o
K (POBAHUIO METOAAMU 3aMEHBI.

Odopmnenne B BHAE KOHCIEKTa Marepuaiga o0
a0OHEHTCKOM LIN(POBAHUU.

Pa3zpaboTka cxeMbl MaTpUUHOMN TIEPECTAHOBKHU.
Odopmiienne B BuJe KOHCIIEKTAa Marepuaiga o
KPUIITOAHAIM3E.

[Toaroroska K IIPAKTHYECKOMY 3aHATHIO
«KoaupoBanuey.

Pa3paboTka cxembl 4aCTOTHOTO aHAJIM3a.

Pa3paboTka cxeMbl KpunToaHaIu3a.

ITogroroBka k mpaktuyeckoMy 3aHsaTuro «lIpocras
3aMEHa».

Odopmiienne B BUAEe KOHCIIEKTAa Marepuajga o
KOMITbIOTEPHOM IIU(POBAHHH.

Odopmiienne B BUJEC KOHCIIEKTAa Marepuaiga o
raMMHUPOBaHUMU.

ITogroroBka k mnpaxkTudyeckomy 3aHATHIO «lIpoTOKOIIBI
YIPaBICHUS MapUIPYTU3ALUEN.

[lonroroBka  Mmartepuasa O  KpUNTOrpadu4ecKux
IIPOTOKOJIAX.

[TonroroBka K MPakTHUECKOMY 3aHATHIO «AOCOIIOTHBIN
mudp. [HndpodmokHOT.

[ToaroroBka marepuana o Tabnune Buxenepa.

[Touck u opopmiieHHE B BUAE KOHCIEKTa MaTEpUAIOB 1O
teme «llepcoHanbHbIi HACHTUDUKAITMOHHBIA HOMEPY.
Pa3zpaboTka cTpyKTyphl T€HEepaIliy KITFOUCH.
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30. Odbopmierrie B BHAEC KOHCIEKTAa MaTepHajla o

CTPYKTYPHOM cxeme MHu(POBaHUS C OTKPHITHIM KITIOYOM.

31. IlogroToBka K mpakTUyecKoMy 3aHATHIO «CTaHIapThl

(G poBOI OATTUCH.

IIK 3.3. O6ecnieunBaTh 0e30nacHoe aAMMHUCTPUPOBAHNE ceTell BEeIAHUA.

Hmernb

NPAKTUYECKHUI ONbIT:

e 3amMTHI 0a3 JaHHBIX;

® OpraHu3allvy 3alIUTHI B
Pa3IUYHBIX ONEPAllMOHHBIX
CUCTEMaXx U cpefax;

e mmdpoBaHus HHOPMAITIH.

Buasbl pador Ha npakTHKe:

» YcraHOBKa, HaCTpOMKa CIIELIMAIIM3UPOBAHHOTO
000pyI0BaHUS MO 3AIIUTE HH()OPMAITHH.

YcraHoBKa M HACTpPOMKa MPOrpaMMHBIX CPEACTB 3aIUThI
aBTOMAaTH3UPOBAHHBIX CUCTEM M  HMH()OPMAIMOHHO-
KOMMYHHKAI[UOHHBIX CETEH.

KondurypupoBanue aBTOMaTU3MPOBAHHBIX CUCTEM U
UH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX CETEH.

[IpoBepka 3alUIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM
¥ MH()OPMAITMOHHO-KOMMYHHKAIIHOHHBIX CETEH.
Opranuzanys 3alMThl B PA3IMUHBIX ONEPALMOHHBIX
CUCTEMAX U Cpefax.

CoOBOKYIIHOCTB NMPOLEAYpP U MpaBHJI KPUNTOrpahuIecKUx
npeoOpa30BaHUA.
3ammdpoBanne
uHpOpMaLIUH.
HIudpotexcr. Kimrou mmppoBanus. X31mupoBaHue.
bnounoe mudposanue. Ilorounoe mudppoBanue.

>

nH(popmanuu. PacmmdpoBanue

YV VWV ¥V ¥V VVV

YMmeTh:

[ ] BBITIOJIHATH TGCTI/IpOBaHI/Ie CUCTEM
C LEJBIO OIPEIeTICHUS YPOBHS
3allUIIICHHOCTH

L] HUCIIOJIB30BATh HpOFpaMMHBIe

MIPOJTYKTHI JIJIs1 3aIIUTHI 0a3 JaHHBIX;

® TMPUMEHATH KpUNTorpaduuecKue

METO/IbI 3aIUTH HH(OPMAITHH.

TemaTuka J1a00paTOPHBLIX/IPAKTHYECKUX PadoT:
» Ckpeoitas nepenada uapopmaruu B JPEG u3o0pakeHusx.
» MHccnemoBaHme W aIMUHUCTPHPOBAHHE  CPEJCTB
obecrieuenus nHOpMaIMoOHHOM O6e3omacHocTH Microsoft
ISA Security Server. YcraHoBka U KOH(UTypUpOBaHUE
opannmayspa ISA. [Toctpoenrne VPN-ceTn Ha 6aze ISA.
» MHoropyHKIIMOHATBHBIH TOUCKOBBIA ipudop ST-031
«ITupanbs». KoHTpostb 3 hEeKTUBHOCTH 3aITUTHI PEUCBOM
UH(OPMALIMH C TOMOIIBIO TPOTPAMMHO-aNapaTHOTO
koMmiuiekca «CITPYT-MHWHN».
Opranuzanus MH)KEHEPHO-TEXHUYECKOM
nHpopmanuu.

>

3alIUThI

3HaTh:

e KOH(}UTrypauu

3aITAIIAEMbBIX CETEH;

®  AIrOPUTMBI paboTHI

TECTOBBIX NPOTPaAMM;

e COOCTBEHHBIE CPEJCTBA 3aIIUTHI
pa3IMYHBIX ONEPALlMOHHBIX CUCTEM
U cpex;

®  CIIOCOOBI U METOIBI

mudpoBanus HHGOPMAIUH.

Ilepedyensb Tem, BKIOYeHHBbIX B M/IK:
Tema 2.1. IlporpamMmmHo-annapaTHble CpEACTBA 3aILUTHI
uHpOpMaLIUH.

CamocrosiTesibHast padora:

1. CocraBnenne noknanga o Cranmapre mudppoanus ['OCT
28147-89.

[ToaroroBka pedepara mo Teme «AOCOMIOTHBIA MUDP».

Cxema «lIpocras 3ameHay.

Cxema «IIpocras 3ameHa ¢ KIF0UOM.

SNk

Cxema «Cucrema lle3aps ¢ Kiirouomy.
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10.
11.

12.

13.

14.
15.

16.
17.

18.
19.
20.

Cxema «CHUMBOJIBHOE KOJTUPOBAHUE.

[ToaroroBka pedepara mo Teme «OCHOBHBIC TPOIEAYPHI
(G poBOI TTOAHCH.

[MoaroroBka pedepara mo Teme «KoMOMHMpOBaHHAS
KPUIITOCUCTEMA.

Cxema cuMMeTpUYHOE MU(pPOBAHHE.

Brimonnenue pedepara o teme «Kpunromorusi».
[ToaroroBka npe3zenTanuii no reme «KpunroaHammsy.
[MonrotoBka pedepara mo TemMe «ACHUMMETPUYHBIE
KPUIITOCUCTEMBI Ha 0a3e JUTHIITUYECKUX KPUBBIXY.
IlonroroBka mpe3eHTaUui 1O TeMe «DIEKTPOHHAs
nudpoBas MOIMUCHY.

MamnHHOE KOJIUPOBAHHUE.

[MonroroBka pedepata mo Teme «AyTeHTUDUKAIHSL
aOOHEHTOB MpPH BXOJI€ B CHCTEMY U IpPHU YCTaHOBJICHUU
COEIMHEHUS.

AcuMmmMmerpuuHOe mudpoBaHue.

CocraBiieHre J0KJIaga O Pa3BUTUU KPUNTOrpahuuecKux
METOJIOB 3aKpBITHS HH(OpMaLIUU

Poccuiickue cuctemsl uppoBaHUsL.

Cxema: ANropuTMBI ITU(POBOM MOITHCH.

CocraBienue noknaga «A3oyka Mopsze».

. [lonroroBka mnpe3eHTanuii no Tteme «Onepauuu ¢

KIIFOYaMun».
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[Ipunoxenue 2
NudopmannoHHbie pecypebl, HCMOJIb3yeMble PH BbINOJHEHUH CAMOCTOATEIbHOI padoThI*
*pEeKOMEHIyeTCs TI0JIb30BaThCs IHTEpHET-pecypcaMul PH CaMOCTOSITENbHOM paboTe 1o BceM
pazaenaM JUCIHUILINHBI

5 cemecTp

Ne 3ansaTus | Pexomennpyemble yueOHbIe H3IaHUS

IIM.03. «Ob6ecneuenue MHGPOPMAIMOHHON 0€30MACHOCTH TEJIEKOMMYHUKANMOHHBIX CHCTEM
U CeTAX BelaHHUs»

M/IK.03.01. TexHoJiorusi NpuMeHeHHs KOMILICKCHOM CHCTeMBbI 3a1IIUThI HHGOpMAaLuu B
CHCTEMAaX PAJMOCBSA3H U CeTAX BEeLIAHUS

3ansarue Ne 1 [1] c.c. 6-19; [5] c.c.5-64

Sanstne Ne 2 | [1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56

3ansatue Ne3 | [1] c.c. 15-22, 30-31

Samsate Ne 4 | [1] c.c. 12-13, 31-33; [2] c.c. 334-344

3anstue Ne 5 [8] c.c. 21-35

3auarue Ne 6 | [6] c.c. 10-29

3ansitue Ne 7 [1] c.c. 15-19

3anstue Ne 8 | [1] c.c. 15-19

Jamarue Ne 9 | [4] c.c. 13-22, 94-102

3ausarue Ne 10 | [1] c.c. 26-30; [7] c.c. 76-97

3anstue Ne 11 | [1] c.c. 15-19

Sanstie Ne 12 | [4] c.c. 11-13, 51-64; [3] c.c. 116-156

3ausarue Ne 13 | [7] c.c. 61-75

Sansatne Ne 14 | [7] c.c. 9-25; [1] c.c. 44-48; [3] c.c. 244-249, 334-350

3ausarue Ne 15 | [4] c.c. 66-78

3anarue Ne 16 | [3] c.c. 244-249

3anstue Ne 17 | [3] c.c. 94-109

3ansarue Ne 18 | [7] c.c. 61-73; [8] c.c. 62-86

MK 03.02. TexHoJ0rusi HCMOJIb30BAHUA CUCTEM YCJIOBHOIO JOCTYIIA B CETAX BelIaHMS

3ansarue Ne 1 [6] c.c. 365-403

3ansitue Ne 2 [7] c.c. 334-343

3ansarue Ne 3 [7] c.c. 344-353

3anstue Ne 4 [7] c.c. 121-141; [8] c.c. 86-94

3ausarue Ne 5 [7] c.c. 353-357

3ausarue Ne 6 | [7] c.c. 367-377; [8] c.c. 492-510

3ansitue Ne 7 [8] c.c. 86-90

3ansarue Ne 8 [8] c.c. 86-90

3ansitue Ne 9 [8] c.c. 527-530

3ansarue Ne 10 | [8] c.c. 527-530

3anmstue Ne 11 | [8] c.c. 94-110

3anarue Ne 12 | [8] c.c. 111-123

anstue Ne 13 | [8] c.c. 111-123

3anarue Ne 14 | [2] c.c. 257-275

3ausarue Ne 15 | [2] c.c. 257-275

3anstue Ne 16 | [5] c.c. 96-158; [7] c.c. 97-121

3ausarue Ne 17 | [7] c.c. 142-170
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3ausartue Ne 18

[7] c.c.

333-353

3ausatue Ne 19

[8] c.c.

250-270

3austue Ne 20

[8] c.c.

271-288

3ausatue Ne 21

[8] c.c.

492-507

3austue Ne 22

[8] c.c.

441-479

3ausarue Ne 23

[8] c.c.

407-440

3ausatue Ne 24

[2] c.c.

122-246

3ausatue Ne 25

[2] c.c.

512-534

3ausatue Ne 26

[3] c.c.

253-278

3austue Ne 27

[7] c.c.

142-170

3ausarue Ne 28

[7] c.c.

217-238

3austue Ne 29

[7] c.c.

179-192

3austue Ne 30

[2] c.c.

248-277
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